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IIpaBuaa padorsl cuctembl «AHTepHET-KinenT» B [IAO «HUKO-BAHK)»
1. O0mue moJI0KeHU.

Hacrosmue [IpaBuna onpenessioT MopsAAoK AIEKTPOHHOTO JOKyMeHToobopoTa Mexay bankom u Kimenrom B pamkax
CucteMpl IUCTAaHIMOHHOTO OaHKOBCKOro obOcmyxkuBaHust «MHTepHeT-Kiment» (JIbO), perymupyroT OTHONIEHHS,
BO3HUKAIOIIKNE B CBsi3U C 3TUM Mexay bankoMm u Kiwmentom. [octyn k [BbO mnpenocrabnsercs Knmenram c
ucnonb3oBanuem Cucremsr «MHTepHEeT-KinieHT» w/win MoOWIBHOTO OaHKa, €CIM HMHOE HE OyIeT OroBOPEHO B
Hacrosuux [IpaBunax.

1.1. TepMuHsbI, ONpeieNeHUs U COKPAIICHUS:

ABTOMATH3HPOBaHHOe paloyee MecTO MO OOMeHY 3JEKTPOHHBLIMH [JOKYMEHTAMH C HMCHOJIb30BaHHEM
cucrembl «nTepHer-Kiauent» (APM HK) — koMIUIEKC IpOrpaMMHBIX M allapaTHBIX CPENICTB, BKIIOUYAs CPEICTBa
KpHNTOTpauaecKoit 3auThl HH(POPMAINH, HCTIONIBE3yeMbIX CTopoHamu 11 oomena D/].

AamunucTparop uHpopManuoHHo# Oe3omacHoctd Banmka (Anmuuuctparop UB) — paGoTHHK, Ha KOTOpPOTO
BO3JIOXKEHBI 00SI3aHHOCTH 110 PETHCTPALMY M IIPOBEPKE KIFOYEH CHCTEMBI 3alIuThl HH(popMary B banke.

AnmMunancTparopa banka — pabOTHHK, Ha KOTOPOTO BO3JIOKEHBI 00S3aHHOCTH 110 TEXHUYECKOMY COTIPOBOXICHUIO
CHCTEMBI U TTOJIEPKAHUIO €€ B Pa0OTOCTIOCOOHOM M aKTYaJIbHOM COCTOSIHUH.

Buomerpuyeckne mnepcoHajJbHble AaHHbIE - CBEJCHUS, KOTOPHIE XapaKTepH3YIOT (HU3HOJIOTHYECKHE U
Ouosiornyeckue OCOOCHHOCTH 4YeJOBEKa, HAa OCHOBAaHMU KOTOPBIX MOXKHO YCTaHOBUTH €r0 JIMYHOCTh M KOTOPBIE
HCTIONIB3YIOTCS I yCTaHOBJICHUS JINYHOCTH.

BuomMerpuueckoe pacrnosHaBanue (0MoMeTpus) - aBTOMaTHYECKOe paclio3HaBaHHE BiaienblieB 31eKTpOHHON
MOJINCH - YIOJTHOMOYEHHBIX Ul KineHTa, OCHOBaHHOE Ha WX MOBEJCHUYECKUX U OHOJIOTHUECKUX XapaKTEPUCTHUKAX.
Bromerpudeckoe pacrno3HaBaHHE PeTN3yeTcs C MOMOIIBIO TEXHOJIOTMH, OCHOBAaHHBIX HAa PACIO3HABAaHUH OTIIEYAaTKOB
MAJIBIEB C MCIOJIb30BAaHUEM JAKTUIOCKONMYECKOT0 JaTYMKa WIM PAacIO3HABaHUHM WHAWBUAYAIBHBIX YEepT JIMIA IyTeM
TPEXMEPHOTO CKaHMPOBAHMS JIMIA C MCHOIb30BaHNEM MH(]pakpacHOro aaTdnka. buomerpudeckoe pacro3HaBaHHE HA
OCHOBE PaCMO3HABAHHUS O0TNEYATKA MAJbLA JOCTYIHO HA MOOMIBHBIX ycTpoicTBax: Android (Bepcus onepalmoHHOM
cuctemsl 6.0 u BeImIe), i0S (Bepcus onepannoHHOM cucteMbl 11 u Bhime). buoMmerprdyeckoe pacrio3HaBaHHE HA OCHOBE
pacno3HABAHMS MHAMBHAYAJbHBIX YePT JIMIA JIOCTYIIHO Ha MOOWIBHBIX ycTpoiicTBax: i0S (Bepcus onepannoHHOM
cucrembl 11 u Bbime). HeoOXoquMbIM ycroBHEM HCIIONIB30BaHHS PE3yJbTaTOB bHOMeETpHuecKoro pacro3HaBaHUs B
mobmrsHOM TpriokeHnn « HUKO-BAHK busnec-Onaaiiny sSBIsSeTCS IMOANCPKKA COOTBETCTBYIOIICH TEXHOIOTHH
MOOMIBLHBIMU YCTPOMCTBaMH YTIOJIHOMOUYEHHBIX Jinll KiineHTa, Ha KoTophle ycTaHaBiuBaercs npuioxkenne « HUKO-
BAHK Bu3Hec-Onaaiiny». bank He Mpon3BoAUT GMOMETPHUECKOE PAacIO3HaBaHUE Y IOJHOMOYEHHBIX Ul Kinenrta u
c6op bromerpudeckux nepcoHaIbHBIX JaHHBIX B MoOminbHOM npuioxeHnn « HUKO-BAHK Busnec-Onnaiiny.

Baanesen cepruukara KiI04Ya NPOBEPKHM JJeKTPOHHOI moamucu (Biagenen sinekTpoHHO# moamucw,
Baanenen JII) — ynorHOoModeHHOoe nnio KimeHTa, KOTOPOMY BBIJIaH CepTU(HUKAT KIIFOYa MPOBEPKH AIICKTPOHHOM
noanucu. [IpaBo BrajgenbLa 3M€KTPOHHOM MOAMUCH MPUHAAJIESKUT JIMLAM, UMEIOIIKUM TOJHOMOYHS Ha PacopsKeHUe
HaxXOASNIMMHUCS HA CUETe JICHe)KHBIMH CPEJICTBaMH M YKa3aHHBIM B INpHHATOM baHkom kapTouke ¢ oOpasumamu
HOJMNKUCEN U OTTUCKA MEeYaTH.

BpenoHocHBI KO — KOMIBIOTEpHAs MpOrpaMMa, NpeAHa3HaueHHas A BHEIPEHUS B aBTOMATU3UPOBAHHbBIE
CHCTEMBI, IPOrpaMMHOE 00€eCIIedeHNe, CPEJICTBA BBIYUCIUTEIbHON TEXHUKH, TEJIEKOMMYHHKAIIHOHHOE 000py/10BaHHE
banka n Kimenra — monbp3oBaTenell CHCTEM JMCTAHIMOHHOTO OaHKOBCKOTO OOCITY)KMBaHHsS, NPHBOMASAIIEIO K
YHUYTOXXEHHUIO, CO3/IaHUIO0, KOTMPOBAHHIO, OJIOKMPOBaHMIO, MoANGUKAaIMU U (WIN) mepenade 000l uapopmarum B
AIIEKTPOHHOM BHJIE, a TAKXKE K CO3JJAHUIO YCIOBHH JJISI TAKOTO YHUYTOXKEHUS, CO3/IaHus, KOITUPOBAHMS, OJIOKUPOBAHUS,
MoIUHUKAINK U (WIN) TIepeJadn.

JloroBop - 10roBop KOMIUIEKCHOTO OaHKOBCKOTO 00CITY)KMBaHUS, 3aKIIIOYCHHBIH MexX 1y bankom n KimmenTom.

KiroueBast ungopmanmsa — Kirod ssektpoHHol noanucu, Kirou npoBepku 351eKTpoHHOM noanucu. Ilnanosoe
OOHOBJIEHHE KIIOYEBOW WH(OpMAIMK MPOU3BOAUTCS He pexe 1 pasa B roa. IlmanoBas cmeHa wxmoueir Ol
npousBoauTcs 06e3 cMeHbl Branensia anekTpoHHOH moamucH W THna Hocuress KiroueBoit mupopmamuu. Cpox
JeWCTBHS Kio4eBoi nHpopmaruu — 1 roz.

Koy npoBepkn 3JIeKTPOHHOI NOANNCH — YHUKajJbHas IOCJIEJOBAaTENbHOCTh CHUMBOJIOB, OJHO3HA4HO
cBsizaHHas ¢ KimrouoM a51eKTpOHHOM MOANUCH U IpeAHa3HAuYEHHas Ul IPOBEPKU MOVIMHHOCTH AJIEKTPOHHO M MOMIHCH.



K104 3/1eKTPOHHON MOANNCH — YHUKAIbHAs MOCJIEA0BATEIIFHOCTE CHUMBOJIOB, IIPEAHA3HAUCHHAS OISl CO3JaHUs
3JIEKTPOHHOM TOITUCH.

Kommpomeranusi Kiao4Ya 3J1eKTPOHHOH moAmUcH — COOBITHE, ONIpeAeliCHHOE BiamemplieM 3IIeKTPOHHOMH
MOANUCH KaK O3HAKOMJICHHE HEYMOJTHOMOYCHHBIM JHIOM (JIUIIAMH) C €r0 KIIOYOM 3JIEKTPOHHOH IOAMNCH, a TAKXKe
yTpaTa (XHUIIEHHEe) KIIo4Ya IeKTPOHHON IOANNCH, yTpaTa (XHUIICHHE) KIIF0Ya AIICKTPOHHOH MOIIMUCH C MTOCIIEIYIOIINM
ero obHapyxkeHneM. Kommpomeranmeil kiroya, B 9aCTHOCTH, CUHTAIOTCA CIEAYIOIINME COOBITHS: yTpara, yTpara ¢
MOCJIEYIONIMM OOHApY)KEHHEM, HECaHKIMOHMPOBAaHHOE KOMMPOBAHWE WIM MOJO3PEHHE Ha KOMHMPOBAHME, JIOObIE
JIpyrue coOBITHS, KOTAa JOCTOBEPHO HEHM3BECTHO, YTO IPOU3OLUIO C HOCHUTENEM KiroueBoil mH(popmanmu. Kirouu
CUHUTAIOTCS CKOMIIPOMETHPOBAHHBIMU U IIPU YBOJBbHEHUM (OTCTPAHEHUH OT 3aHUMAEMOM JOMKHOCTH) OTBETCTBEHHBIX
UCIIOJIHUTENIEH CTOPOH, UMEIOLIMX AOCTYII K KIIF0YeBOW HH(POPMALH.

MoounsHoe npunoxenue (HUKO-BAHK Busnec-OnnaiiH) - KOMIUIEKC YCIIyT, IpedoCTaBlIeHHbIX baHkom
Kimenty n obecnieqnBaromnx BO3MOXKHOCTb iepenady Mexxay bankoM u KimeHToM 3J1eKTpOHHBIX JOKyMEHTOB B baHK,
MOANMCAHHBIX MIEKTPOHHOH MOAIHCHIO, C HCIONB30BaHUEM MOOMIBHBIX YCTPOHCTB yIIOJHOMOYEHHOTO nuna Knuenra.
SBnsercs HeoTaenuMon YacTpio cucteMsl «aTepHeT-Kimmenty. JlocTymHo ams onepanuoHHbIX cucteM 10S, Android.

Moo6unbHoe ycTpoOiicTBO - cMapT(oOH, IDIAHIIET C aKTyalbHOW Bepcuell omepannoHHoW cuctemsbl i0S wimm
Android.

OtBercTBeHHbIl padoTHUK KilmeHTa — OTBETCTBEHHBI 3a NOJKIIOYEHHE YIOJIHOMOYEHHOE JIMIIO,
Ha3HaueHHoe KimeHToM Ay opraHu3anum:

- npoueaypsl revepanuu KimoyeBoit undopmanum;

- Mep, HEOOXOUMBIX IS oOecreueHus Oe3omacHoCTH npu oomeHe D/1;

- oomena D/ ¢ ucnonp3oBanrem APM HK;

- B3auMoieiicTBus ¢ bankowm o Bompocam KiroueBoit nadopmanmu u oomena /1.

IToaTMHHOCTE 3J1EeKTPOHHOIO AOKYMEHTa (MOMIMHHOCTH JJI) — MONOXUTENBHBIN pe3yibTaT mpoBepku Ol
3aperuCTPUPOBAHHOTO Brajgenbia 3MeKTPOHHOM MOANKCH, yCTAHABIMBAIOMMKA (haKT HEM3MEHHOCTH coaepxanus /1,
BKJIFOYAst BCE €r0 PEKBU3UTHI.

HoarBep:xkaenne gocroBepHoctu I/ — mpouenypa npoBepku npasBuibHOCTH Oll, mo3Bossiomas yCTaHOBUTH
(haKT HEM3MEHHOCTH COJIEP>KaHMS JICKTPOHHOTO JOKYMEHTA, BKIIIOUast BCE €r0 PEKBU3UTHI.

IIpaBuaa — sacrosniue [IpaBuna padotsel Cuctemsr «aTepHET-KitneHT).

Cepruduxar k/I104a NpoBepku 3JIeKTpPoHHO noanucu (Cepruukar) — 3IEKTPOHHBIA MOKYMEHT WU
JIOKYMEHT Ha OyMa)KHOM HOCHTENe, BbIAaHHBIH BaHKOM M MOATBepKAAIOUINH MpHHAANIeKHOCTh Kitowa mpoBepku
9JIEKTPOHHOU noanucu Bianensily 3J1€KTPOHHOHN NOATIMCH.

Cucrema «HHTepHeT-KiMeHT» - COBOKYITHOCTh IPOTPaMMHO-AMNapaTHBIX CPEACTB, yCTaHABIMBAGMbIX Ha
teppuropuu Knmenra u banka u cornacoBaHHO 3KcIuTyaTHpyeMbix Knnentom u baHkoM B COOTBETCTBYIOIIMX YacTHX, a
TaKXKe OPTaHW3aIMOHHBIX MEPONPUATHHA, TpoBoANMBIX KimmenTom u bankowm, ¢ riensio npegoctapieHus KineHty ycnyr
B cOOTBEeTCTBUU C Hacrtosmmmu [IpaBmnamu. Cuctema "HHTtepHer-KimeHT" cocToMT M3 moacucteM 00paboTKy,
XpaHeHUs, 3aIUTHl 1 nepenaun nHpopmamn. Cucrema «MHTepreT-Kimment» Brimouaer cepBuckl «aTepHET-KinenT»
u «MoOwmbHBIH OaHKY. [IpegocTaBnenne yeayru Ha 6a3e mudporoii miarhopmer Kommanuu BSS.

CK3MU - cpencrBa KpunTorpadUIecKoi 3alIuTsl HHPOPMALIHH.

CpeacrBa 3J1eKTPOHHOI moanmucu — muppoBalbHEIE (KpHUIITOrpaduueckue) CpeacTBa, HCHONb3YyEeMble LIS
peanmu3anuu XoTs ObI OJHOM U3 cienyromux QyHKIUH — co3nanue D11, mposepka mommHHOCTH JI1, co3manmne Kiroua
3NEKTPOHHOM nojnucy u Kirtoua npoBepkyu 31€KTPOHHOHN TTOIIHCH.

Cucrema ynpaBJjieHMsI K/IIOYeBOHl HWH(opManMMm — COBOKYITHOCTh IIPOTPaMMHO-AIIMAPATHRIX CPEACTB,
OTBETCTBEHHOT'O MojipaszieneHus banka, paOOTHUKOB OTBETCTBEHHOTO 10/Ipa3/iesieHns: baHka, BBIMOMHAIOMNX (QYHKIUH
peructpanuu u ceprudukanuu Kiroueit mposepku 31exTponHoi noanmucu Knnenta u banka.

YnosHoMoueHnHsblii padoTHuk banka — paborHuk banka, B3auMoseicTByromuii ¢ KireHTom B pamkax paboThl
B Cucteme «MuTepHeT-KimeHT.

DCTIK - DepepanbHast Ciryx0a 110 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO.

MIndpoBanne — xpunrtorpaduueckoe mnpeodOpa3oBaHHWE MAHHBIX, ITO3BOJISIONIEE MNPEAOTBPATUTH JOCTYII
HEYNOJIHOMOUYEHHBIX JIUI] K coaepxumomy O/1.

DJIeKTPOHHBII ci1ykeOHO-uHpopManuonnblid JokyMeHT (JCHUJI) — 10OKyMEHT, B TOM YHUCIIE U BIOXKEHHBIN B
BUJIC OTACIBHOTO (aitna, moamucsiBaeMblil D11, obecneunBaromuii ooMeH uHpopMmanmel ¢ baHkoM (3ampockl, OTYETHI,
Jpyrue JTOKYMEHTHI) U MMEIOIINHA PaBHYIO IOPUAMYECKYIO CHUJIYy C COOTBETCTBYIOUIMMH JIOKYMEHTaMH Ha OYMaKHBIX
HOCHUTENSAX, TOAMUCAHHBIMHA COOCTBEHHOPYYHBIMU ITOJIUCSIMH YIOJHOMOYECHHBIX JIMI M 3aBEPEHHBIMH OTTHCKOM
nedaTH (IpU HAJIMYUH), TOJIBKO MPH YCIOBUH YCTaHOBIEHUS noanuHHOoCcTH DCU/L.

DJIeKTPOHHBIH A0kyMeHT (J/I) — SIEKTPOHHBIM IUIATEKHBIA JOKYMEHT W/HMIM AIEKTPOHHBIN CIyXeOHO-
MHPOPMALMOHHBINA TOKYMEHT.

DJIeKTpOoHHBII MaTe:xXkHblii gJokymeHT (JIIJ]) — JOKYMEHT, SBJSIFONIMIICS OCHOBAHHWEM JJIsI COBEPIICHHS
omepanuii Mo GaHKOBCKMM cueraM KimeHrta, oTKpbhITEIM B banke Ha ocHoBanum JloroBopa, momamucaHubiii Ol u
UMEIOIINH PaBHYIO IOPHIMYECKYI0 CHIY C pPAacHOPSHKCHUSIMH Ha OyMaXXHBIX HOCHTEJNSIX, IOJNCAHHBIMU
COOCTBEHHOPYYHBIMH ITOJNHCSIMH YHOJIHOMOYEHHBIX JIMI U 3aBEPEHHBIMH OTTHCKOM IeyaTH (IPH HAJIWYHH), COTJIACHO
3asBJICHHBIM 00pa3laM IoJNHCeH M OTTHCKA IedaTH (MpH HAIWYMHU), TOJBKO IPH YCIOBHUHM IOATBEPIKICHUS
nogymuaaocTr D11,



JJIeKTPOHHOe yCTpoiicTBO — ycTpoiicTBo KinmeHTa, ncrons3yemMoe B KauecTBE yNAJICHHOTO pabodyero MecTa
JUISL Tiesiedl IUCTAHIMOHHOTO YIPAaBJICHHS AEHEXHBIMU cpercTBaMu KilMeHTa: mepcoHalIbHBIA KOMIBIOTEP, HOYTOYK,
MOOMIIBHOE YCTPOICTBO H T.1I.

Jaexktponnass moamuch (JII) — mHDOpMAIA B 3IEKTPOHHOW (opMe, KOTOpas MPHCOSNWHEHA K IIPYToit
HHPOPMAIUU B BJICKTPOHHOW ¢opme (moanuchiBaeMoW WH(POPMANWU) WIM WHBIM O0pa3oM CBs3aHa C TaKoOi
nH(popManuel 1 KOTopast HCTIONIB3yeTCs ISl ONIPEEIICHNU JINIa, oAnuchIBaroniero nadopmanuto. [To knaccnpukannn
®enepanbroro 3akoHa oT 06.04.2011 Ne63-D3 "O6 351eKTPOHHOMN MOANHCH" 3JIEKTPOHHAS MOJIHCH, UCTIONIb3yeMast B
Cucreme «MHTepHEeT-KiMeHT», OTHOCUTCS K YCHJICHHOW HEKBaTH(UIMPOBAHHOMN JIEKTPOHHOH MOJITHCH.

eToken PASS - ycTpoiicTBO, MpeAcTaBisioNnee cOOOH IMEKTPOHHBIN aBTOHOMHBIH T€HEPaTOp OAHOPA30BBIX
aposei.

PayControl — cepBuc s TPOCTABICHHUSI 3NEKTPOHHON MOAMHUCH B BIICKTPOHHOM YCTPOMCTBE, KOTOpPOE
MO3BOJISIET KIJIMEHTaM IIOJIHMCHIBATh 3JICKTPOHHBIE JIOKYMEHTHI, co3naBacMble B Cucreme «UHrepHer-KimueHt» u
CepBruce «MoOWIBHBI 0aHK», C MOMOIIBI0 YCHJICHHOW HEKBAaTH(PHUIMPOBAHHOHN 3JCKTPOHHOW IMOAMUCH HAa OCHOBE
texuonoruit PayControl mpu momormm mo6uisHoro npuinokennss HUKO-BAHK Busnec-Ounuaiin.

[IpenocraBnsiercs KIMEHTaM B ABYX 4YacTsAX, OAHA 4acTh B Buae QR-koxma, Bropas yacTe HampaBisieMasl B BHJIE
SMS - xon akTHBaIMK Ha HOMEp Tele(OHA YKa3aHHBINH KIIMEHTOM B 3asBICHUM.

YcTaHOBNEHB! JUMHTHI Ha MPOBEICHHE OJHOM pAacXOZHOW OIepanuy, MOATBEPKIAEMOH yCHICHHOH
HekBanudumpoBanHoi 3nekrpornoi moanuceio (YHOIII) knuenta PayControl B pazmepe He 6onee 1 000 000 (Oqun
MHWUIMOH) pyOJieil BKIIOYHUTENLHO Ha OIHO PAaclopsDKEHHE Ha MEpPEeBOJ M HAa COBOKYIHBIH 00beM omepanuii 0JHOro
KJIHCHTA B JIcHb B pasmepe He 0osee 3 000 000 (Tpu muwiroHa) pyOiel BKIFOUUTEIBHO.

PIN-kox — mapons moctyma k Hocutento KiroueBoil madopmaiuu - Pyroken DIIII, KOTOPBIA CayXuT s
JIOTIOJTHUTENBHOM 3a1uThl. [Taponbs MoxkeT conepikaTh 3HakU (LUQPBI, OYKBBI, CHMBOJIbI) Ha aHTJIMHCKOW pacKiajke Ha
KJIaBUaType, U ObITh HE MeHee 8 3HAKOB.

Push-yBexomiaenne - coobmenue, ornpasinsieMoe baHkom C ucnons3oBanueM cetd MHTepHeT Ha MoOmibHOE
YCTPOMCTBO C YCTaHOBJICHHBIM Ha HeM MoOWIbHBIM mpuiioxeHHeM. Hacrtpolika monydenus Push- yBemomuieHuit
OCyIIeCTBIIsIeTCS Y OTHOMOUYCHHBIM oM Kimenta B MoGmwisHOM npmioxenud. [lomydenue Push- yBemomuenuit
BO3MOXKHO TOJBKO TPH HAIWYMK Yy YIOJIHOMOYEHHOTO JHIAa MOJIKIIOYeHHs K cetd MHTepHeTr Ha MoOOHIBRHOM
YCTPOWCTBE, TPH OTCYTCTBUHM IOJKIIOYEHHS K CeTH VIHTEpHET, HalpaBiIeHHE YBEAOMIICHHI OCYIIECTBIETCS C
nomoIen SMS-coobmennii.

1.2. IlpaBuna paborsl Cucrembl «VHTepHeT-KimeHT» pa3paboTaHbl B COOTBETCTBHM C  JCHUCTBYIOLIMM
3akoHofaTenbcTBOM Poccuiickoit denepanyu, B TOM Yucie ¢ HonokeHussMu HopMmatuBHBIX akToB @CTOK Poccun,
DdenepainpHOit Cityx0bl Oe3omacHocTr, Denepaniproro 3akona oT 06.04.2011 Ne63-d3 «O0 37eKTPOHHON TOIIIUCH» U
JIpyTux (enepanbHbIX 3aKOHOB.

1.3. Hacrosmme IlpaBuna, BkIO4as Bce I[IpHIIOKEHHMsSI K HHM, YTBEP)KIAIOTCS BaHKOM M pa3MEIarTcs Ha
MH()OPMALMOHHBIX CTEHJaX B CTPYKTYPHBIX MOJpa3feieHusx baHka, B KOTOPBIX OCYIIECTBISIETCS OOCITy>KHBaHHE
IOPUANYECKUX JIMI ¥ MHIMBUAYaJIbHBIX TpeIIpHHAMaTtesell, Ha opunnaisHoM caiite banka B cerm MHTepHer mo
ajzipecy Www.nico-bank.ru.

1.4, Bce w3MeHeHHUs M JONONHEHHs B Hacrosmue [IpaBmina m (opmbl NpHIoKeHHH K HUM BHOcsATca baHkoM B
OJTHOCTOPOHHEM Tmopsiike. MHdpopManms o0 n3MeHeHHH/momnoyHeHnn Hactosmux IlpaBun u IlpunoxeHuid K HUM
noBoautcsi bankom 1o cBenenust KnmenToB mocpencTsoM yBeromiieHHs: He MeHee deM 3a 10 ([lecsaTp) KaneHIapHbIX
JIHEH J10 JaThl BCTYIICHUS B CHITy TaKMX M3MEHEHU/IONONHEHUH. Y BeIOMIIEHHE OCYLIECTBIISIETCS ITyTEM pa3MeLIeHHsI
COOTBETCTBYIOIIEH MH(pOPMaIMK Ha OpuIMansHOM caiite Banka B cetn MHTepHeT mo aapecy www.nico-bank.ru, Ha
MHQOPMALMOHHBIX CTEHAAX B CTPYKTYPHBIX HOJpa3feNeHHsX baHka, B KOTOPBIX OCYIIECTBIAETCS OOCITyKHBaHUE
IOPUINYECKUX JIMI, WHAWBUIYAIBHBIX MpeJIpUHUMATENe U (U3MUECKUX JIUI, 3aHUMAIOIIUXCS B YCTAHOBJICHHOM
3aKoHOJaTeabcTBOM P® nopsake uYacTHOM MNpPaKTHKOW, a Takke IyTeM HanpasieHuss bankoMm Kimenrty
COOTBeTCTBYIOIIEro coodimeHus no Cucreme «HTepHET-KitneHT».

1.5. Osnakomnenue Kimenra c¢ HactosimumMu I[IpaBunamu ocymiectBisiercs 10 noaximodeHus Kinmenrta k. Cucreme
«uTepueT-Knuenr».

1.6. Kumenr npucoenunsiercs k HacrosmuM IlpaBuinaM myrem noxaun B bank 3asBieHHs O NpPUCOEIMHEHHH K
JIOTOBOPY KOMIUTEKCHOTO O6aHKoBckoro obcmyxusanust B [IAO «HUKO-BAHK nyTtem 3amoiHeHHs: COOTBETCTBYIOIINX
HOJEeH WM 3asBJICHUs O MPHUCOEIUHEHUH, npeacraBieHHoM B IIpunoxxenun Nel k Hactosmum I[IpaBunam. C 3toro
MOMEHTa BO3HUKAIOT MpaBa U obs3anHocTH KinenTa u banka no pabote B Cucteme «MHTepHET-KreHT».

1.7. TIlpucoenunenme k HactosmuM IIpaBmimam Kimento, ¢ kotopeMu mo 01.12.2019 Bankom 3akirodeHBI
Cornamenns «O06 oOMeHe 3JIEKTPOHHBIMHU TOKYMEHTAMHU IPH OCYIIECTBICHHUH PacdeTOB C WCIOIH30BAHUEM CHCTEMBI
«aTepueT-Knnenty», ocymecTtnusercs myteMm noanucanus KinnenTom 3asBieHns 0 IpUCOSAHMHEHNH, (hopMa KOTOPOTO
npezncrasieHa B [Ipmmoxkennn Ne | k Hactosmum [IpaBumam.

1.8. TpeOoBanus, npeaycMOTpeHHbIE HACTOSIUMHU [IpaBuiIaMu, OTHOCATCS K TEXHOJIOTHSIM, CUCTEMaM U CPEACTBAM
00pabotku, nepenaun u xpaneHus JJ1 u npeanaszHadens! 1yt Kimenros banka, nmpuHuMatomumx ygactue B oomene 31
no Cucteme «MuTepHeT-KnueHT».

1.9. besomacHocTh TexHONOrMM 00paboTkn DJI obecreuMBaeTcss CO3JaHMEM CHUCTEMBI, BKIIOHamoumeld B ceds
KOMILJIEKC TEXHOJOTMYECKHX, OPraHM3allMOHHBIX, AlMapaTHbIX U MPOTPAMMHBIX MEP M CPEICTB 3allUThl Ha dTamax
HOATOTOBKH, 00paboTKH, nepeaadn 1 xpaneHus J/1.




1.10. Kuumenr ob6s3yercss coOmomath PexoMeHmanuu Mo o0ecneueHH0 HH(GOPMAIMOHHON OE30MaCHOCTH IIpH
ncnons3oBannu Cuctemsl «HTepHET-KimeHT», pencraBneHdbie B [Ipunokennu Ne3 k Hactosmum [IpaBunam.
1.11. OOGs3aHHOCTH MO aJAMHHUCTPHPOBAHUIO IPOTPAMMHO-TEXHHYECKIX CPEACTB 3amuThl JJ] pexoMmeHmyeTcs
BO3JIOXKHUTh HAa OJHOTO M3 PabOTHHMKOB, 3KCIUTyaTHPYIOIINX INAHHYIO MOACHUCTEMY, C BHECECHHEM COOTBETCTBYIOIINX
W3MEHEHUH B €T0 JOJDKHOCTHBIE 00s13aHHOCTH (OTBeTCTBEHHEIN paboTHHK KieHTa).

Wnrdopmanns, cogepramasics B KIIOUEBBIX TOKYMEHTaX Ha OyMaKHBIX, MArHUTHBIX M JPYTHX HOCHTEISIX IS
CpeACTB KpUnTorpaduyeckoi 3aluThl, OTHOCUTCS K HHPOPMAIIMH OTPAaHUYEHHOTO JOCTYTIA.
1.12. OOMeH 3JIeKTPOHHBIMH JOKyMEHTaMH npoBoautcs uepe3 Cucremy «MutepHer-KinueHnT», KoTopas cOCTOUT M3
LlentpanbHoro aOOHEHTCKOrO MyHKTa - banka 1 AGOHEHTCKUX MyHKTOB — KilneHTOB, HH(QOpManoHHas: 6€30T1acCHOCTh
JIOKyMEHTO000pOTa OCYIIECTBIISIETCS B COOTBETCTBUH C HACTOSIIUMU [IpaBunamu.
1.13. AOonenTtckuii myHKT baHka mepenaeT ¥ NMpUHUMAaET JOKYMEHTHI ¢ nomotublo Cucremsl «MHTepHeT-KiueHTy,
paboTaroliel 1o KaHauaMm CBsI3u ceTu MIHTepHeT.
Hcnons3oBaHue ApyruX KaHAJIOB CBA3H JUIS IIEpeJadyl JIEKTPOHHBIX JTOKYMEHTOB coriacyeTcs CTOpOHaMH OTAEIBHO.
WHnnmatopom coequHEHNS U IpHEMa 1 IIepeaadn JOKYMEHTOB Beeraa siBisiercst KitneHt.
1.15. dnsa obcmyxuBannus Cucrtemsr «VHTepHeT-Knuent» bank Ha3HawaeT OTBETCTBEHHOE IHUIO (AIMHHHUCTPATOP
cucremsl «aTepHET-KinenT» banka).
1.16. ®ynkunu AagmunuctpaTtopa banka:

* orBevaeT 3a pabory LleHTpanbHOro aboHeHTCKOro myHkra B Cucrteme «lHTepHeT-KimeHT», B TOM dmncie
BBITIOJIHSIET CBOEBPEMEHHOE OOHOBJIEHHE NPOrPaMMHOIO OOecIieueHHsl JUIsl MOJIEP)KaHUsI CUCTEMBI B aKTyaJbHOM
COCTOSIHUH, KOHTPOJIUPYET PabOTy MHTETPALIMOHHBIX PELICHHH, HCIIONIB3yeMBbIX il 0OMeHa uH(popmaiuu Mexny 15O
u ABC banka;

- BXOJUT B COCTaB KoMUccUU baHka npy peleHny KOH(GIUKTHBIX CUTYaIHA:

* 110 3anpocy KinreHnra obecrieunBaeT KOHCYIbTAIIMOHHYIO OJAEPKKY nepcoHana Kinenra.

1.17. B paMKax ycTaHOBOUYHBIX pab0T baHK Ha OCHOBaHHMHM MPEIOCTABICHHBIX JOKYMEHTOB:

e npou3BoAUT peructpauuto Kinuenrta B Cucreme «HTepHeT-KinueHT»;

e riepesiacT KIMEHTY IAKeT JOKYMEHTOB B OI€YaTaHHBIX KOHBEPTaxX: JIOTWH M TMapoib A Bxoda B Cuctemy
«UnaTepueT-Kimnent», Hocutens Kimodesoit mHpopMammu Pyrokern JLII u 35eKTpoHHBIH aBTOHOMHEBIM T€HEPAaTOp
oHOpa3oBbIx maponeii eToken PASS (eciu He MpeaycMOTPEeH HHOU MOPSAI0K).

1.18. KunmeHT B cBOIO OYepenh CaMOCTOATENHHO MPOM3BOAUT HACTPOHKY aBTOMATH3MPOBAaHHOIO pabOdero Mecra W
ocymecTBisieT Bxoa B Cucremy «VHTepHEeT-KiIMEeHT» ¢ MOMOIIBIO JIOTHHA U Maposid, KoTopble KiMeHT momydaer Ha
OyMa’kHOM HOCHTEIE.

1.19. Bnamenen O3II mpou3BOAWT IpH NEPBOM BXOJAE NPUHYAWTENBHYIO CMEHY Mapois i Bxoxa B Cucremy
«uatepueT-KineHT» Ha HOBBIN, N3BECTHBIN TOMbKO Branensiry D11 naposs.

1.20 BBox B 3kcmyaTanuio Cuctembl «HTepHET-KimeHT» 0dopmirsieTcss AKTOM O BBOZAE B IKCILTyaTaIlHIO CHCTEMBI

3JEKTPOHHOTO JTOKyMeHTO000poTa, moanucanueiii Kimenrom n barkom ([Ipunoxenne?).
2. Ilopsnok npueMa u nepegadn 10KyMeHToB no Cucreme « AHTepHeT-KimeHT».

2.1. KineHT roTOBHT 3JIEKTPOHHOE COOOIIEHNE A IIepeiaun.

2.2. KiimeHT moamuchIBaeT 3JeKTpoHHOE coobmerne cBoeir DII. DI monTBepkmaeT aBTOPCTBO OTIPABICHHOTO II0
Cucreme «MHTepHET-KiNMeHT» TOKyMEHTa M TapaHTUPYET €ro IEJTOCTHOCTD, T.K. II000€ N3MEHEHNE B JOKYMEHTE 110CiIe
ero noanucanus caenaet DI HepeHCTBUTENBHOM.

2.3. KnueHT MHUIIMMPYET COeIMHEeHNe ¢ cepBepoM baHka g mepepadn u npueMa 3JIeKTPOHHBIX coobuieHuid. Bpems
oOMeHa COOOIIEHNAMH ONPEAETIsIeTCs CIEAYIOINUM 00pa3oM:

2.2.1. CtopoHBI NPHU3HAIOT B Ka4yecTBE €IMHOI IIKaimsl BpeMeHH npu pabore B Cucreme «MuTepHer-KimeHT»
OpenOyprckoe MosiCHOEe BpeMsl (MOCKOBCKOE BpeMsl TUTIOC J1Ba Yaca). KOHTPOJIBHBIM SIBJISIETCSI BPEMSI CUCTEMHBIX YacOB
annaparHblx cpelcTB banka.

2.3.2. KnueHT ocylecTBIsEeT pacXOAHbIE Olepallud 10 CBOEMY CUETy B IIpejesiaX ONEpallMOHHOro BpeMeHU baHka.
OnepamonHoe BpeMmsi banka ycranaBiamBaercss OOIMMH TpaBMIIaMH KOMIUIEKCHOTO OaHKOBCKOTO OOCITYXHBaHHS
kopriopaTuBHBIX KiIreHTOB B [IAO «HUKO-BAHK». Pabora nuann «VHTepHeT-KineHT» 1o npueMy JOKyMEHTOB U MX
pacchblIKa OCYILECTBIISIETCS B KPYITIOCYTOUHOM PEXUME, 3a UCKIIOUECHHEM BPEMEHHU TEXHOJOIMUYECKHX MEPEPHIBOB, O
KOTOpBIX baHk 3abmaroBpeMeHHO 00s13aH JIO0BIM clIocoO0M npenynpeanTsh Kimenra.

2.3.3. CropoHBl CUMTAIOT, YTO MOMEHTOM IOCTYIUIeHUs HH(opManuu mnpuHuMatomeii CTopoHe B cHucTeMe
«aTepHeT-KnnenT» sBisercs TeKyiiee BpeMs 10 CHCTEMHBIM YacaM NpHHHMaiomed CTOpPOHBI B MOMEHT IOJHOTO
MOMeEIIeHUS HHOPMAIMK Ha CepBepe MPHUHUMAIOIIEH CTOPOHBI.

2.3.4. [natexxHple JOKyMeHTbI, moctynuBiine B bank nmo Cucreme «/HTepHeT-KiMEHT» B TeueHHE ONEPAllMOHHOTO
BpeMeHH baHka, MpWHUMAIOTCS K MCIIONHEHHWIO TEKYIIUM J[IHEM, MOCTYIHBIINE B MOCIEONepanroHHoe Bpems banka
- CIEAYIONMUM pabOuuM JTHEM.

2.4. OcHoBanueM nans npusarus bankom nepeganHoro Knmentom mo Cucreme «MHTepHeT-KnneHT» IuaTeXHOro
JIOKyMEHTa SIBJSIETCSI HaJIMYMe M KOPPeKTHOCTH DII, a TakyKe COOTBETCTBHE TPEOOBAHUSAM K O(OPMIICHHIO IIATEKHBIX
JIOKYMEHTOB.



2.5. bank dhopmupyer KiimeHTy 37€KTpOHHOE CIy)KEOHOEe COOOIEHUE O MOJYICHHUH, MPOUYTEHUH W UCIIOJIHEHUH JIHOO
HEWCIIONHeHUHN IDIATEeXHOTO JOKYMEHTa, KoTopoe KiHMeHT mojydaeT B TOM XK€ WM TIPH OYEPETHOM CEaHCe CBS3H C
BbankoM.

2.6. ITo noxymeHTam, o(OPMIICHHBIM C HapylIeHHeM TpeboBanuii, B ToM grcie ¢ HeBepHO# DI, Kimmenty mo Cucreme
«aTepHeT-KinenT» HampaBisieTcst 3JEKTPOHHOE CIy)KEOHOE COOOIIeHHE C yKa3aHWeM MPUYHHBL, 110 KOTOPOI
TUTATEKHBIA JOKYMEHT HE TIPUHSIT.

B cnydae HemomydeHHs CIy)keOHOTO COOOLIEHWs O IpHeMe/HeNpHeMe OTIPaBICHHOTO B bBaHK 3JEKTpOHHOTO
JIOKyMEHTa B TEYEHHE OJHOT0 pabdodvero yaca Iocie OTHPaBKH (C y4eToM pexuma pabotsl banka), Kimuent moxer
3aIPOCUTH PAa3bSICHEHHSI Y OTBETCTBEHHOTO padoTHHKa baHka.

[To oTaenbHBIM IIIATEXKHBIM JTOKYMEHTaM baHK MOKeT 3alpocuTh JOMOIHUTEIBHOE TOATBEPXKICHUE HIH PAa3bsICHEHHE.
[onrBepxknenune 3ampammBaercss no Cucreme «VHTrepHeT-KnmeHT» 1100 HMHBIM 00pa3oM B JieHb IOJYy4YECHUS
IUIATeKHOTO JOKYMEHTa. B 3TOM ciydae IUIaTeKHBIH DOKYMEHT NPHHUMAETCS K HCIOJIHEHHIO TOCIE IMOJTy4eHHs
TpeOyeMOoTro MOATBEPIKICHHS.

3. Hocuresn ka04eBoii HHGOPMAU U NOPAIOK 00paIeHUs] ¢ HIMH.
Ha cropone banka:

3.1. B pamkax pabotel Cucremsl «MHTepHer-Kimuent» mns 3amucu KimodeBoil mH(OpManuy HCIONB3YIOTCS THI
Hocurens Kirroueoit nnpopmarmu Pyroken DLI1/PayControl.

3.2. Hocurenu KiroueBoit napopmarmn Kimenra yuuteiBarorcst B a5ieKTpoHHOM Buzie B Cucreme «utepHer-KineHT»,
B KOTOPO# copaepkarcsi CBelieHHA O nare (GopMHpOBaHHs, CPOKEe ACHUCTBUS KIIOUEBOW HMH(POpMAIMU, NEPEYEHb U
MOJTHOMOYHSI  yIIOJTHOMOYCHHBIX IIHI[, pa0OTaloImuX C JaHHOW KiroueBord wHGopMmarmen, ®.UN.O. paboTHHKA,
copmuposasiiero Kiroueyro nHpOpMAaIHIo.

3.3. Co3ganne KiroueBoit wmH(pOpMAnMyd TPOBOAWTCS HA BBIOCICHHOM OIEKTPOHHOM YCTPOHCTBE, MPOrpaMMHOE
obecrieueHre KOTOPOTO JIOJDKHO BBIMOJHSTH TOJIBKO (PYHKINH, PErIaMEHTHPOBAHHBIE TEXHOJOTMYECKHUM IPOLECCOM
(hopmupoBaHus KpUNTOrpadMIECKUX KIOUCH MPHU OTCYTCTBUH MOCTOPOHHUX JHLL. [IpH 3TOM 351€KTpOHHOE YCTpOICTBO
pa3MernaeTcst B OTACIbHOM, BBIICIICHHOM TOJIBKO ISl 9TOH LIS TOMEICHNH, C OTPAaHUYEHHBIM JIOCTYIIOM JIHII.

3.4. DnekTpOHHOE YCTPOICTBO, BhIpadarhiBarolice KiroueByr0 MHGOpPMAIIHIO, JOJKHO OBITh OCHAIICHO CPEACTBAMH
3alIUTHl HHOPMAIMU OT HECAHKIIMOHUPOBAHHOT'O JOCTYIIA.

Ha cropone Knnenra:

3.5. Jloctyn mOCTOpOHHUX (HEYMOJTHOMOUYEHHBIX) JHUI] K HocuTensM c KiroueBod wH(OpMaImed JOMKEH ObITh
HCKITIOYEH.

He nomyckaercs:

- CHUMaTh HECaHKIIMOHUPOBAaHHbIE KOMUH ¢ HocuTenel KirtoueBoit nupopmarym;

- 3HAKOMHTb C cojiepkaHueM Hocureneil KiroueBoi nHdopmannn wim nepenasats Hocurenu KiroueBoi nadopmannm
JMIaM, B 00SI3aHHOCTH KOTOPBIX He BXoAuT pabora B Cucreme «MuTepHeT-KimmeHT» (B TOM 4mcie HE mepenaBaTh
Hocutenn [ T-cnermanucram, obcyxuBatommM APM HK);

- BBIBOJIUTD KJTFOUYH AJICKTPOHHOM MOJINNCH /3aKPhIThIE KIIIOYH IU(POBAHUS Ha JUCIUICH (MOHUTOP) HIIM IIPHHTED;

- ycraHaBinMBaTh HocuTenb KitoueBoil wHQopmauuu B cuuThiBatoiiee ycrpoiictreo APM UK B pexunmax, He
MPEAYCMOTPEHHBIX (YHKIIMOHUPOBAHHEM CHCTEMBbI 00paboTku u oOmena JJI, a Takke B JApyrue DJICKTPOHHBIC
YCTPOMICTBA;

- 3aIUChIBaTh Ha HocuTe b KitroueBoit nHdopManuu nocTopoHHIO HHPOPMALIHIO.

3.6. IIpu ncnons3oBanun Pyroxen D1 Knuent o6s3an npucoennusaTe Hocutenb KiroueBoit napopmammu k APM MK
HETIOCPEICTBEHHO Tepe] HadanoM paborsl B Cucreme «MHTepHeT-KiMeHT», a M0 OKOHYaHMU PadOTHI HM3BJIEKATh
Hocuress KiroueBoit mupopmammu w3 APM HK. Bo Bpemst paGoThl ¢ KIIOYEBBIMH JOKyMEHTAMH HEOOXOAMMO
UCKIIIOYUTH TPUCYTCTBHE JIML, B (DYHKIHOHAJIBHBIX O0S3aHHOCTAX KOTOPBIX HE MPETyCMOTPEH AOCTYI K KIIIOYEBBIM
JIOKYMEHTaM.

KiroueBast mH(popmanys, puHaLIeKalas oTBeTCTBEeHHOMY ucrionHuTento OI1, xpausrcs Biagensuem JI1 B mecre,
HEJIOCTYITHOM U1l TIOCTOPOHHUX JIMI (METAIIMYECKOM SIIMKEe WIH celde). Merammnueckuil smuk (celd) NomKeH
HAJIe)KHO 3alMpaThCsl W OINEYaThIBATHCS (OIUIOMOMPOBATHCS) MEYATHI0 OTBETCTBEHHOIO HMCIONHUTENS. Mcmonb30BaTh
3TOT METAIUIMYECKUNA MUK (celi(), OmeyaTsiBaTh €ro ¥ BCKPHIBATH UMEET MPABO TOJIBKO JIMIIO, YIIOJIHOMOYEHHOE IS
paboTBl ¢ JaHHBIMH KJIIOUYEBBIMH HOCHTEIIMH. JlomyckaeTcsi XpaHEHHE KIIFOYEBBIX JOKYMEHTOB B OIHOM
MeTalMIeckoM Imkady (ceide) ¢ IpyrumMu JOKYMEHTAMH OTBETCTBEHHOTO UCTOMHHUTENs KiueHTa, HO MPH 3TOM
OTJENFHO OT HUX M B yIIaKOBKE, HA KOTOPOH yKa3aHO, I/I€ 3TH KITF0UEBBIE JOKYMEHTHI HCTIOIB3YIOTCS.

[Tomemnienne, B KOTOPOM pa3MemaeTcs 3JICKTPOHHBIH HIACHTU(HUKATOP, HOJDKHO OBITH OOOPYIOBAaHO [BEPHIO C
HaJIeXKHBIM 3aMKOM, OXPaHHOI CUTHalu3alyel, Ui pelleTKaMu Ha OKHAX, WM CTaBHSAMH, WIN IPYTUMU CPEICTBaMU,
HPENATCTBYIOIUMYU HEKOHTPOIUPYEMOMY IPOHUKHOBEHUIO B IOMELCHHUE.

3.7. B cimydae mpekpallieHus 110 TEM WIM MHBIM IPUYMHAM IOJHOMOYMH paboTHMka KimeHTa, MMeBIIEro I0CTyH K
Cucreme «Mutepuer-Knuenr», KimeHTy HeoOXoauMO He3aMEMIMTENIBHO H3BECTHTH 00 »ToM baHk, a Takke
MPOU3BECTH CMEHY IapoJiei, NMepereHepanyio 3aKphIThIX KIOUeH IMU(QPOBAaHUS M KIOYECH 3JIEKTPOHHOW IOJIHUCH,
OBIBIINX B PACHOPSKEHUH JAHHOTO COTPYIHHKA.



3.8. B cinyyae ecnu baHk MpOM3BOAMT reHeparuio (IepereHepauio) Kioda(eil) 3JIeKTPOHHOM MOAMCH Ha HOCHTEIE
Kkimo4yeBoit mapopmanmu - Pyroken DIIII, moaroToBky Hocutens ais nepenaadn KinueHty u T.14., baHk ycTaHaBIuBaeT
mo ymomdanuio PIN-kox ma Pyroxenm OUII. Knment o6s3aH mpoBectu cmeHy PIN-koma Bmamembna smekTpoHHOM
TIOJIIFICH HE T031Hee pabodero JHsA, CICTyIOmEero 3a qJHeM nonysenus CeprTudukara.

IIpu HempasmmsHOM BBoAe PIN-koma ompenemenHoe xonmdectBo pa3 moxapsn Pyroxen DI Gmokupyercs. B stom
ciydae KIHMEHT MOXXET BOCIONB30BaThCS BBIJAHHBIM MApoOJieM aJMHUHHCTpAaTOpa KIFOYEBOTO HOCHUTEINS, KOTOPBIi
BBIJIA€TCS KIHEHTY B OIlEYaTaHHOM KOHBepTe Inpu nepenade Hocutens Pyroken OLII. JIubo Kiment moxer
obpaTuthes B bank aist npoBeneHus npoueaypsl nepereneparmu kioueit J11.

4. IlpaBuiia mapoJbHOM 3aIUTHI.

4.1. KnueHr 00s3aH yCTaHOBUTH IIAPOJIM HA YUETHBIE 3alKCH nojb3oBareneii APM HK.

4.2. KimmeHT 00s3aH TPOBOAMTH IOJIHYIO IUIAHOBYIO CMeHY mapojed monb3oBateneii APM UK perymsapro, He pexe
onHoro pasa B 30 (TpuauaTs) qHEH.

4.3. KinmeHnt 00s3aH TPOBECTH BHEIUIAHOBYIO MOJHYIO CMEHY mapoieil moms3oBateneit APM UK B ciydae
NpEeKpalleHnuss IOJHOMOYMH (yBONBHEHHE, Mepexo] Ha JIpPYyrylo paboTy BHYTPH OpraHU3alMHd M JPYyTHE
o0crosTenscTBa) mojab3oBaTess APM HK.

4.4. B ciygae KOMIpOMETAaIlMH JIMYHOTO Tapoiisi omHoro u3 monb3oBaTeneit APM UK Kiment 00s3aH mpoBecTH
BHEIUJIAHOBYIO TIOJTHYIO CMEHY MapoJiel BceX moJib3oBareneit nanHoro APM MK.

4.5. KnueHT He T0JDKEH UCTIONb30BaTh (DYHKIMIO 3aIOMHHAHHMS JIOTHHA U TIaposis B Opay3epax.

4.6. KiineHT He IOJKeH UCIOIb30BaTh OJMHAKOBBIE JIOTHH U MapoJIb I JOCTYIIA K Pa3IMYHBIM CHCTEMAaM.

4.7. KnueHT HeceT IEPCOHANBHYIO OTBETCTBEHHOCTh 3a COXPAaHHOCTh Mapoiisi Bragenblia ceprudukara Kioda
MIPOBEPKHU AJIEKTPOHHOU MOIHUCH.

5. O6ecneyenue nHGpOpMALHMOHHOH 0€30IACHOCTH NPU NMOATOTOBKE,
o0paboTke u nepeaaye /1.

5.1. Ha APM UK pekomeHIyeTcsl YCTaHABIMBATH TOJBKO JIMIEH3MOHHOE IporpamMHoe obecmederne. APM HK B
00s13aTeIbHOM TIOPSIIKE JIOJDKHO OBITh OCHAIEHO CPEJCTBAMHM AHTHUBHPYCHOM 3aIIMTHI, a TaKXkKe >KEIaTeIbHO
ceptudunmpoBansie PCTIOK nporpaMMmHoO-annapaTHBIMU CUCTEMaMH 3alUThl OT HECAHKI[MOHUPOBAHHOT'O JOCTYIIA.
5.2. Kon¢punenuumanbuocts )] obecreunBaeTcsi Ha OCHOBE HCIOJIB30BAHUS CPEICTB KPHUNTOTpadUuecKoil 3alUThl
HHQOPMALUH.

5.3. Ipu oskcruryaraimn CK3M  HeoOxommmo coOsr0faTh TPeOOBaHHMS W PEKOMEHIAIMHM SKCIUTYaTallHOHHOU
nokymenTtanuu Ha CK3U.

5.4. KimeHT NODKEH YeTKO peryiaMeHTHUPOBaTh MOpsAAoK ucnonb3oBanus APM UK, ¢ KOoTOporo ocymecTBisieTcs
B3aumojeiicteue ¢ Cucremoil «MuTepHer-KinueHT», B TOM 4ncie CIUCOK JML U opsaaok nocryna k APM UK.

5.5. He pexomennyetcs ncnoip3oBath Ha APM UK cpenctBa ynameHHOTO (IUCTaHIIMOHHOTO) TOCTYIA, B TOM YHCIIE
IT-cienuanucTamu 1 yAan€HHOM MOIEPIKKH.

5.6. He pexomennyercs ucnonszosars APM UK aiis qoctyna kK mOCTOPOHHUM cailTaM COMHUTEIBHOTO COAEPIKAHMSL.
5.7. He pexomenmyercs ycraHaBimuBaTh Ha APM WK mnoctopoHHee mporpamMmHOe o0eclieueHue, HarpuMmep,
MpOTpaMMbI aBTOMaTHYECKOTO MEPEKIIIOYEHHs pacKIaJKi KIaBHATyphl, Pa3iIMdYHbIe JOMOJIHEHHS K Opay3epam M T.II.
[lporpamMmbl JaHHOTO BHJAa MOTYT IepelaBaTh HWH(OOPMALMIO O COACPKHMMOM IIPOCMATPUBAEMBIX CTPAHHUII
MOCTOPOHHUM JIMIIaM.

5.8. He pexomennyercs 3amyckate Ha APM MK mporpammsl, moiydeHHbIE M3 HE 3aCIy)KHBAIOIIMX JOBEPHUS
HCTOYHHUKOB.

5.9. KnneHT momKeH nepes BBOJIOM CBOETO JIOTHHA M Hapojisl YOeAUTHCS, YTO YCTAaHOBICHO COCIUHEHHUE C JIeTaTbHBIM
caiitom Cucremsl «MHTepHer-Knuent». HeoOxoaumo mpoBepuTh NPaBWIBHOCTH YKa3aHUS —ajpeca caiiTa
«https://d2g.nico-bank.rux.

5.10. KnuenT moinkeH Bcera MpaBWIIbHO 3aBepuiaTh ceaHc padoTsl B Cucreme «MHTepHeT-KitmeHT», B 0043aTeIbHOM
HOPSAKE UCTIONB3YS IMyHKT MEHI0 «BbIxomy.

5.11. Knuent He noymkeH coBepmath JocTym k Cucreme «MHTepHeT-KinenT» ¢ ucnonb3oBanueM nocroponHero APM
UK.

5.12. Knuent npu nozxayve 3assieHus Ha nogkmoueHne Cepsuca «atepHeT-KimmeHT 1o skenaHuio MOXeT yka3athb [P-
aapeca u MAC-aapeca APM UK Ha ycranoBky B banke pumstpa mis APM UK Knunenta. 3To MO3BOJIUT UCKIIOYUTh
BO3MOYKHOCTH BXOJIa IT0JT BaIllUM JIOTHHOM/TIaposieM ¢ APM 310yMBIIUIEHHUKOB.

5.13. B cmyuae oOHapy» eHUs TOJO3PUTEIBHBIX CAWTOB, TOMEHHbIE IMEHA U CTHJIb O(QOPMIIEHUSI KOTOPBIX CXOIHBI C
nMeHaMu U opopmiteHreM odurmanbHeix caiitoB [IAO «tHUKO-BAHK» (manpumep «nlko-bank.ruy, «nico-bangc.ruy),
He00X0uMO coo0mHuTh 00 3TOM B BaHK MFOOBIM U3 TOCTYITHBIX CTIOCOOOB CBSI3H.

5.14. KnueHt mMoxet oOpatutbesi B baHk ¢ muckMeHHBIM 3asBiieHHeM (110 Gopme [Ipunoxenust Ned) 00 ycTaHOBICHUH
MuauBuayanbHEIX TUMHUTOB NPH OTIPaBKe pacnopsikeHuil yepes cucremy «urepHer-Knuent. OTMeHa orpaHuyYeHH
OCYLIECTBIISITHCSL 110 MHCbMEHHOMY 3asBlieHHIO0 KilMeHTa, TONbKO B OTAEJICHUM OaHKa, IPH JIMYHOM IPHCYTCTBHHU
Knuenra.



6. TpeGoBaHUSA M PEeKOMEHAALNH IO 00ecneyeHNI0 MHPOPMALMOHHOI §€30IACHOCTH NPU HUCNOIB30BAHUM
MoOUJIBHOTO PHUJI0KEHUS.

6.1. YcranoBky MoOmIsHOTO TipritokeHnst Ha MoOmisHOe yeTpoiicTBo KimmeHTy He0OX0IMMO TIPOU3BOAUTE TOIBKO IO
CCBUIKaM, pa3MEUICHHBIM Ha o(HUIHaIbHOM calite baHka nim B aBTOPH30BaHHBIX Mara3uHax MpuioxeHuit (App Store u
Google Play). O6s3arensHo yoeaurech, uto aBTopoM MobuibHoro npuiokenus ykazad [IAO «HUKO-BAHK».

6.2. KilneHTy He00XOTMMO YCTaHOBUTH HA MOOMIbHOE YCTPOWCTBO aHTUBUPYC M CBOEBPEMEHHO €r0 OOHOBIISTD.

6.3. KilneHTy HE00XOTMMO CBOEBPEMEHHO yCTaHABJIMBATh OOHOBIICHHUS O€30MACHOCTH OIIEPAIIMOHHON CUCTEMBI.

6.4. KinneHTy HEOOXOAMMO YCTaHOBHTH IapOJIbHYIO 3allUTy HA MOOWJIBHOM YCTPOMCTBE, MCIIOJIb30BATh HaJE)KHBIC
napoiu (Kak MUHUMYM 8 CHMBOJIOB). baHK He peKOMEHJyeT MCIIOJIb30BaTh JIETKO MOJ0UpaeMble Mapojy, HapuMep:
123456, 111111 u T.1.

6.5. Ilpn momyuennu cooOmeHn# Ha MOOMIBHOE YCTPOHCTBO, COAEPIKAIIMX CCHUIKM WM YKa3aHUS Ha YCTaHOBKY
npmwioxeHnit gepes SMS/E-mail u np., bauk He pexomenayer KnmeHTY mpoXoanTh MO yKa3aHHBIM B COOOIICHUH
CCBUIKaM.

6.6. bank He pexomenayer KnmeHTy BXOoauTh B MOOMIBHOE IIPUIIOKCHNE M OCYIIECTBITH IUIATEXKHBIC ONEpPAIX B
MecTax, rae yeiayrn MHrepHeTa SBISIOTCS OOIIEAOCTYIHBIME, W/HIIM C HCIIOJIB30BAHMEM IMyOJIHMYHBIX OECIIPOBOIHBIX
ceTell (HampuMep: HHTepHeT-Kade, 0OMIeCTBEHHBIN TPAHCIIOPT U IIp. ).

6.7. KinueHTy HEOOXOJMMO 3aBeplIaTh ceaHC paboThl ¢ MOOWIBHBIM MPUIOKEHHEM, B 00S3aTEIBHOM IMOPSIKE
UCIIONIBb3Ysl ITYHKT MEHIO «BBIX0m».

6.8. Ilpu ycraHOBKE Kakoro-jiuOo HOBOTO MPUIIOKEHUS Ha MOOHMIBbHOE ycTpoicTBo Kinenty HeoOXoauMo oOpaiaTth
BHHMaHHE Ha pa3pelieHus], KOTopble TpeOyeT NpUIIoKeHUe ISl CBOeil paboThl, 0COOEHHO Ha BO3MOXKHOCTB JIOCTYIA K
SMS-coobmienusiM. Ecmu  paspeiiieHuss BBI3BIBAIOT MOJO3PCHHST WM SIBHO HE COOTBETCTBYIOT (DYHKI[HOHAITY
NPWIOKEHNUs, baHK peKOMEHAYeT O0TKa3aThCs OT €TO MCIIOIb30BaHMS.

6.9. bank He pexoMenayer KimeHty momydath moctym K (paiimoBoil cmcteme cBoero MOOMIBHOTO YCTpPOHCTBA
(HanpuMep, ¢ MOMOIIBIO IMOTydeHHs mpaB root s Android), Tak Kak 3TO OTKJIIOYAET 3alIUTHBIE MEXaHU3MBI,
3aJI0’)KEHHBIE TIPOU3BOIUTENIEM MOOMIBHON IIIaT(hOpMBI.

6.10. bank pexomeHmyer KimeHTy OTKIIOYUTE B HACTpOiiKax MOOMIBHOTO yCTPOHCTBa BO3MOXXHOCTD HCIIOJIE30BaHUS
TOJIOCOBOTO ITOMOIITHNKA Ha 3a0JIOKUPOBAaHHOM 3KpaHe.

6.11 baHk He peKOMEHyeT yCTaHaBIUBATh HA MOOMIbLHOE YCTPOUCTBO HEMOAMCAHHBIE IPUIIOKEHUSI U3 HEN3BECTHBIX
WCTOYHHKOB.

6.12. bank peKOMEHIYeT HMCIOJB30BaTh 3AlMIIEHHBIE TOYKU aocTyna k Wi-Fi-cetn, a taxke orkmodars Wi-Fi u
Bluetooth, eciiu B 1aHHBII MOMEHT OHH HE HCIIOIB3YIOTCS.

6.13. B cinydae u3MeHeHus: Homepa TeliepoHa MOOMIBHOTO TelieoHa Juisi paboThl B cucreMax baHka, oOpaTHThCS B
Bank amst M3MEHEeHus 10cTylla CO CTaporo HOMepa Ha HOBBIM Homep TenedoHa. HeoOXoauMMo MMOMHUTB, Y4TO CTapbli
HOMep MOOWIILHBIN OIlepaTop MOXKET IepeaTh ApyroMy abOHEHTY B CIIydae, €CJId OH HEaKTUBEH HEKOTOPOE BPEMSL.
6.14. bank pekoMeHAyeT yAaiiaTh KOH(PHICHIMAIbHYI0 MH(OpManuio B ciydae Mepeaadn MOOWIBHOTO yCTpOMCTBa
JIpyruM Junam (pojaxka ycTpoicTBa, epeaadya B peMoHT). Bocnonb3oBaTbest PyHKIMEH BOCCTAHOBIICHHS 3aBOJICKHX
HaCTpOEK.

6.15. Tlpu BO3HHMKHOBEHHM IMOJO3PEHMIA, YTO Bamim maHHBIC Ui JOCTyma (JIOTHH WM [apojib) B MoOwibHOE
NPUIOKEHNE CTAIM W3BECTHBI MOCTOPOHHMM W/WIM B Cllydae yTepd MOOMJIBHOIO YCTPOWCTBAa HE3aMeJIUTENbHO
o0OpatuTbes B baHK A7 X OIOKHPOBKU.

6.16. He mpoBOAUTH ASHCTBUS MO YKA3aHUIO WIIH [0 PEKOMEHAANNAM TPEThUX JIHII, HE COOOIIaTh UM Pe3yIbTaThl CBOMX
neiictBuit B MoOmisHOM OaHke (He cooOmarte o0y nudpoByr win OYKBeHHYI0 WH(POPMAIHNIO) TPETHUM JTUIAM, B
TOM 4YHCJI€ MPEACTABILSIIONIMMCS COTPYIHHKAMH IPAaBOOXPAaHHUTENBHBIX OPraHoOB, ONEpaTopaMH COTOBOH CBS3H,
paboTHHKaMH OaHKOB.

7. TIpaBuia anTuBupycHoi 3amurtsl APM UK.

7.1. OOGs3aTenbHOMY AHTUBHUPYCHOMY KOHTPOJIO TIO/UICKHUT Jro0as wuHpopManus (TeKCTOBble (Halipl JHOOBIX
(hopmaToB, (ailiIpl TaHHBIX, HCTIOMHAeMbIe (haiiibl), HHGOpMAINI Ha CheMHBIX HOCUTENAX (MATHUTHBIX IUCKaX, JICHTAX,
CD-ROM u 1.11.).

7.2. KnueHT 1omKeH MPOU3BOJNTE PETYIApHYI0 aHTHUBHPYCHYIO MPOBEPKY M PErYISIpHOE OOHOBJIEHHE aHTHBHPYCHBIX
6a3.

7.3. Ilpy BO3HMKHOBEHMH NOA03PEHHS Ha HAINYME BPEJOHOCHOTO KOJ1a/KOMITBIOTEPHOTO BUpyca (HeTHUNU4Has paboTa
NpOrpamMM, MOsIBIEHHE TIpaUUecKuX M 3BYKOBBIX 3((EKTOB, MCKOKEHWH HAaHHBIX, NpomnanaHue ¢aiino, yacroe
MOSIBJIEHHE COOOIIEHWH O CHCTEMHBIX OLIMOKax M T.II.) WIM OOHapy)KEHHH KOMIBIOTEPHBIX BHUPYCOB aHTHBHUPYCOM
KnureHnToM He3ameIUIMTEIbHO JOJDKHBI OBITH HNPUHATHL BCE MEPHI MO MX ynayneHuio. Ilocne ynaneHus BpelOHOCHOTO
KoJa/KoMIbloTepHOTO BHpyca KimenTy HeoOxoammo cMeHuTh mapoiab B Cucremy «MHTepHeT-KinmeHnt» u
MPOKOHTPOJINPOBATH COCTOSHIE OAHKOBCKOTO CUETA.



7.4. B cnydae oOHapyKeHHsI BPEJOHOCHOTO KOJIa/KOMIIBIOTEPHOTO BHpyca KIIMEeHT T0IbKeH MpeAlpUHSTE BCE MEPHI [UIs
MpeKpaIieHns J00BIX Onepanuii ¢ SIEKTPOHHBIMU JOKyMEHTAaMH C MCHONb30BaHHeM Kimoder OI1 / 3akphIThIX KiTtouei
nmdpoBaHUS W TPOM3BECTH HX cMeHy. Kateropmdecku 3ampemaercst pabotate Ha APM UK ¢ mmarexHbpIMI
JOKyMEHTaMH NPH HAJINIUH KOMITBIOTEPHBIX BUPYCOB.

7.5. KimmeHT noymkeH He3aMeUIUTeNbHO 00paTuThesa B baHk B cirydae:

- mono3putensHOit akTuBHOCTH HAa APM UK (camompon3BoibHOE CBOpauyMBaHHE FIIM OTKPHIBAHWE OKOH, TBIKCHHE
Kypcopa, 3aIlyCK pa3JIndHbIX NIPOrpaMM U IIpoyee) B EPHO HEaKTHBHOCTH I0JIb30BaTEIS;

- TMOSIBJICHUSI KaKMX-IMOO JIOTIOJHHUTENBHBIX OKOH WIJIM COOOLIEHWH mpu mombiTke noctyna B Cucremy «/HTepHET-
Knuen» nmu6o B mponecce padotsl B Cucreme «MutepHeT-Kinenry;

- HEBO3MOXHOCTH NoIydeHus aocryna k Cucreme «MuTepHeT-Kinuent» u 1. .

7.6. BaHK He HEceT OTBETCTBEHHOCTH B cllydae ()MHAHCOBBIX YOBITKOB, TOHECEHHBIX KilMeHTOM, B CBSI3U C HapyLIEHUEM
u (MIM) HeHaJJIeKaIUM HCIOJIHEHHEM UM TpeOOBaHWM IO 3alllUTe OT BPEAOHOCHOI'O KOAa/KOMITBIOTEPHOIO BHpYycCa
knueHTckux APM UK.

8. Pucku, cBA3aHHBbIE ¢ HcHoab3oBaHneM OII.

8.1 KnneHT 1oJKeH NOHUMATh, YTO:

- CYIIECTBYET BEPOSTHOCTh HECAHKIIMOHHPOBAHHOTO IOCTYMNA, MOTEPH M HCKAXCHUS HH(OpMaInu, IepenaBaeMoi
nocpeAcTsoM cetu VIHTepHeT;

- CYWIECTBYeT BEPOSTHOCTh AaTaKW 3JIOYMBIIUICHHHKOB Ha 000pylOBaHME, IpOrpaMMHOE OOecCredeHue W
uHpopmanmonusie pecypcesl KimeHra, noaxiitoueHHbIe/ JOCTYIHBIE B ceTH MHTepHeT;

- TapaHTUM MO OOECIe4YeHHI0 HH(POPMAIMOHHOW O0€30TaCHOCTH MpH HCIOJIb30BAaHUU CETH VIHTEpHET HUKAKUM
OpraHOM/yUpesKACHUEM/OpraHu3aiueii He MPEeI0CTaBISIOTCS,

- TOJHOCTBIO HCKIIIOYHTh PHUCK IOTEpH KOHGHUICHIMATBHOCTH, NOCTYMHOCTH M LEJIOCTHOCTH HH(OPMALMH
neperaBaeMoil 4epe3 BBIUYMCIHUTENBHBIE CETH (B T.4. 4epe3 ceTb VIHTEepHET, JOKaIbHO-BBIUMCIUTEIbHBIE CETH)
HEBO3MOXKHO, 1K€ TPH BBITIOJHEHUHN BCEX TPEOOBaHMH M PEKOMEHAAIMH 110 HHPOPMAIMOHHOH 0€30acHOCTH.

8.2. bank ¢ukcupyer Bce IeHCTBHS, COBEpIICHHBIE OT MMeHHU KineHTta B anekTpoHHOM xypHaie CucteMsl «HTEpHET-
Knnent». Conepxxumoe xypHana Cucrems! «HTEpHET-KIHEHT» HCHIONB3yeTCs IPU Pa3pemIeHuH CIIOPHBIX CHTYaIHi
M TPENOCTAaBISETCS MO 3alpocy NPaBOOXPAHMUTEIBHBIX OPraHOB B HENSAX INPOBEACHUS PACCIECIOBAHHS ICHCTBHNA
3JI0YMBIIIJICHHUKOB.

8.3. Ilpu HecoOmonennn Hacrosimux [IpaBun KiueHt Hecer pucku morepu Hocurens KirodeBoit mHdopmanmy,
PaCKPBITHS, NCKAXXECHUS M HECAaHKIIMOHUPOBAHHOTO UCTIONIB30BaHus Kirtouer OI1.

8.4. Berencreie HECaHKIIMOHHMPOBAHHOTO HMCIOJIB30BAHUS 3JI0yMbINUICHHHKaMU KirtoueBoi MHQopManuu BO3MOXKHO
HaHeCeHHe MaTepHalbHOro yiep6a KinenTy mim HaHeceHHe yiep6a ero J1eNoBOH pemyTarliH.

8.5. B cimyuae yrpartsl Knmnentom Hocurens KiroueBoit uapopmanun bank He BocctanaBnuBaeT Kimroun 31eKTpoOHHON
noanucu/mmdposanus. Mapopmanms Knmenra, 3ammdpoBaHHas NpH MOMOLIM yTepstHHOro Hocurens KimrodeBoid
nH(OpMaLUK, BOCCTAHOBJICHHUIO HE TIOAJICHKHT.

8.6. IIpu noBTopHOM monyuennn Ceprudukara nHbOpMaIys, 3amr(poBaHHas ¢ HCIOIb30BaHUEM CTapOTO HOCHTEIS
KiroueBoit nHpoOpManuy, B cirydae ero YHUITOKCHHS! BOCCTAHOBJICHHIO HE TIO/JIEXKHT.

8.7. Hacrosmme [IpaBmia ompenensroT 3allUTHBIC MEphl 10 CHIDKCHHIO PHCKOB HapylleHus WH(popMannoHHOMH
6e3omacHocTy npu ucroiap3oBannu Kienrom Cucrems! «HTEpHET-KineHT.

9. Tpe6oBaHusl K NPOrPaMMHO-TEXHMYECKHM CPeICTBAaM /Uil 3JIEKTPOHHOT0 JOKYMEHT0060poTAa.

9.1. bank npenocrapnset KnueHTty cieayromue nporpaMMHbIe CPENICTBA!
- Ilnarus ans pabote! B cucteme "MHTepHeT - Kitnent"
- Huctpubytus «Ilanens ynpasnenus Pyroken»
- DIIEKTPOHHYIO AOKyMeHTaluto 1o cucreme "MutepHet - Kinent".
9.2. TpeboBaHUsI K MPOTPAMMHO-TEXHUYECKUM cpeicTBaM (mprodperarorcst KitmeHToM 3a COOCTBEHHBIH CUET Y TPETHHX
JIMIT):
- IlepcoHanbHBIi KOMIBIOTEp, MOJJEPXKHUBAIOIINI pabdoTy Tekymed Bepcun MK wim HOyTOykK/MoOHMIBHOE
YCTPOMICTBO;
- AHTHBUpYCHas [IPOrpaMMa;
- [Tognepxxuaempie OC aiist CTAIIMOHAPHBIX KOMITBIOTEPOB U HOYTOYKOB:
e Windows 7 x32/x64; Windows 8 x32/x64, Windows 8.1 x32/x64; Windows 10 x32/x64;
e Windows 11 x32/x64;
e  Windows Server 2012; 2012 R2, 2016, 2019
. macOS Sierra, High Sierra, Mojave, Catalina, BigSur, Monterey (Bo3M0XHO HCIOJIb30BaHHE CHCTEMBI
TOJIBKO C IEJIbI0 MOAIUCH JOKYMEHTOB, OCTAIbHbIE (DYHKIMH PabOTHI CUCTEMBI HE IOJIEPKHUBAIOTCS),
Ventura, Sonoma (mns macOS pomyctumsl Tombko CK3U Pyroken DIII 2.0 / Pyroken DT 3.0 mus
HOJAMKUCH AOKYMEHTOB).
- Bpay3zepsr:
e  Chrome



e  Firefox
e  Opera
e  Edge (momyctumo ucmosnpzosarne B OC Windows 10 u 11)
e  Safari
e  Supnexc.bpayzep
- Hanuuue MIOAKJIFOUEHHOT O USB-unTepoeiica B [IEPCOHAIBHOM KOMITBIOTEPE Kinenra;

- Hocrtyn B cetb UHTEpHET;
9.3. Jlna paGorsl MOOHJIBHOTO NPHIOKEHHS HEOOXOJMMBI CMapT(OHBI WIM IUIAHIIETHl C aKTyaJIbHOH Bepcueil
omneparronHoit cuctembl Android (5.X — 14.X) umu i0S (11 - 17).
9.4 KnueHt 00s13yeTcs He MCToNb30BaTh B pabore ¢ Cucremoit «HTepHeT-KIIMEHT» HEIMLEH3MOHHOE POrpaMMHOE
obecrieueHre, W TNpHHUMaeT Ha ce0s Bce HEONaronmpusTHBIC IIOCIEACTBUS HEHCIIOIHEHHS WM HEHaJIeKallero
WCIIOJTHEHHS UM O03aHHOCTH IO COOITIOZICHHIO JaHHBIX TPeOOBaHMUIA.
9.5 KnueHT 00s13yeTcsl HOAAEP)KUBATh HCIIOIb3YEMOE IIPOTPAMMHOE 00ECIICUCHNE B aKTyaIbHOM COCTOSIHUH, BBITIOJIHSS
CBOEBPEMEHHYIO YCTaHOBKY PEKOMEHIYEMbIX ITOCTaBIIUKOM IPOrPAMMHOTO OOecredeHNs OOHOBICHUH M KPUTHYHBIX
WCIPABJICHUH.

10. Mopsaok pa3pemrenust pasHoriaacuii npu oomene I/ B Cucreme « UnTepHer-Kiauenr».
10.1. O6mme moI0KEHHSI.

10.1.1. B paHHOM pa3zene ONMCaH MOPSIOK pPa3pelieHHs CIHOPHBIX CHTyaluid Mexnay ydacTHHKamMu CHCTeMbl

«uaTepueT-KineHT», CBA3aHHBIX ¢ MOATUHHOCTHIO /1.

10.1.2. 3/1 cuuraeTcs MOIMHHBIM, €CJIM OH OBUT C OJJHOM CTOPOHBI HaJJICKAIIMM 00pa3oM O0(OpMIICH, MOAMUCAH U
0TOCJIaH, a ¢ APYTOH - MOIyUYeH, IPOBEPEH U NMPUHAT K ucnonHeHuto o Cucreme «MaTepHET-KitneHT» (B TOM
YHCIIe C UCTIONh30BaHHEM MOOHIBHOTO IPHIIOKEHHS).

PaccmaTpuBaroTCcst KOH(QIMKTHBIE CUTYallMH TPEX TUIIOB!

1) Otka3 KimenTa ot noamucu D/1;

2) Otka3 banka ot ¢akra momygenus J/1;

3) IIpoBepka nommuHHOCTH D /1.

10.1.3. B xome paspemicHus KOHGIMKTHOW CHTyallMd MOXET BO3HHKATh CIOp 00 aKTyalbHOCTH HCIOJIb3yeMOM

KiroueBoit unpopmanmu wmexny Kimenrom u  bankom. Kiou mnposepku DIl cunmTaercs axkTyalbHbIM H

npuHaanexamuM Kiuenry, eciau oH OblT 3aperucTpupoBal B banke u B cootBetcTBuH ¢ [loroBopom u IlpaBunamu, u

JISWCTBOBAJl B MOMEHT, KOTjJa Ipou3onuia KOH(JIMKTHas cuTyanus. B gaHHOM pasjene OIUCaH Takke MOPSIOK

paspenienus criopa o6 aktyansHocTH Kimou mposepku D11 Knuenra.

10.1.4. g paccMOTpEHUs CIIOPHBIX CUTYyalHil 10 MHCbMEHHOMY 3asIBJIEHUIO OAHON M3 CTOPOH CO3JaeTcs HKCIEPTHAs

Komuccusi. B 3asBneHun HOKHBI OBITH yKa3aHBI: Ha3BaHWE OPTaHM3AIMK U e¢ OAaHKOBCKHE PEKBH3HTHI; laTa U HOMEP

3J1, MOUTMHHOCTh KOTOPOTO BBI3BIBAET COMHEHHS, WIN JPYTHe PEKBH3HUTHI, OJJHO3HAYHO OIPEICISIONINE JOKYMEHT;

npeaMeT npeTteH3uu. B komuccuio co croponsl banka obs3atensHO BXoaatr: Anmunuctparop b n Angmunucrpartop

Banka. Komucenst coctonT n3 6 4enoBek, ee 4ieHaMH SIBIISIOTCS B paBHOM 4uciie npeacTaBuTeny banka n Kinmenra.
3ameuaHue: 0 T0Ja4M 3aSABJICHHS CTOPOHAM PEKOMEHIYeTCsl INPOBEPUTH, YTO IPHYMHONH BO3HUKHOBCHHMS

KOH(IUKTHON CUTyalluy HE SIBIAETCS HapyIIeHHe [IEITOCTHOCTH IPOTPaMMHOT0 00ecriedeHusl.

10.1.5. DkcrepTHass KOMHCCHUSI OCYIIECTBISIET CBOIO PabOTy B TMOMEINIEHWH baHka ¢ WCIOJB30BaHUEM JTATIOHHON

II3BM (mepcoHanbHBIA KOMITBIOTEP, CBOOOAHBIA OT BUPYCOB M MPOTPAMMHBIX 3aKJIaJ0K), 3TAJJOHHOTO IIPOrPaMMHOTO

obecrieueHns ¥ KITIOYEBbIX HOCUTEJIEH, YUaCTBYIOUIMX B KOH(IMKTHOH CUTyal[id CTOPOH.

10.1.6. DTamonHOEe 00OPYIOBaHUE U MTPOTPAMMHOE OOecTIeueHIE MPeAOCTaBIsIeTcss baHKoM.

10.1.7. Anmuanctpatop banka mpenocrasnser:

- KOMIIJIEKT IPOrpaMMHOT0O oOecrieueHus (onepannoHHas CUcTeMa, MporpaMMHoOe o0ecTieueHne odecreunBalolee
paboty C3U1) Ha MamMHHOM HOCUTENIe HH()OPMALIUH;

10.1.8. Anpmunuctpatop Mb banka mnpenocrasnsger:- Kimou nposepku OII momp3oBarened, ydacTBYIOLIMX B
KOH(IMKTHON CHUTyalluM, Ha MAaIllMHHOM HOCHTEJe, JJISI MPOBEPKH MOANMUCEH I0Jl 3JEKTPOHHBIMH COOOIIECHHUSIMHU,
3apeTrUCTPHPOBAHHBIMU B YCTAHOBIIEHHOM MOPSJIKE.

10.1.8. KnneHT mpenocTaBiisieT CBOM IEKTPOHHBIE KIIIOYH Ha MAITHHHOM HOCHTEIE.

B nmpucyTcTBUHM WIEHOB SKCIEPTHONH KOMUCCHHM AIMHHHCTpaTop baHka MHCTaIHpyeT 3TaJoHHOE MPOrpaMMHOE
obecnieuenne Ha dTanoHHy0 [I19BM, Henonp3ys A 3TOr0 KOMITIEKTH HHCTAUIIIIMOHHBIX HOCUTENEeH MH(pOPMAITIH.
10.1.9. DxcnepTHas KOMHCCHS YOe)AaeTCst B pab0TOCTIOCOOHOCTH KOMITBIOTEPA M TPOTPAMMHOTO 00eCTIeueHHs.
10.1.10. DkcnepTHasi KOMUCCHUS MTPOU3BOAUT ACHCTBHUS MO Pa3pelICHHI0 KOH(GIMKTHOW CHTYallMd B COOTBETCTBHHU C
myHKkToM 10.2 HacTosimux [IpaBun u MpUHUMAET pEIeHHE IO BOMPOCY MOAIHHHOCTH D /1.

10.1.11. DkcriepTHas KOMHUCCHsT OOPMIIIET CBOE PEIICHHE B BHJE akTa, 0(OPMICHHOIO Ha Oymare M MOANNCAHHOTO
BCEMH WIEHAMHU IKCIIEPTHOI KOMUCCHU.

10.1.12. AXT KOMHUCCHH SBJISIETCS OKOHUYATEIbHBIM M MEPECMOTPY HE MOAJIESKHUT. JleHCTBUS, BBITEKAIOLIUE U3 HETO,
SIBJISIFOTCS 00513aTEIbHBIMY ISl Y9ACTHUKOB KOH(JIMKTHOW CUTYaIUH.

10.1.13. AKT KOMHUCCHU SIBJIIETCSI OCHOBAaHMEM AJISI NMPENBSIBICHUS IPETEH3UI K IMLaM, BUHOBHBIM B BO3HHUKHOBEHHU
KOH(JIMKTHOM CUTYyaLlH.



10.1.14. AXT KOMHCCHH MOXET SIBJIATHCS JOKa3aTeJbCTBOM TIpH JajbHEHIIeM pa3OuparenbcTBe KOH(IUKTHON
CHUTYaI[H B CY/IeOHBIX OpraHax.

10.2. Tlopsiaok pa3pelieHUs] KOHPIMKTHBIX CUTYAIUA.

10.2.1. Otka3 Knnenra ot noanucu D/I. Knmenrt yrBepkaaer, uro npuHsTeli bankom 3/] He ObUT OTHpaBiIeH WK
ObLI OTIIPABIICH, HO MIO3HEE 0TO3BaH, baHk oTpHuLaeT 3T0.

10.2.1.1. Y6enutscs, uro DJ] neiictButensHO ObUT MPHHAT B 00paboTKy. Ecnum D] He Obul mpuHAT B 00paboOTKY,
NPEKPaTHTh PACCMOTPEHNE KOH(IMKTHON CUTYallMy BBUAY OTCYTCTBHS IIpeIMeETa CIopa.

10.2.1.2. ITonyuuts ot banka xonuro cropuoro D/, 3aBepennyto bankom. B ciydae oTkasza baHka npeacTaBuTh KOIHIO
criopHoro D/] KoH(IMKTHAas CUTyalusl pa3peaercs B moyib3y Kimenra.

10.2.1.3. Ilposeputs noamucu Kimenra D] B coorBeTcTBHU ¢ pazpenoMm 10.2.4: mactosmux [Ipasmn. Ecmu moamucs
NpU3HAETCA Ha UIeXalel, KOH(INKTHAS CUTyalMs pa3periacTcs B oib3y banka.

10.2.1.4. Ecnmu moxamuchk Hamiexkamas, a KimeHt yTBepxmaer, uro cmopHelid JJ] Obu1 M oTo3BaH, KimeHT
npenpsaBiseT ciopHbit D1, a Takke D1, cBUAeTeNnbCTBYIONMIA 0 (hakTe oT3bIBa ciopHoro D/1. [Ipu aTOM mpoBepsieTcs
noanuch DJI, CBUACTENBCTBYIOIIETO O (akTe OT3hIBA CIIOPHOro JJ1, ero mpuHALIEKHOCTh K cnopHoMy /1 (a uMeHHO
HOMEp JOKYMEHTa, PEKBU3UTHI MOTyJaTelIsl, CyMMa JOKYMEHTa) U CPaBHUBACTCS BPEMsI BEIPAOOTKH ITOAIICH CIIOPHOTO
O u B, cBuaerenbcTByOmEro o (akre or3biBa cnoproro JJ[. Eciu moanmuck moa MPOTOKOJIOM MpPU3HACTCS
HaJyIexalei, Bpems o0paboTku noanucy, 3adukcupoBaHHOe B D]I, cBHAETENBCTBYIONEM O (aKkTe OT3hIBa CIOPHOTO
OJ1, no3aHee BpeMeHH 00paboTKu mosmucu crmopHoro D/, Ho He mo3gHee 17.00 wacoB, KOHMDIMKTHAS CHUTYaIUs
paspemiaercs B noab3y Knnenra.

10.2.1.5. B ocTtanpHbIX citydasx KOH(GIUKTHAS CUTyAIlHs pa3pelraeTcs B moiab3y baHka.

10.2.2. Otka3 banka ot ¢akra momyuenns DJ]. Knuent yreepxnaer, uto mocnaHHbii uM D3]] Obu1 npuaAT BaHKOM,
Bank oTpumaer 3To wim yTBepKAacT, uTo JaHHbINH O/] OBl BrocieACTBIM 0TO3BaH KireHToM.

10.2.2.1. Monyuuts ot Kmmenrta cnoprerii D/]. B cimydae otkaza Kimmenra mpembsBute cropubiii D/, mpekpaTtuTh
paccMOTpeHne KOH(DIMKTHON CUTYallMy BBHAY OTCYTCTBHS IPEIMETa CIOpA.

10.2.2.2. Tlposeputs noanuck banka wa 3J] B cootBercTBUM ¢ paznenom 10.2.4. [paeun. Ecnm moamucs npusHaeTcs
HeHaJexaniel, KOH(GIMKTHas CUTyalust pa3peniaercs B moyb3y baHka.

10.2.2.3. Ecnu mnoamuch TpU3HACTCA Haiekamied, baHk mpeawssaBiaser moiaydeHHelid oT Kimenta 3],
CBUJIETENILCTBYIONTHH 0 (pakTe oT3bIBa criopHOTO D/, Knnentom nposepsiercst coorBeTcTBHE /1, CBUACTEIBCTBYIOLIETO
0 (hakrte ot3biBa criopHoro DI, copaomy DJI. B ciyyae HecooTBeTcTBUs DI, CBHACTEIBCTBYIOMIETO O (DaKTe OT3hIBA
criopuoro O/, ciopuomy O]l koHGbIuKTHas cuUTyanusi paspemiaercs B monb3y Kiumenta. Ecim O],
CBUJICTENILCTBYIONTHH O (akTe 0T3bIBa cropHOTO D/, COOTBETCTBYEeT criopHOoMy I/ mpoBepstorcs noanucu KimeHnta
atoro D] B coorBerctBuM ¢ pazunenom  10.2.4 TlpaBun W cpaBHHBaeTcs BpeMsi BbIpaOOTKM noamnucu O/,
npeabsBiIeHHOr0 baHkoM, W BpeMst BBIpaOOTKH mojanucu criopHoro O/I, nmpenbssiennoro Kimentom. Eciu moamuck
O/, Bpemst o6pabotkn noamucu ]I, 3adukcupoBaHHOE B JTOKYMEHTE, MpEIbsIBICHHOM baHKOM, 1031HEEe BpeMEHH
otpabotku noanucu criopHoro D/1, Ho He mo3aHee 17.00 yacoB, KOHGIUKTHAS CHTYaIUs pa3penaercs B moas3y banka.
10.2.2.4. B ocTampHBIX CITydasx KOH(PIUKTHAS CUTYaIHs pa3perraeTcs B moib3y Kimenra.

10.2.3. IIposepka nommuaHOCTH /1. B manHOM pasmerne ommcaHa MpolLeaypa pa3pelieHuss KOHPIUKTA, CBSI3aHHOTO C
JIOCTOBEPHOCTBIO TIPHHATOTO B IPOBOJKY D/1, T. €. ero cooTBeTcTBHE nepenanHomy Kimentom D/1.

10.2.3.1. TMoayuuts OoT baHka Komuio MpuUHATOrO B 00pabotky DJI, 3aBepennyro bankom. B cinydae orkaza banka
MPEIBIBUTH KOMUIO cTIOpHOTO D/I, KOHQIMKTHAS CUTYAIHs pa3perraercs B moyis3y Kimenra.

10.2.3.2. TIpoBeputh COOTBETCTBUE CoAepkanus mpunsatoro D) nepemannomy /1. B ciaydae ux MogHOro COBMACHHUS
KOH(IMKTHAS CUTYaIHs pa3perraercs B noias3y banka.

10.2.3.3. B ciydae BO3ZHMKHOBEHHS MEXAy CTOpPOHAMH KOH(IMKTHON curyanuu no ¢axry npuema bankom O/,
nony4uts oT KireHTa 3aBepeHHyI0 UM KOIUIO ciopHOro D/] ¥ COOTBETCTBYIOLUIT eMy pOoTOKoI. B ciyuae ero orkasa
NPEABSIBUTH CIOPHBIN D/] MM NPOTOKOJI, KOH(JIMKTHAS CUTyalus pa3peraercs B oyb3y baHka.

10.2.3.4. IlpoBeputs noxamuch banka Ha mpotokose o npueme /I, mpeabsBieHHoro KilmeHTOM, B COOTBETCTBHHU C
paznenom 10.2.4 nacrosimux [pasun. Ecian moxnucs HeHaiexxamast, KOHQIUKTHAS CUTyallusl pa3peniaeTcs B MOJIb3y
Bbanxka.

10.2.3.5. IIpoBeputs cooTBeTcTBHE NpOTOKOJAa camoMy JJI. B ciyuae HecooTBETCTBHS NpPOTOKONa criopHOMY /1,
KOH(IUKTHASI CUTYaIHs pa3perraercs B moins3y banka.

10.2.3.6. B ocranbHbBIX Cilydasx KOH(GJIUKTHAS CUTyalus pa3perraeTcs B moiab3y Kinenra.

10.2.4. Tlopsimok mpoBepkKH KoppekTHOcTH moamucd D). B mgaHHOM pasmene omucaHa Nponeaypa IMPOBEPKH
koppektHocTr JI1 Ha DJI. JlaHHas mporeaypa HCIMOJIB3YETCS MPH Pa3pelieHrH BOMpoca O MOUTMHHOCTH D)1 win
MIPOTOKOJIOB.

10.2.4.1. TIpousBecT MPOBEPKY COOTBETCTBHs (aiinoB kimroued npoeepku Il (cepruduraror) Kinenra, koTopsie
Haxoxsrcs y Kinuenra u B banke B mupexropun ganHoro Kiuenra.

10.2.4.2. TIpoBeputh noanuch Ha cropHoM JJI, yKka3aHHBIM CTOPOHOW (C WCIOJb30BaHHMEM Kito4a npoBepku OI1
banka). Ecniu  mojanuck HeHauiexkalasi, TO IPUHUMAETCS pellieHHe 0 HEKOPPEKTHOCTHU noanucu D/1.
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10.2.4.3. Ecnu y oiHO# M3 CTOPOH BO3HUKAIOT COMHECHHSI B MPHHAICKHOCTH (AKTyaabHOCTH) COICPIKAIICTOCs KIIFoYa
npoBepku OIl, mpow3BecTH Mpolenypy paspemeHuss KOHPJIUKTHONH CHTyaluu O MPUHAIIC)KHOCTH (aKTyalbHOCTH)
kiroda nposepku D11 B cooTBetcTBUM ¢ pazaenom 10.2.5 macrosmux [Ipasu.

B ciydae, ecnu ximtou iposepku D11 mpu3HaeTcs He IpUHAIICKAITIM TaHHOH cTopoHe, moamuch D/l mpu3Haercs

HEHaIJIC)KAIICH.

10.2.4.4. B ocTanpHBIX CITydasx MPUHUMAETCS pelIeHue 0 Haexarel noamucu D/
10.2.5. TTopsitok MPOBEPKH aKTyadbHOCTH OTKPBITOrO Kitoua Kinenra npusenen B Tabmuie Nel.

Tabnuma Nel
Oran paboTsl Pemenne npu mnonoxutensHoM | PemeHwe — mpu oTpHULIATENBHOM
pe3yabTare pe3yabTare
IIpoBepka  nmeicTBUSA — KIIOYEH Kirou IIPOBEPKU Ol Kmrou nposepku OI1 Knuenta
MPOBEPKU oIl (ceprudukaroB) | Knuenra neiicTBoBan Ha MOMEHT | He  JeicTBOBal ~ Ha  MOMEHT

Knuenrta, npemocraBneHHelx bankom
Ha MOMEHT HOANHUCaHUsI cropHOoro D1
IIpoBepsiercst 1o  gare  OTHIPaBKH
COOOIIEHNs, PacTIOpsDKEHHIO 1o baHKy
0 JlaTe BBOJIa KJIF0O4Ya B JICHCTBHE.

noanucanus cnopHoro /1.

Jlanee BbIMOJIHAETCS 2 STAIl.

noanucanus cnopHoro /1.

Perrenne BBIHOCHTCS B TOJB3Y
Kawnenra.

[Ipou3BoanTCca BBIBOJ HA 3KpaH
uHpopMammu o Kmoue Ol m
ceprudurar Kmoya npoepku Ol
Knuenra.

CosrnaseHne MHHOPMALMH O
kimoye npoepku OIl u konos
cepTH(HUKaTa KI0Ya TPOBEPKU
OIl B kapTOuKe perucTpalnuu 1 Ha
9KpaHe KOMIbIOTEPA.

HecoBnapgenne wnHpOpManuu o
kmoye mnpoBepkn OIl u  komoB
ceprudukara kiroda nposepku OI1 B
KapTOYKe PETHUCTPAallUUd M Ha JKpaHe
KoMIbIoTepa (HE 3aperucTpUpoOBaH

WIN UCKaKeH (aiiy Kiova MpOBEpKU

OII Knuenta y banka).
Pemenue BbIHOCHUTCS B Pemenue BBIHOCHTCS B MOJIb3Yy
nojb3y baHka. Knnenra.

10.3. Iopsaok mpoBeaeHusi padoT MO YCTPAHEHUIO MPUYNH BOSHUKHOBEHHSI KOH(INKTHOI CHTyaluu.
10.3.1. Ecnmm B pe3ynbTare BBIIOIHEHUS paboT mo pa3dopy KOH(DIMKTHONH CHUTyallMil BO3HHUKIU IIOHO3PCHUS O
BO3MOXKHBIX HECAHKIIMOHMPOBAHHBIX JCHCTBHAX TPETBUX JHMI, B T.4. HCKOPPEKTHBIX HJIM YMBINUICHHBIX NEHCTBUIX
HepcoHala, UMEIOLIEro JOCTYII K MPOrpaMMHOMY U anmnapaTHoMy obecredeH o, Ha pabodeM MecTe OJJHOU U3 CTOPOH,
a TaKkXKe B LEJISIX YCTAHOBIICHHSI IPUUUH BO3HUKHOBEHHsI KOH(GIMKTHON CUTYallMd ¥ MX YCTPAHEHMUs, TaHHOW CTOPOHOU
IIPOBOJIUTCS COOTBETCTBYIOLIEE CIIyXKeOHOE paccieoBaHue.

10.3.2. B aTom ciyuae co3naercsi BHyTpeHHssi KoMuccusi. OCHOBHBIMU LIEJISIMH €€ PaOOThI SBJISIOTCSL:

- YCTaHOBJICHHE MPUYMH BO3HUKHOBEHUSI KOH(IMKTHBIX CUTYaIUH;

- TpoBEepKa HAa OTCYTCTBHE CIICIMAIBHBIX IPOrPAMMHBIX 3aKJIQJIOK, BHUPYCHBIX IPOrpaMM U JPYrHX
HECaHKIIMOHUPOBAHHBIX W3MEHEHHMH NPOrpaMMHOTO M alnapaTHOro O0ECHeYeHUs] KIMEHTCKOro MecTa, a UMEHHO
BBISIBIICHUEC BO3MOJKHBIX HECAaHKIMOHHMPOBAHHBIX JCHCTBUI HA KIMEHTCKOM MECT€ U YCTAaHOBJICHHE IPUYHH,
NPHUBEALINX K BO3MOXHOCTH HECAHKIIMOHHPOBAHHOTO JIOCTYTIA:

- IPOBEpKa Ha OTCYTCTBUE KOMIIPOMETALIMH KITFOUeH;

- YCTaHOBJICHHUE JIHII, COBEPIIMBIINX HECAHKIIMOHUPOBAHHbBIC IEHCTBHSI.

10.3.3. Komuccust nposepsier:

- HaJIMYWe, HENpephIBHOCTh M LEJIOCTHOCTh IPOTOKOJOB PEruCTPalMK COOBITHMH CHCTEM TEJIeKOMMYHHUKAIWH,
KpHUNTOrpaduuecKoi 3aliThl U 3aIUTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA U POBOJUT UX aHAJIN3 U COMOCTABIICHHUE
MEXTy COOOM,

- YCJIOBUSI DKCILTyaTal[y POrpaMMHOT0 00ecrieueH s U KIMEHTCKOTo MecTa,

- HaJlM4yKe MOJACP)KUBAIOIINX OPraHW3allMOHHBIX MEPOIPHUSTHII (OTBETCTBEHHBIX JOJDKHOCTHBIX JIHI, HEOOXOAMMBIX
MHCTPYKIMH ¥ TpaBWiI, OOECIEYHBAIONMX BBIIOJHEHHE TpPeOOBaHMH OKCIUTyaTallMOHHOW JOKYMEHTAllMd Ha
porpaMMHOE 0OecriedeHre U HOPMAaTHBHBIX JJOKYMEHTOB I10 3aIIUTE) U UX BBIIIOJIHEHHE.

10.3.4. Tlo pesympTataMm pabOTHl KOMHMCCHH COCTAaBIJISIETCSA IIPOTOKOJ, OTPaKAIOIIMII BBHIOJHEHHE TPeOOBAaHUN
Jorosopa u IlpaBui, nmo obecniedeHnIo 0€30MaCHOCTH Ha KIMEHTCKOM MECTe, Pe3yJIbTaThl PaCCMOTPEHUS M aHAIN3a
IPOTOKOJIOB PErHCTpandi COOBITHH C BBIBOJAMH O BO3MOKHBIX HECAHKIMOHMPOBAHHBIX JEUCTBHAX M IyTAX
yIOydIIeHUus CHCTeMBbl oOecreueHuss Oe3omacHOCcTH paboT. BeIBOAB  JaHHOTO NPOTOKOJIA JOBOAATCS IO
3aMHTEPECOBaHHBIX CTOPOH.

10.3.5. Ilpu BbIABICHHWHM (aKkTa WIM IOJO3PEHHHM B BO3MOXHON KOMIIPOMETAIlMM CEKPETHBIX KIIOYeH IOAINCH,
IPOBOJMTCS HX DKCTPEHHAs! CMEHA.

10.3.6. Ilpu BBISBICHHWM HECAHKIIMOHMPOBAHHBIX ICHCTBUH KOMHCCHEH COCTAaBISCTCS IUIAH 110 YCTPAHCHHIO
BBISBJICHHBIX HEJIOCTATKOB B CHCTEME OC30IIACHOCTH, a TAKXKE ITOJTrOTaBIMBAIOTCS NPEUIOKEHUS 110 YCHICHHIO Mep U
CpEICTB 3aIlHUTHI
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11. Buasl 3/ u TpedoBaHus Mo UX 0(pOPMIIEHHUIO.

11.1. Bwuner O/1, nanpasissemsrx Kimernrom basky:

- IUTATEKHOE OPYUCHHE.

- cayxeOHast ”HpOpMAaNHs - 3aIIPOCHI, COOOIICHN U T.1. (cooOmIeHne B CBOOOAHOM popme).

- TOKYMEHTBHI 110 BJIIOTHOMY KOHTPOJIIO (3asiBJICHHE Ha BAITIOTHBII NEPEBOI, MOPYYEHHS Ha MOKYIKY/TIPOJaKy
BJIIOTHI, NOPYYCHHSI Ha KOHBEPCHIO BAIIOTHI, PACIIOPSDKEHHSI HAa CIIMCAHUE CPEJCTB C TPAH3UTHOTO BAJIOTHOTO CYETa,
o0s3arenbHas MpoOAaXka BaJIFOTHI, MACIIOPTa CHAEJIOK IO KOHTPaKTaM, MaclopTa CIAENOK 10 KPEJUTHOMY JOTrOBOpY,
CIpaBKa O BAIIOTHBIX ONEpanusX, CHpaBKa O MOATBEPXKAAIOIINX JTOKYMEHTaX, 3asBJICHHE Ha IepeoopMIIeHUE
nacropTa CIeJKH, 3asBJICHHE O 3aKPBITHU H/TIEPEBOE MAacopTa CACIKH).

- JOKyMEHTBHI 110 KpeInTaM (3asiBJICHHE Ha MOy4eHHe/BO3BPAT KPeIUTa/TpaHIIeH ).

- TOKYMEHTEHI 10 JeTI03UTaM (3asBKa Ha pa3MelleHHe/ TOTTOTHEHHE/BO3BPAT/IPOJIOHTAIIHIO JICTIO3UTA).

11.2. Bwupner O/1, nanpasisemsrx bankom Knnenry:

- BBINTKCKA 10 CYETY 3a JICHb.

- IJTaTEXXHBIA JOKYMEHT (IIaTeKHOE MOpyUeHHEe, 0aHKOBCKHIA Opep, MHKACCOBOE MOPYUCHHE).

- caykeOHast ”H(pOpMAaIKs - 3aIPOCHL, COOOMICHN U T.1. (coolmIeHne B cBOOOIHON popme).
11.3. Buzel OyMaXHBIX TOKYMEHTOB, HCIIOJIB3yEMBIX B JIONOJHEHHE K 3JIEKTPOHHOMY ITOKYMEHTOOOOPOTY MEXIY
bankom n Knuenrom:

- arexssle DJ] KnueHnra, HareuaTanHele B baHke, O KOTOPBIM BBITIOJIHEHBI onepanuy (0yMaskHbIE KOTUH
MOJy4eHHBIX D/], IPUHATHIX K HUCIOTHEHUIO baHKkoM);

- OyMakKHbIE TIaTEXKHBIE IOKYMEHTHI, UCTIOJHEHHbIEe 0e3 ucnoib3oBanus Cucremsl «HTepHET-KineHT».
11.4. TpeOGoBaHus 110 0OPMIICHHIO TIIATEKHBIX D/1:
11.4.1. Bece 3/1 momKHEI conepaTh HEOOXOTUMBIE OAaHKOBCKHE PEKBHU3UTHI COTIIACHO TPEOOBaHUSAM ICHCTBYIOIIETO
3akoHOzaTebcTBa Poccuiickoit deneparyn, cTangapTam, IPUHATHIM B 0aHKOBCKOW IIPaKTHKE.

11.4.2. Bee D]J] momxubl oTBeuaTh TpeboBaHmsiM Cuctemsr «HTepHET-KiHeHT», MOMKHBI OBITH TOANHMCAHBI U

3amm¢ppoBansl KnmeHToM - nonb3oBarteneM cucteMsl «MHTepHET-KireHT», 0T KOTOPOTo MOCTYMAaeT JaHHbBIA JOKyMEHT.

12. MOPSIIOK UH®OPMHUPOBAHHUS BAHKA KIMEHTOM O KOMIIPOMETAILIMA KJIFOYEBOM
NH®OPMAIINU CUCTEMBI «<MHTEPHET-KJIMEHT».

12.1. B cnyyae xommnpometarnuu KirodeBoit wuHopmanuu gubo eciu KioueHT mnomo3peBaeT BO3MOXKHOCTD
BO3HHMKHOBEHHMs OJOOHBIX cuTyauuii, KinueHT 00s13aH He3aMeUIMTe bHO yBeIoMUTh 00 3ToM bank no tenedony. [Ipu
oOpamiennu B bank mo tenedony KineHT 10mKkeH cooOmuTh HanMeHoBanue Kinenra, Homep cuera.

12.2. YnonHOMO4YeHHBIH coTpynHUK banka mepe3BannBaeT KitmeHTy Ha HOMep TeneoHa, YKa3aHHBIA B XPAHAIIEMCS B
banke gocre Kinenra.

12.3. YcrHOe coobmenne KimenTta 10mKkHO OBITE B 0043aTEIbHOM HOPSIKE MOATBEPXKICHO MMCEMEHHBIM 3asiBIICHUEM B
TEUEHHE OHOTO paboYero JHS MOCiIe YCTHOTO COOOIIEHUS.

13. OCOBBIE YCJIOBUSI.

13.1. bank umeet npaBo Harpasiate Kiimenty no Cucreme «/HTepHeT-KineHT», Ha HoMepa MOOHJIBHBIX TeJIe(OHOB U
azpeca JNEKTPOHHON MOUTH, NpexacraBieHHble Knmentom banky B pamkax HacTtosmux [IpaBui, cooOuieHHs
MHGOPMALMOHHOTO U PEKIAMHOTO XapakTepa.

13.2. bank uMeeT MpaBo MPOBOIHTE 3aITUCH TeIE(POHHBIX TEPETOBOPOB MEKIY YIIOTHOMOUYEHHBIM COTpyIHIUKOM baHka
u Knuentom.

13.3. bank uMeeT mpaBo NPUOCTAHOBUTH WM MpeKpaTuTh ucnonb3oBaHue Kimuenrom Cucrems! «HTepHeT-KnnueHT»
npu Hapymenun Kinenrom Hacrosmux [Ipasnn n/umu Jlorosopa.

13.4. Bo BceM, uTO mpsiMO He mnpenycMoTpeHo HacTtosmuMu [IpaBumamu u Ipunoxenusmu k HuM, CTOpOHBI
PYKOBOJACTBYIOTCSL  JIOrOoBOpOM, 3aKIIOUEHHbIM Mexay bankom u KiomenroMm, a Takke AEHCTBYHOLUM
3akoHoJaTenbcTBOM Poccuiickoi denepanuu.

12



[Tpunoxxenne Nel
K IlpaBuiam paboTBI CHCTEMEI

«UnTepuer-Knuent»
B [TAO «HMKO-BAHK»

Toonescum xpanenuto 6 op. dene Ne

B I[TAO «<HUKO-BAHK»

3ASBJIEHUE O ITPUCOEMHEHUU
K OBIIUM ITPABUJIAM KOMIIVIEKCHOI'O BAHKOBCKOTI'O OBCJIYKUBAHUSA
KOPIIOPATUBHBIX KJIMEHTOB B ITAO «<HUKO-BAHK»

_V_rmnoaaercs B HeJsiX MOJAKJIIOUEHHS/OTKIIOUEHHS YCJIYIH K paHee OTKPbITOMY c4eTy
nojaeTcs B LeJsIX KOPPEKTUPOBKH, H3MeHEeHMs, TONO0THEeH!sI paHee MOAAHHOTO 3asIBJICHHUS

Kauenr

Jlna wpuduueckux auy:
MOJIHOE M COKPAIlleHHOe
HaMMeHOBaHHe OPTraHH3aANHU

/na ¢pusuueckux nuy:
CTaTyC, (haMHIINsl, HMS, OTYECTBO

HMHH Kianenra
OI'PH / OI'PHHUII Kinuenra
. . ____ PE3UAECHTOM
IIo 3akonoaaTenbcTBy Poccuiickoii
____ HEpEe3UJICHTOM

Deaepanum sABJIACTCS

Knuent B coorBercTBHM co craTtheit 428 I'pakmanckoro konekca Poccuiickoit depepannu mpucoeauHseTcs K
nericTByomei pegakuuy OOIMX MPaBHUi KOMIIJIEKCHOTO 0aHKOBCKOTO 00CITY>KUBAHUS KOPIIOPATUBHBIX KJIMEHTOB B [TAO
«HUKO-BAHK» (mamee, coorBerctBeHHO - IlpaBmia, bank), myrem momaun banky 3asBieHHS O MPHCOCTUHEHHUH K
[MpaBunam (nanee - 3assnenne). Kimuent npocur bank paccMmaTpuBarth 3asBiieHHe Kak odepTy o 3axmoueHun Jlorosopa
KOMIUIEKCHOTO OaHKOBCKOTO oOcmyxuBanus ([lanee-/loroBop) u COBEpIINTD €€ aKIEeNT IyTeM IpocTaBieHust bankom Ha
3asBIEHNH OTMETKH 00 aKlenTe, ¥ IPOCHT:

1. V__ Buecru u3menenusi B cucremy «Mnrepuer-Kianenr»

Knmentr mpocur pacroprayts Cornamenne o0 0oOMEHE 3JEKTPOHHBIMHM JIOKYMEHTAMH MPU OCYIIECTBICHUN
pacueToB C UCHOIb30BaHUEM cucTeMbl «HTepHeT-KnnenT», 3axmouennoe Mex 1y Knenrtom u bankom panee.

C nparel noanucanuss Kimentom Hactosimero 3asBl€HUS O TPUCOEAMHEHMHM U 3aiitodeHus Jlorosopa
KOMIUIEKCHOTO OaHKOBCKOTo 00cimyxuBaHus CornameHne 06 0OMeHe JIEKTPOHHBIMH JOKYMEHTaMH TIPH OCYLIECTBICHUN
pacueToB ¢ HcHodb3oBaHUEM cucTeMmbl «MHTepHeT-Kinent», 3akmoueHHoe Mexny Knumentom u bankom pawnee,
IIpeKpallaeT CBoe JeiicTBUE.

JanbHelimee ucnonb3zoBanue  cuctembl «HTepHer-Knnent» ocymectsisercss Kimentom u bankom Ha
ocHOBaHMH JloTOBOpa KOMIUIEKCHOTO OaHKOBCKOTO OOCIyXWMBaHHS B COOTBeTCTBHH ¢ OOmMHKMH TNpaBUIaMHU
KOMIIUIEKCHOTO OaHKOBCKOTO 00CITy>KUBaHHUS KOpropaTHBHEIX KiIreHTOB B [IAO «HMKO-BAHKY.

2. _V_ Moakawunts yeayry «CepBuc npoBepku komnanuii «Cetodop» B Cucreme IO
He noakioyars

OTKIIYUTH
YcTaHOBHTH  BEpCHI0O  CepBHCA _V_ PexunM mosHOI BEepcHH cepBHCca
«Csetodop» PexuM orpaHM4eHHoii Bepcuu cepBuca

13



Kaunent TIOATBECPKAACT, YTO!

- osHakommicsi ¢ IIpaBumamu, Ilopsakamu u Tapudamu banka, pasmemniennsivu Ha Caiite Banka Www.nico-
bank.ru, moHuMaeT ux TEKCT, BRIPaXKAeT CBOE COTIACHE C HUMH M 00s3yeTCS HX BBIIONHSATE;

- aKnenToBaHHOEe baHKkoM 3asBICHHUE ABIACTCS JOKYMEHTOM, MOATBEPXKIAOIUM (akT 3aKimodeHus [lorosopa;

- 00s3yercs 3HakoMuThes ¢ [IpaBumamu, Iopsinkamu k [Ipasunam u Tapudamu banka He pexe, 4yeM OIuH pa3 B
KaJIEHAAPHBIN MECSLI.

- YBEZIOMJIEH O TOM, uTO baHK BIpaBe B OJJTHOCTOPOHHEM MOPsIIKE BHOCUTh U3MEHEHHUs U JomnoiaHeHus B [Ipasuia,
[opsinku k [Mpasunam u Tapuds! banka B ciaydasx ¥ B HOps/Ke, yCTAHOBICHHBIX 3aKOHOJATENLCTBOM U [IpaBunamu, npu
yCJIoBHM yBelnomieHus KimeHToB ro0bIM U3 Croco0OoB, ykasaHHBIX B [IpaBuiax, He mosgHee, dem 3a 10 ([ecsts)
KaJICHIApHBIX JHEH 710 BCTYIUICHHUS TAKUX U3MEHEHHH/TOTIOTHEHHUH B CHITY.

- YBEIOMIICH OTHOCHTEJIBHO HENPUEMJIEMOCTH OCYLIECTBICHHS Olepanuid, oO0JNajalomuX NpU3HAKaMHU
COMHHTEIIBHOCTH, B COOTBETCTBHUHM C TPEOOBAaHMSMH JEHCTBYIOIIEIO 3aKOHOJATENHCTBA B OOJIACTH MPOTHUBOJCHCTBHA
Jeranu3anuy (OTMBIBAHHIO) OXO0B, MOTYUYEHHBIX IIPECTYIHBIM ITyTeM U (MHAHCHPOBAHUIO TEPPOPU3MA.

Hacrosimum KineHT noarsep:xaaer, 4To 03HakoMJIeH M corjiaced ¢ Tapudamu Banka.

Honocnocme pykogooumens,

NnOONUCH (pamunus, unuyuansi)
npedcmasumens N0 008ePEeHHOCMU
aubo cmamyc Quzuueckoeo auya
ML.IL « » 20 T

OtMmerku banka:

3asenenue NPUHAMO. Jluunocms noonucasuieco Hacmosujee 3asejlieHue ydocmoeepena no OOKyMeHmy, ydocmaeepmome/wy JIUYHOCNb.
HO()nqu, npocmaeieHHas 6 Hacmosulem 3asa6leHuu, coomeemcmeyrom nadnucu, yKCZS’aHHOMV 6 Kapmouke c o6pa3uaﬂ4u noonucet u OMmmucKka

neuamu Knuenma.

3asenenue nonyueno no Cucmeme « Mnmepnem-Knuenmy. 3asenenue noonucano snekmponnoi noonucwvio, npunaoiescaujei Knuenmy.

Corpynnuk banka:

(0ondicHocmyb)

(Damunus, unuyuanst) (noonucs) (Oama)
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IIpunoxenue 2

K ITpaBunam paGoThl CHCTEMBI
«UnTepuer-Knuenr»

B [TAO «HMKO-BAHK»

AKT
0 BBO/JI€ B IKCILIIyaTallMI0 CUCTEMBI JJICKTPOHHOT 0 HOKyMeHTOOﬁOpOTa

[IYBJIMYHOE AKILIMOHEPHOE OBIIECTBO «HOBBIII WHBECTULMIOHHO-KOMMEPYECKUN
OPEHBYPI'CKHI1 BAHK PA3BUTHUS TTPOMBIIUIEHHOCTW», UMeHyeMbIll B nanpHeiimem «bBaHk», B Imiime
R JIEHCTBYIOLLETO Ha OCHOBaHUH
s C OJTHOH CTOPOHBI, "

(HauMeHoBaHUe opraHU3aIlim)
UMeHyeMblli B panbHelmeMm «KameHT», B jHIe ,
JIEACTBYIOIIETO HA OCHOBaHUU
(HomxnocTh, ®.1.0., yHOITHOMOYEHHOTO MPEACTaBUTEINS OPraHU3aLNH)

, C IPyroii CTOpPOHBI ¥ BMecTe nMeHyeMble CTOPOHBI, COCTABIIIN HACTOALIMNA AKT O

HIDKECTIETYIOIIEM:
1. Bbank npenocrasnser KinueHty ciemyromue nporpaMMHBIE CPEJCTBA:
2. - Ilnarun nns pabotel B cucteme "UuTepHer - Knmuent"

- HMuctpubytus «Ilanens ynpaBieHus PyToken»
- DJeKTPOHHYIO JOKyMEHTaIuo 1o cucreme "HMutepHet - Knuent".
bank u KineHT npoBeny reHeparyio Kio4eBoi HHHOpMaIuH.
4, Knuent nepenan banky B 27IeKTpOHHOM BHE KITt04M npoBepkH DI u 3amosnHeHHbIE U 3aBEPEHHBIC MOIHCHIO
W 1evarbio npennpusatusi AKT(bl) Ipu3HaHMs OTKpbITOro kimoua (Ceprudukara) n/umu AKT(bl) 00 OKa3aHUU
YCIIYT 10 PETUCTPalMK KIII04Ya IPOBEPKHU 3J1eKTpoHHOM noanucu PayControl (B 25IieKTPOHHOM BHJE).

w

5. bank u KimeHT npoBeiy mpoOHbIe CeaHChl MOJyYeHHst U nepeaadn uHpopmamu o Cucreme.

6. BaHk poBe 03HaKOMHTENBHOE 00yUeHHE MpeacTaBuTels KitmeHTa SKCIUTyaTalii CHCTEMBL.

7. Bce nmaTexxHpie TOKYMEHTHI, iepeaanHble 1o CrcTeMe, B COOTBETCTBHH C YCIOBHSIMA [IpaBuir mpruoOperaroT
IOPUINIECKYIO CHIY C JaThl MOAMUCAHUS HACTOSIIEro AKTa.

8. Knuent B cooTBeTCTBUM cO cTaThert 428 ['paxknanckoro koaekca Poccutickoit @enepanmn, yBeaomisier bank o

MPUCOENHEHNH K JeicTByromed peaakiuu OOMUX MpaBUI KOMIUIEKCHOTO OaHKOBCKOTO OOCITY)KUBaHHUS
kopropaTuBHbIX KIHeHTOB B [TAO «HMKO-BAHK» (manee — IlpaBuna), IlogTBepixaaer, 4To 10 MOAMHCAHUSA
Hacrosiero Akra osnakomwics ¢ Ilpaswinamu, Ilopsimkamu k IlpaBumam u Tapudamu Banka, 00s3yercs
BBITTOJIHATE UX YCIOBUS, TPEOOBaHUS U CIEIUTH 32 BCEMHU UX M3MEHEHUSIMH U JoMoNHeHusIMH. [loaTBepxaaer
cBOE coracue ¢ ycJaoBUsiMU [IpaBuit 1 00s13yeTcs BBIOJIHATh UX YCIIOBHSI.

Hacrosmuit AKT cocTaBiieH B 2-X 9K3eMIULIpax M0 OAHOMY AJIsl KaXKI0H U3 CTOPOH M SIBISETCS
HEOTHEMJIEMOH YacThIO JOTOBOpa KOMIUIEKCHOTO OaHKOBCKOTO obciyxuBanus B [IAO «HUKO-BAHK».

Ot banka Ot Knuenra

/ / / /
M.IL M.II
« » 20 T « » 20 T
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ITpunoxenne 3

K IlpaBuam paboTBI CHCTEMBI
«UnTepuer-Knuent»

B [TAO «HMKO-BAHK»

PexoMennauuu no odecneyeHn 0 HUHGOPMAIMOHHOM 0€30NACHOCTH NPHU UCMOJb30BaHUU cucTeMbl « MHTEepHeT-
Kanenr».

s obecriedeHnss HHPOPMAITMOHHON 6€30MaCHOCTH TP MCTIONIB30BAaHUH CHCTEMBI AUCTAHIIHOHHOTO 0aHKOBCKOTO
00CITyXMBaHHA W CBEICHHIO DPHUCKOB MOIICHHUYECTBA M, KaK CJIEICTBHE, (DUHAHCOBBIE INOTEPH K MHHUMYMY,
HE00X0ANMO OBITh MIPEAETHHO BHUMATEIBHBIMH U CIEJOBAaTh PEKOMEHAAIMAM NIPUBEACHHBIM HIDKE.

OcobOeHHOE BHHMMaHHE O€30IMACHOCTH HEOOXOAWMO YAENUTh TEM KIMEHTaM C TaK Ha3bIBAEMBIM «IOMAIIHIM)
KOMITBIOTEPOM, TIZA¢ BbIXOA B VIHTepHeT HamOojee 4YacTo OCYIIECTBIAETCS 0€3 MEKCETEBOIO JKpaHa 3allUThl H
AQHTUBHPYCHOTO MPOTPAaMMHOT0 00eCIIeYeHUs.
e  PexoMeHayeTcsi OCyIIECTBIATh paboTy B cucteMe JluctaHmoHHOTO 6aHKOBCKOTO o0cmyxuBanus (JbO)
C UCIOJB30BaHUEM OTHAEIBbHOM Y4eTHOW 3aluCU B ONEPallMOHHOH cHcTeMe KOMIBIOTEpa, 3allMIICHHON
CJIO’KHBIM T1apoJieM, U3BECTHBIM TOJbKO Bam. IIpu BO3MOXHOCTH peKOMEHIYEeTCS OCYLIECTBISTh TOCTYII
B JIBO c BBIICICHHOTO KOMIIBIOTEpA, KCIOJIB3yeMOro HCKIouuTenbHo aias padoter ¢ JIBO. Ilpasa
MOJIB30BATENsl B OINEPAIIMOHHOW CHUCTEME KOMIbBIOTEpa NOJDKHBI OBITh MUHUMAIBHO HEOOXOJMMBIMHU,
JOIDKHA OBITh 3alpelieHa YCTaHOBKA INPUKIAJHOTO MPOTPaMMHOTO OOECIEUEHHs 3a HCKIIOYEHHEM
HeoOxoxumoro it padbotel B JIBO. 1o BO3BMOXKHOCTH HCKITIOUHUTE MOCEIIEHHE C JaHHOTO KOMIBIOTEpa
CaliTOB COMHHTENBHOTO COAEPKaHUS M JIIOOBIX JPYTMX MOTEHIMAIbHO OMACHBIX MHTEpHET-pecypcoB
(conmanbHble ceTH, GopyMBI, YaThl, TeIe(HOHHBIC CEPBHUCH U T.A.), @ TAK)KE YTCHHUE MOYTHl U OTKPHITHE
MOYTOBBIX JIOKYMEHTOB ITOJIyYE€HHbIX U3 HEIOCTOBEPHBIX HCTOYHNKOB;
e  ColumopnaiiTe npaBuia 6€301MACHOCTH NPH PadoTe C KIFOYEBBIMH HOCHTEISIMH:

- HeoOxomuMo coxpaHsiTh B TalfHe 3aKpBITHIA (CEKPETHBIN) KIIIOY 3JIEKTPOHHON noanucu. He ocTaBisTh KIIIOYK B
KOMITBIOTEpE WIJIM Ha cTole, ecau Bel mokugaere ceoe paboyee mecto. [1o okoHUaHnM paboThl KIHOUM YOUpATh B celd,
100 B 1mkad, 3amupaeMbiii Ha 3aMok. He ocTapisiite 6e3 mprcMoTpa KoMIbroTep ¢ akTiBHO# [1BO;

- Yaenute Bompocy xpaneHus kmoued JIbO momxHoe BHUMaHHe. [[oMHUTE, 4TO HaJIW4We KIIOYa MO3BOJSET
3aBepHUTh OT Barllero IMeHU TOKyMEHT U IIepe/iaTh ero Ha HCIoJIHeHue B baHk;

- INoaximouaiiTe KIIIOYEBOH HOCHTENbh K KOMIIBIOTEPY TOJIBKO Ha BpeMs HOAIMCH JOKyMeHToB. He nmepxwure
KJTFOYEBBIE HOCUTEIH MTOCTOSHHO ITOAKIIOYEHHBIMH K KOMITbIOTEepY. Hu B KOoeM citydae He XpaHHUTE KITIOYH Ha )KECTKOM
JIMICKE KOMIIBIOTEPA;

- [locTapaiiTech BHEAPUTH MCIONB30BaHUE ISl OTTIPABKH JTOKYMEHTOB JIBYX MOJIHCEH (2-X Kitodei);

- [Ipn KOMIIpoMeTaIuy WK HOA03PEHHS Ha KOMIPOMETAIMIO CEKPETHBIX KITIOUEH MIIM KOMIIBIOTEPA, YBOJIBHEHHUS
oTBeTCcTBeHHOTO coTpyaHuka win UT cnenmanucra Bamelt koMnaHuu, KOTOPBIM MMeN TOCTYH K KOMIBIOTEPY WIH K
CEKPETHBIM KJIF0UaM, a Takoke IIPH UCTEUEHHH CPOKa JEHCTBUSA KIIF0Ya C IEPHOINTIHOCTHIO, YCTAHOBJICHHOH JIOTOBOPOM
Ha JIBO u mpaBmiaMu paboThI B cUCTEME HE3aMENIUTENHO coobmuTe B baHk 11 OJOKMPOBKM KiIfOUeil M TeHepanuu
HOBBIX.

e Pekomennyercs usberath pabotsl B JIBO ¢ «HemOBepeHHBIX» KOMIBIOTEPOB (B MHTepHET-Kade win
Jpyrye o0IIeA0CTYIHBIE KOMITBIOTEPHI, a TaK XKe «IYyXKHe» KOMIBIOTEPhl BPEMEHHO HCIIOJIb3yeMble BaMH
u 1.11.). KpaiiHe He >kenaTeslpHO HMCHOIb30BaHUE A paboTel B JIBO myOGnuuHbBIX GECIIPOBOIHBIX CeTeH
(mammpumep, 6ecrutatHerit Wi-Fi u 1.11.);

e CoOluonaiiTe npaBuia 6€30MACHOCTH MPH MCIIOIBb30BaHNH MTapOJICH:

- dns pabotsl B JIbO HEoOX0QMMO HCIIONB30BATh TONBKO CIOXKHBIC NMAPOJIH, YJOBJIETBOPSIONINE CIEAYIOIIUM
TpeOOBaHUIM:

1apojb JOIDKEH UMETh JIMHY oT 8§ 10 20 CHMBOJIOB, B HEM JIOJDKHO OBITH HE MEHee NBYX LU(p U JABYX OYKB,
JIOTIYCKAETCSI UCIIONB30BaHne OYKB JTaTHHCKOTO ajdasura, udp, 3HakoB ! # § % & () *+-./:;<=>72[\.

Mapojib HE JMJOJDKEH COJepXaTh IOCIEIOBAaTEIFHOCTH OAWHAKOBBIX CHMBOJIOB M TPYNII CHMBOJIOB, JIETKO
yraasiBaemMble komOuHanu cumBoiioB (dddddd, 333444555, qwerty, 12345, abc123 u T.11.)

MapoJyib He JIOJDKEH COJepkKaTh CBSA3AaHHBIX C BamMu MaHHBIX (MMEHa M JaThl POKACHHS WICHOB CEMbBH, ajpeca,
TeneoHbI, YacTh HOMepa Baleil 0aHKOBCKOM KapTHI U T.11.)

nmapojb He JTOJKEeH cojepaTh clioBapHbIX cioB (passwOrd, football, shadow, sergey, natalia, pycckue cioga,
HaOpaHHbIE B aHIITHHACKOI KoaupoBKe, Hanpumep, Cepreii — Cthutq).

HapoJib He JOJDKEH COBMNAJATh ¢ MPEAbLTYIMMH NapoJIsIMU U HE JJOJKEH COBIAAaTh C UMEHEM BXOJA.

apojb He JO/DKeH OBITh KonMed WM KOMOMHAIMH mapojed HCHoJib3yeMbIX Bamm B Apyrux cucremax
(onepanmoHHast cucTeMa KOMITBIOTEpa, 3JI€KTPOHHAS 110YTa, pa3BlIeKaTeNIbHBIN pecypchl B IHTepHET U T.11.);

- Huxorja He cooOmaiite cBOW mapoiib TPETHUM JIMIAM, B TOM YHCIIE KOJUIEraM, POJICTBEHHHKAaM W pabOTHHKaM
Bbanka, BBosmTe mapoib Tonbko npu padore B JIBO. PaborHuk banka He mMmeer mpaBa 3ampammBaTh y Bac mapous,
JlaXkKe €CITi BbI CAMOCTOSTENhHO oOpaTwinch B bank. Beogute mapons Toneko B JIBO, bank HUKOTIA HE OTIpaBIIsSET
co00IIeHnH ¢ MPOChOOI YTOUHUTH HITH TPEIOCTABUTh TIAPOJIb;

- He 3amuceiBaiiTe cBOM mapoib Tam, IA€ AOCTYI K HEMY MOTYT IOJIyYUTh TPEThHU JIHLA. 3aMPEIIacTcsi COXPaHATh
[apojb HAa KOMIBIOTEPE, MOOMIBHOM YCTPOICTBE, a TaK K€ HAa MHBIX 3JIEKTPOHHBIX HOCHTEISIX, HOCTYIl K KOTOPBIM
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MOTYT HOJY4YUTh TpeThH nuiua. HeoOxommmo meprnogmueckoe M3MEHEHHE Mapoils BXoAa B cucreMy. Bo m3bexanue
PACKpBITHSA Mapoiis BXOAA B CUCTEMY TPETbUMH JIMIIAMH, PEKOMEHTyeTCsS U3MEHSITh apob OJWH pa3 B TPH MECSIa.

e PexOMEHIyeTcs MOCTOSHHOE HCIIOJIb30BAaHWE CHCTEMBI AHTHBHPYCHOTO INPOTPAMMHOTO OOECTICHeHHS
(NOD32, AVP Kaspersky, Symantec AntiVirus um T.n.) Ha Bammx xkommbroTepax. HeoGxommmo
UCIIONb30BaTh JIMIEH3MOHHBIE MIPOTPAMMHBIEC MPOLYKTHI MOCIEAHUX BEPCHI M IOCTOSHHO OOHOBISATH
AHTHBHPYCHBIE 0a3pl [MAaHHBIX TPOTPaMMHBIX TPOAyKToB. (OOHOBICHHWE aHTHBHPYCHBIX 0a3
PEKOMEHAyeTCsl IMPOBOAUTH B aBTOMAaTHYECKOM pEXHME II0 Mepe HX BBIIyCKAa OpraHU3anuei-
pazpaborunkoM. HeoOxoauMo obecneyuTs perysspHble EPUOAMYECKUE TPOBEPKHU 10 TIOMCKY BUPYCOB
Ha aBTOMATHU3MPOBAHHBIX PadOYMX MecTax Hucnonb3yeMbix s 150.

e [lpu moJOMKE KOMITBIOTEpPA, C KOTOPOTrO OCYLIECTBIIsieTCss paboTa IO CHCTEME JUCTAaHIIMOHHOTO
0aHKOBCKOro 0OCIy)XHMBaHHs, HEMEIUICHHO 3BOHHTE B baHK M mpocure OJOKMpOBaTH OIEpaLUH IO
CHUCTeME;

e  OcreperaiiTech MOIICHHUYECTBA!

- bank HuKOTHA HE CBA3BIBAeTCA MO TeleOHY W HE OCYIIECTBISIET pacchuiok coobmenuii mo CMC mmm email ¢
mpoch00i TPeroCcTaBUTh, MOATBEPANTh WIM YTOYHHTH Bamry nmuaHyro umHQopmanuio (maponu, sorumHbl, ©.1.0.,
MAacHOPTHBIE JaHHBIE, HOMEP MOOWILHOTO TenedoHa, Ha KOTOPHIH MPUXOIST OTHOPA30BbIC MAPOIH U IPYTHE JTHIHBIC
naHHbIe). He oTBewaiiTe Ha Takue cOOOLICHUS;

- [Ipu nonyueHUn MoJO3pHUTENILHOTO COOOIEHNUS SKOOBI OT MMEHU baHka He OTBeuaiiTe Ha HEro, He MEePEeXONTE
[0 CCBUIKAM YKa3aHHBIM B IIOJ03PUTEIBHOM COOOIIEHUH (Jake ecid aJpec MOXO0X Ha aapec caita banka). B
coobmienusnx banka Hukoraa He 0y/aeT mpochOsl 3aiiTi B JIBO mo yka3aHHOH B COOOIIEHUH CCBUIKE;

- [Ipu pabore ¢ JIbO oOpaTtnuTe BHUMaHHE Ha CTPAHUILy BXOJia U MHTEP]EHC, eCiii Bbl 3aMETUTE JIFOObIE OTINYHS,
He 3asiBJICHHBIC paHee BaHKOM, WM BO3HMKHYT WHbBIC NMPUYUHBI JJI1 BOZHHUKHOBEHHS MOJO3PEHHH B TOM, YTO CalT
MOJJIENTbHBIH, HE00XO0MMO HEe3aMe/IUTENbHO MPEeKpaTHTh paboTy 1 oOpaTuthes B bank mo TenedoHy Texnmoanepxku
(HnKoT/Ia HE CBA3BIBAUTECH IO TENE(OHY YKa3aHHOMY Ha MOAO3PUTEIBHON CTPAHHIIE);

- Ecnmm BB caMOCTOSITENBHO CBA3AINCh C bBaHKOM, COTPYAHHKH MOTYT YTOYHHTH y Bac mnepcoHanbHyIO
nH(popManuio, HO He IMEIOT IIpaBa 3anpamuBare y Bac mapons Ha Bxon B 1BO;

- bank HuKOTIa HE HampaBIsIeT COOOIICHWH O OIOKHpOBKe/pa3dimokmpoBke Bamreit yuernoit 3amucu B JBO.
Cotpynuukn baHka HHKOTZA HE CBA3BIBAIOTCS MO TeledoHY, 4ToO0bl coodmmuTh 0 HenoctynHoctu JIBO Bcnenctne
MPOBEACHUS KaKUX-THMOO periaMeHTHhIX pabor. Eciam BBl momydmim mojo3puTenbHOE cooOmeHne or nmeHn baHka,
m6o ¢ Bamu cBszamick 1o TeneoHy ¢ OAHOW M3 MPOCHO, MEPEYHCICHHBIX B JIAHHOM pasjiene, TO PEKOMEHIyeTCs
coo0wmuTh 0 naHHoM (akre B baHk 1o TenedoHy TexnoanepKku (HHUKOra He cBsi3biBaiiTech ¢ bankom 1o Tenedony
yKa3aHHOMY B IIOZI03PUTEIHHOM COOOIEHNN);

- OOpamaiiTe BHUMaHHe Ha IMOSBJICHHE IIOJIO3PUTENLHON aKTHMBHOCTH Ha BarieM komIbioTepe, Harpumep,
CaMOIIPOU3BOJIbHBIE ABMKEHUE Kypcopa Ha dKpaHe, Habop Tekcra u T.n. OOpalnaiite BHUMaHHE HAa HEBO3MOXHOCTh
3aiitu Ha caifT JIBO, ipu Tom, uTo apyrue MHTEpHET-CcailThl y Bac 3arpyaroTcsi, a Tak ke Ha HEBO3MOYKHOCTh BOWTH B
JbO mo mpuunMHEe HECOBHAJCHWS JIOTHHA W Tapoiisi, IPH TOM, YTO OHM KOppeKkTHhL. OOpammaiite BHUMaHHE Ha
«3asucanus» J1bO, npu HopManbpHO# padote apyrux MHTepHeT caiiToB. JlaHHBIC (aKTHl MOTYT CBUACTEIBCTBOBATEH O
3apakeHHH Bamero KoMITbIOTepa BPEIOHOCHBIMH mporpammamu. M3oOeraiite paboter B JIBO ¢ 3apakeHHBIX
KOMITBIOTEPOB, €CIIM Ha 3apaXKeHHOM KOMIIBIOTEpE YXKe ocylecTBsuiack pabora B [IBO, To He3aMeanuTenbHO
3a0mokupyiite Bamry yuernyro 3amuce B JIBO. Brl MoxeTe chemaTh 3TO, CBSI3aBIIMCH ¢ baHkKOM 1Mo TenmedoHy
TEXHOACPIKKH.

e [lpu osKciulyaTaliuul CpeACTB 3aIlUTHl HWHGOPMALKMK HEOO0XOAMMO COONI0aTh PEKOMEHIALUU 0
obecrieueHnI0 0€30MacCHOCTH CPEACTB 3alUThl HH)OPMALIUH.

e Hapymenue mnpaBuia Oe3onmacHocTH npu pabore ¢ cucremoit «MuTtepHer-Kiiment» — 30Ha

orBercTBeHHOCTH KuimenTa. Ilpu Hapymenun npaBui 6€30MaCHOCTH M HECOOIIONEHHH PEKOMEHAAINH OT

banka, Kiment Oeper Ha ce0s pHCKH, CBSI3aHHBIE C OE30MACHOCTBIO OCYIIECTBISIEMBIX (DHHAHCOBBIX
onepauuil B cucteMme «HTepHeT-Kiuent».

e B ciydae mo/103peHus mim 00HApyKeHUsT HECAaHKIIMOHUPOBAHHOTO jiocTyna B cucteMy JIBO Heobxoanmo

He3aMeUINTENILHO 103BOHUTL B baHk, 4ToOBI mpuocraHoBUTH paboTy Bamiell cucreMbl 1O clieayromuM

TeneoHam:

- ¢ 9:00-18:00 mH.-uT., ¢ 09:00-17:00 TT., 32 UCKJIFOYCHHEM BBIXOJHBIX W TPA3THHYHBIX JHEH COTIIACHO
3akoHoaaTeabcTBa PO mo tenedony 8 (3532) 34-90-90 — Cnyx0a TEXHHUSCKON TOIIEPIKKH;

- ¢ 9:00-18:00 mH.-ut., ¢ 09:00-17:00 mT., 32 WUCKIIOYCHHEM BBIXOJAHBIX W TPA3IHUYHBIX THEH COTJIACHO
3akoHoaTeabcTBa PO mo tenedony 8 (3532) 34-90-89 - Oraen mo padore ¢ opuandeckumu uiamu Y Kb.
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ITpunoxenne 4

K IlpaBuam paboTBI CHCTEMBI
«UnTepuer-Knuent»

B [TAO «HMKO-BAHK»

IIpencenaremnto IIpaBnenus
ITAO «<HMKO-BAHK»
Cusenbkunoii C.B.
oT

(omxHOCTh, ®.1.O. pykoBoaMTES)

(HaMMEHOBAaHHUE OpPraHU3alUK)

NHH
OT «__ » 20

3ASBJIEHUE Ob OTPAHUYEHUAX HA OCYIIECTBEJEHUE MAKCUMAJIbHON CYMMBI
OIIEPAIIAI
3A ONPEJIEJIEHHBIN IEPUO]I BPEMEHU COBEPILIEHHBIX
C UCITOJIB30BAHUEM CUCTEMBI «uTepHeT-KiuenT»
ITO CYHETY:

[Ipomy ycTaHOBHTH CIEIyIOIINE MHIAWBUAYaJIbHBIC JIUMHUTHI Ha COBEPIICHHE ONepanuii ¢ ncross3oBaHueM CHcTeMbl
«aTepHEeT-KNNeHT» (3an0IHATE HYKHOE):

Ha___ Her OnHa pacxonHas onepaiusi (CyTOYHbIH JIUMUT): ( ) py0.
Ha___ Her CoBOKYIHBIH 00bEM Ollepalii (CyTOUHBIN JINMUT): ( ) pyO.
Ja__ Her Opna pacxojHas onepanus (cyTouasrit mumut): 1 000 000(OnuH MHJUTHOH) PyoO.

Ha___ Hert CoBokyIHbI 00beM onepanuii (cyrounbiit sumut): 3 000 000(Tpu Musutnona) pyo.

Mmue Pa3bACHEHO, YTO YCTAHOBKA JIMMUTOB ITPEBLIIIAIOMINX YTBEPIKICHHBIC EaHKOM, HCBO3MO>KHa.

PykoBoautens ( )

(noonuce) (hanunus, unuyuanst)

OrMmerkn banka:
_ 3asenenue npunsmo. Jluunocms noonucasuieco Hacmosujee 3asneieHue yOOCmosepeHa no OOKYMeHMmY, YOOCMO8EepIoweMy IUYHOCb.
Tloonucs, npocmagiennas 6 HACMOAWEM 3AA671EHUU, COOMEENMCMEYIOM NOONUCU, YKA3AHHOU 8 KapmouKe ¢ 00pasyamu noonucel u OmmucKka
neuamu Kiuenma.

3asenenue nonyueno no Cucmeme « Mnmepnem-Knuenmy. 3anenenue noonucano snekmponnoi noonucwvio, npunaoiedxcaujed Knuenmy.

Cotpyanux banka:

(OondicHocmy)

(Damunus, unuyuans) (noonucvw) (0ama)

18



