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IIpaBunaa padotsl cuctembl «AHTepHEeT-Kinen» B IIAO «tHUKO-BAHK)»
1. O6mue noJioKeHus.

Hacrosmue [lpaBuia ompenensroT MOPSAOK —AIIEKTPOHHOIO JOKyMeHTooOopora Mexay bankom m KimenToM B pamkax
CHCTeMBl  TUCTAaHIIMOHHOTO OaHKOBCKOro ooOciyxuBanus «MurepHer-Kiment» ([JBO), peryaupyrT OTHOIICHUS,
BO3HHUKAIOMIKE B CBS3U ¢ 9TUM Mexay bankom u Kinuentom. Hoctyn x JIBO npenocrasnsiercs: Kinentam ¢ ncmosib30BaHHEM
Cucremnl «MuTepreT-KiuenT» w/mmin MoOmisHOTO OaHKa, €CITM HHOE He OyJIeT OrOBOPEHO B HacTosmux [IpaBmiax.
1.1. TepmuHsl, onpeaeneHus U COKPALICHUS:

ABTOMATH3UPOBaHHOE padoyee MecTO MO O0MeHY JJEKTPOHHBIMH JOKYMEHTAMH € MCHOJIb30BAHHEM CUCTEMbI

«Antepuer-Knuenr» (APM HWK) - KoOMIUIeKC MNpOrpaMMHBIX W amlapaTHBIX CPEACTB, BKIIOYAs CpEACTBa
KpUTNITOTpapuIecKOr 3alIuThl HHPOPMAIUH, UCITOJIb3yeMbIX CTopoHamu st oomeHa D/,
AaMuHucTpaTop uHopManuoHHOo# 0Oe3omacHoctd banka (Aamunamctpatop WB) — paboTHUK, HA KOTOPOTO

BO3JI0’KEHBI 00S3aHHOCTH IO PETUCTPAIINU M TPOBEPKE KIIOUYEeH CHCTEMBI 3anTh HH(popMarun B banke.

AnvmuHucTpatopa banka — paboOTHHK, Ha KOTOPOTO BO3JIOXKEHBI OOS3aHHOCTH IO TEXHHYECKOMY COIPOBOXKICHHUIO
CHCTEMBI U TIOAJICPKAHUIO €€ B pab0TOCIIOCOOHOM U aKTyaJIbHOM COCTOSIHHH.

Buomerpuyeckne nepcoHajJbHbIe TaHHbBIE - CBEACHHS, KOTOPbIE XapaKTepHU3yIOT (HU3MOJIOTHIECKUE U OHOJIOrNYeCKUe
0COOCHHOCTH YENIOBEKa, HAa OCHOBAHHUHM KOTOPBIX MOXHO YCT@HOBHUTH €ro JIMYHOCTh M KOTOPBIE HCIHOJIB3YIOTCS IUISt
YCTaHOBJICHHUS INYHOCTH.

Buomerpuueckoe pacnosnaBaHue (0MoOMeTpHs])) - aBTOMATHYECKOE pacro3HaBaHue BianenblieB 3J€KTPOHHOM
MOJNUCH - YTOJHOMOYCHHBIX JHI| KilMeHTa, OCHOBaHHOE Ha WX IOBEJCHYECKMX M OHOJOTHYECKUX XapaKTEePUCTHKaX.
Bromerpuueckoe pacro3HaBaHWE peATn3yeTcs C TMOMOIIBI0 TEXHOJOTHWH, OCHOBAHHBIX Ha pAaCIO3HABaHWH OTIIEYAaTKOB
MAIBIEB C HCHONB30BAHHEM NAKTHIOCKOTMYECKOTO JaTYMKa WM PAcHO3HABaHWM WHAWBHAYAIBHBIX YEPT JIMIA IIyTEM
TPEXMEPHOT'O CKAaHWPOBAHUS JIMIIA C MCIIONB30BaHUEM HH(PaKpacHOTO maTyhka. bruoMmerpudeckoe pacro3HaBaHWE Ha OCHOBE
pacno3HaBaHUs OTMEYaTKa NaJabla JOCTYITHO Ha MOOMIBHBIX ycTpoiicTBax: Android (Bepcus onepanuoHHoH cuctemsbl 6.0 n
BhImre), i0S (Bepcus omnepannoHHOW cucTembl 11 u BbIme). buoMmerpudeckoe pacro3HaBaHWE Ha OCHOBE PacmoO3HABaHUsI
HHAUBHAYAJTbHBIX YepT JMIA JOCTYIHO Ha MOOWIBHBIX ycTpoiicTBax: i0S (Bepcus omepanmoHHOM cuctemsl 11 U BEImIe).
HeoOxoanMbIM  yCliOBHEM HCIIONIB30BaHMS PE3yNbTaToB BHOMETpHYECKOro paclo3HaBaHUS B MOOWIBHOM IPHIIOKEHHU
«HUKO-BAHK Bu3nec-Onaaiin» sBiIseTCS MNOAJNCPKKA COOTBETCTBYIOUIEH TEXHOJIOTMH MOOWIBHBIMH YCTpOHCTBaMU
VYnonnomodenHuslx aun Knuenra, Ha kotopsle yctananuBaercs npuioxenue «KHUKO-BAHK Buznec-Ounnaiiny. bank He
MIPOM3BOUT OMOMETPHUYECKOE pPAcIo3HaBaHHE YIOJIHOMOUYCHHBIX Jnl KimeHra m cOop bunomerpuyeckux mnepcoHanbHBIX
naHHbIX B MoOmwibHOM npmiioxkeHnn « HUKO-BAHK Busnec-Onnaiiny.

Baapesienn ceprudgukara KiIH4a NPpoBePKH JIeKTPOHHOI nmoanucu (Biaagenen >nexkrponHoii noanucu, Baagesen
3II) — ynomHoMoYeHHOe numo KimeHTa, KOTOpOMY BBIJaH CepTU(HUKAT KIltoYa MPOBEPKU AIEKTPOHHOW moanucu. [TpaBo
BJIA/IENbIA SJCKTPOHHOW MOANUCH TPHUHAUICKHUT JIMIAM, UMEIOIIAM ITOJTHOMOYHNS Ha PACMOpsDKEHHE HAaXOAANIMMHCA Ha
cyeTe IeHEe)KHBIMU CPEICTBAMH M YKa3aHHBIM B IPUHATON baHKoM KapTouke ¢ 00pa3maMu MOAMKCEH U OTTHCKA MIEYaTH.

BpenonocHbIii KoA — KOMIIBIOTEpHAS IIPOrpaMMa, IpeAHa3HaueHHas U1 BHEAPEHUS B aBTOMATH3MPOBAHHBIC CHCTEMEI,
MIpOTpaMMHOE O0ecIIeueHIe, CPEICTBA BEIUHCIUTEIHHON TEXHHUKH, TeIeKOMMYHUKAIIMOHHOe 00opynoBanne banka n Kimenra
— TIONB30BATENC CHCTEM MAMCTAHIMOHHOTO OAaHKOBCKOTO OOCITYy)KMBaHHS, NPHBOIIIIETO K YHHYTOXKEHHIO, CO3IAHHIO,
KOIIMPOBAHUIO, ONOKMPOBaHMIO, MOAMGUKanMK U (MJIM) nepenade 000 MHPOPMAIMK B SJIEKTPOHHOM BHJE, a TaKKe K
CO3JIaHUIO YCIIOBUH ISl TAKOTO YHHUYTOXKCHHMS, CO3JIaHNsl, KOIIMPOBAHUS, OJIOKNPOBaHUS, MOAU(PHUKAIWY 1 (WIIN) TIepeladn.

JloroBop - 10roBop KOMIUIEKCHOTO GaHKOBCKOTO 0OCITy )KNBaHMs, 3aKJIFOUCHHBIN Mex 1y bankom n Knuentom.

KiaueBas mndopmanmsa — Kmrou snextponHoit moxamucu, Kirou npoBepku snekTpoHHON mnopmucu. Ilmanosoe
0oOHOBIICHHE KITIOUYEBOWH MH(pOPMAIMN MTPOM3BOANTCS He pexke 1 pasa B ron. [lnanosas cmena xmoueit D11 mpousBoantes 0e3
cMeHbI Biranenbiia 2JIeKTpOHHON TIOJIITUCH U THTIAa HocuTens KimoueBoit nHdopmaum.

K04 npoBepku 3JeKTPOHHOM MOANMUCH — YHHKAJIBHAS TOCIEAOBATEIFHOCTh CHMBOJIOB, OJHO3HAYHO CBS3aHHAS C
Kirouom 31eKTpOoHHON NOANKCH U IPeJHAa3HAYCHHAS JIS IPOBEPKH MOTHHHOCTH JICKTPOHHON TOIIHCH.

Kir0u 3/1eKTpOHHOI MOANMMCHM — YHHKaJbHAs IIOCIEOBAaTEIFHOCTE CHMBOJIOB, TNpEJHA3HAYCHHAS UL CO3MaHUS
3JIEKTPOHHOM TOITUCH.

KomnpomeTranusi K/Jro4a 3JIeKTPOHHOI MOANNCH — COOBITHE, ONpeaeTcHHOe BianenbiemM 3JeKTPOHHON HMOANKCH Kak
03HAKOMJICHHE HEYNOJIHOMOYEHHBIM JIMIIOM (JIMIIAMH) C €ro KJIIOYOM 3JIEKTPOHHOW TOAIMCH, a TaKKe yTpara (XHIEeHHUE)
KJIF0OYa DJIEKTPOHHOHM IOJIMCH, yTpaTa (XHMIICHHE) KJII0Ya 3JICKTPOHHOW MOAINMCH C MHOCJIEAYIONIMM €ro OOHapy>KeHHEM.
Kommpomeranuei kino4a, B 4aCTHOCTH, CUUTAIOTCS CIIEAYIOIIHE COOBITHS: yTpaTa, yTpaTa ¢ HOCJIEAyIOUIMM 00Hapy>KeHUEM,
HECaHKIIMOHNPOBAaHHOE KONHMPOBAaHWE WJIM TIIOJIO3PEHHE Ha KONMPOBAHHUE, JIIOObIe JIpyrue COOBITHS, KOTAa JIOCTOBEPHO
HEHM3BECTHO, YTO INPOM3OIIJIO C HOCHUTEJIEeM KiIIo4eBOoi MHGpopmarmu. Kiroun cuuraloTcs CKOMIPOMETHPOBAaHHBIMH M IPH
YBOJIbHEHUHM (OTCTPaHEHWH OT 3aHMMAeMOH JOJDKHOCTH) OTBETCTBEHHBIX MCIOJHUTENIEH CTOPOH, MMEIOMUX JOCTYI K
KITI0YeBOH HH(pOpMAITHH.



MoounbHoe npuioxkenne (HUKO-BAHK Busnec-Oniaiin) - KOMILIEKC YCIIyT, IpefocTaBiaeHHbIX bankom Knuenty u
obecreynBaromKX BO3MOKHOCT Tepenadn Mexay bankom m KimeHTOM 31eKTpOHHBIX JOKYMEHTOB B BaHK, MOANMCaHHBIX
ANEKTPOHHOH TIOANHCBHIO, C HCHOJB30BAaHHEM MOOWIBHBIX YCTPOWCTB ymoONHOMOYeHHOro ismna Kimenra. SBnsercs
HEOTIEIMMON YacThio cucteMbl « HTepHET-KitmenT». JlocTynHo as oneparmonnbix cucteM i0S, Android.

Mo0OujibHOe YCTPOCTBO - CMapT(OH, TUIAHIIET C aKTyaJbHOW Bepcueit onepanuonHoi cuctemsl i0S minm Android.

OtBercTBeHHbII padoTHUK KimMeHTa — OTBETCTBEHHBIM 32 MOAKIIOYCHHWE YIIOJTHOMOYECHHOE JIHIIO, HAa3HAYCHHOE
Knmentom 1t opranm3amnum:

- mpouexyps! reHepannu KiroueBoit nHpopManmy;

- Mep, HEOOXOIUMBIX JJIs 0OecreueHus Oe3omacHocTy npu oomeHe D/1;

- oomena D/] ¢ ucnoaszoBanueM APM UK;

- B3auMoielicTus ¢ bankoM mo Bompocam KiroueBoit nadopmarun u oomerna D/1.

IMoaMHHOCTH 3JIEKTPOHHOIO [0KYMeHTa (MOAJIMHHOCTHL /) — MOJOXKUTENbHBIM pe3ynbrar mnpoBepku Ol
3aperuCTPUPOBAaHHOrO Banenbna 31€KTPOHHOW IIOAINKCH, YCTaHABIMBAIOIIMHA (akT HEM3MEHHOCTH colepxaHus O/1,
BKITIOYAast BCE €0 PEKBU3MTEI.

HoarBep:xkaenue gocroBepHocTu I/ — mpomenypa npoBepku mpaBwiIbHOCTH Jll, MO3BONAIONIas yCTAaHOBUTH (akT
HEM3MEHHOCTH COAEP)KaHUs 3JICKTPOHHOTO JOKYMEHTA, BKIIFOYAst BCE €TO PEKBU3UTEI.

IpaBuia — nacrosmue [IpaBuna padoter Cuctemsl «MHTEpHET-KITHEHTY.

CepTudukar KiI04Ya NPOBEPKHU 1eKTPOHHOH moanucu (CepTudukar) — dJIEKTPOHHBIA TOKYMEHT WM JOKYMEHT Ha
OyMaXHOM HOCHUTEJe, BBIIAaHHBIH BaHKOM W MOATBEp KAAIOIINN MPUHAMISKHOCTh KiTtoua MpoBEepKH 3JEKTPOHHON TMOAIHUCH
Bnanensuy 371€KTpOHHON NOJIHCH.

Cucrema «uTepHer-KimenT» - COBOKYIHOCTH IPOrpaMMHO-AIIIAPATHBIX CPEJICTB, YCTAHABINBAEMBIX HA TEPPUTOPHU
Knuenra m bBanka u corijacoBaHHO iSKcIuryatupyemblx KineHToM M BaHKOM B COOTBETCTBYIOIIMX YacCTsIX, a TaKXke
OpraHU3aIMOHHBIX MEpONpUATHH, npoBoauMbIX Kimentom n bankoM, ¢ mesmsio mpenocrasieHus Kimenty ycimyr B
COOTBETCTBUHU ¢ Hactosummu [IpaBmmamu. Cuctema "UHTepHEeT-KiHMeHT" COCTOMT U3 MOACHUCTEM OOpaOOTKH, XpaHCHUS,
3amuThl 1 nepenadn uapopmanuu. Cuctema «MaTepHeT-Knent» Bkmodaet cepBuchl «MHaTepHET-KineHT» 1 «IMOOHIBHBIH
Oank». [IpemocraBnenne ycayru Ha 6a3e mudpooit miatdhopmbl Kommanun BSS.

CK3M - cpenctBa KpuntorpaduaecKoi 3amuThl HHHOPMAIIHH.

Cpeacrsa 3J1eKTPOHHOI MOAMUCH — MHUPPOBaIbHBIE (KpUNITOrpaduuecKkne) cpeacTBa, UCTIONb3yeMble IS Peali3aliu
XoTss ObI OHOW W3 cieayromux GyHKIUA — cozmanue OlI, mpoBepka moamuaHOCTH OlI, co3manme Kirroua 3ieKTpoOHHON
noanucyu u Kitoua npoBepKu 3JI€KTPOHHOM MOUCH.

Cucrema ynpasJieHHsI KJII04eBOi HH(pOpMaMu — COBOKYITHOCTH ITPOrPaMMHO-ANIIapaTHEIX CPEICTB, OTBETCTBEHHOTO
noapaszeneHus baHka, paOOTHMKOB OTBETCTBEHHOTO NOApa3jesicHHs baHka, BBIMOMHSIOMMX (QYHKIUH PErHCTpanud U
ceprudukannn Kioueit mposepku snexTponHoi noanucu Kinuenra u banka.

Ynonnomovennsiii padoTnuk banka — pabotnuk banka, B3ammopeiictByromuii ¢ KineHrom B paMkax paOoThl B
Cucrteme «MuTepHeT-KiueHTy.

DCTIK - DenepanbHast ciryx0a 110 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO.

MMudpoBanne — kpunrTorpapuueckoe mpeoOpa3oBaHUE NaHHBIX, IO3BOJSIONIEE IMPEAOTBPATHTH  JOCTYI
HEYTTOTHOMOYEHHBIX JIAI K coaepkumomy /1.

DIeKTPOHHBIH ciy:keOHO-uHpopMannoHHbIi TokyMeHT (ACHU/I) — 1OKYMEHT, B TOM YHCIIE ¥ BIIO)KCHHBIN B BHUJIC
oTaenpHOTO (aitna, moanuckiBaeMbiii DI, obecneunBaromuii oOMeH uHpopMmaimein ¢ baHkoM (3ampockl, OTYETHI, OPYTHE
JIOKYMEHTBI) M WMEIOMHN paBHYIO IOPHAMYECKYIO CHIIy C COOTBETCTBYIOMIMMH ITOKYMEHTaMH Ha OYMa)KHBIX HOCHTEISX,
MIOJINMUCAaHHBIMHA COOCTBEHHOPYYHBIMH ITOIIMHUCAMH YIOJIHOMOUYCHHBIX JIUI] M 3aBEPEHHBIMU OTTHCKOM I1€4aTH (IIpH HAINYNH),
TOJIBKO IIPH YCIOBUU yCTaHOBNEHUs noanuaHoctu JCUJL.

JeKTPOHHBIH JoKyMeHT (JJI) — OJNEeKTPOHHBIH IIATEXXHBIA JOKYMEHT W/WIM ODIEKTPOHHBIH CIly>KeOHO-
nH(OpPMAaMOHHBIH JOKYMEHT.

DJIeKTPOHHBIH MiaTe:xxkHblii JokyMeHT (JIIJ]) — nokymeHT, SBIAIOLIUIiCS OCHOBAaHHEM JUIS COBEPILEHUs onepanuil
mo OaHkoBckuM cueTam KimeHTa, OTKpeITHIM B banke Ha ocHOoBanumu JloroBopa, moamucaHHbrii D11 u uMMeronuii paBHYIO
IOPUINYECKYI0 CHIy C PACIOpSKCHHSIMH Ha OYMaXHBIX HOCHTENAX, IMMONMHUCAHHBIMH COOCTBEHHOPYYHBIMH MOIIHCIMHU
YHOJHOMOYEHHBIX JIMI] ¥ 3aBEPEHHBIMH OTTHCKOM IMedYaTH (IIpH HAIWYHMH), COTJIACHO 3asABICHHBIM O0Opa3aM IMOIMUCEd U
OTTHCKA TTeYaTH (IPH HAIWYIHH), TOIBKO MPH YCIOBUU MOATBEPKACHNS ommnHHOCTH DI/,

DJIEKTPOHHOE YCTPOHCTBO — ycTpoiicTBo KimneHTa, rcmonp3yeMoe B KauecTBe yAAIEHHOT0 paboyero MecTa Ui Ieneit
MUCTAHIIMOHHOTO YTpaBICHUS ICHEKHBIMH cpencTBaMu KimeHTa: mepcoHadbHBIH KOMIBIOTEP, HOYTOYK, MOOWIBHOE
YCTPOMUCTBO H T.1.

JaexTponHas noanucek () — undopmanys B 351eKTpOHHOI Popme, KOTOpas MPUCOEANHEHA K APYTOi HHpOpMauu
B JJIEKTPOHHOU (opme (HmoamuchiBaeMod WHQOpMaNWH) WIM WHBIM 00pa3oM CBsi3aHa C TakoW MHQOpManueil M Kotopas
UCIIONB3YETCS /ISl ONpEEeHUs JMLa, HOoANUCchiBalomero uHpopManuio. [lo kinaccudukanum depepanbHOro 3akoHa OT
06.04.2011 Ne63-®3 "OO6 »neKTpOHHOM ToANUCH" DIEKTPOHHAS MOINHKCH, Hcoib3yemas B Cucreme «MurepHer-Knnenty,
OTHOCHTCS K YCHJIEHHOH HeKBaIH()UIIMPOBAHHON 3JIEKTPOHHOM HOATIUCH.

eToken PASS - ycrpoiicTBo, npeacTasistoniee co00ii AIeKTPOHHbIH aBTOHOMHBIH I€HEPATOP 0JTHOPA30BbIX MapOJICH.

PayControl — cepBuC aisi MPOCTaBICHUS JIEKTPOHHON TMONIUCH B JJCKTPOHHOM YCTPOWCTBE, KOTOPOE TO3BOJSAET
KIIMEHTaM ITOJIMMCHIBATh JIEKTPOHHBIE TOKYMEHTHI, co3naBaemble B Cucreme «MuTteprer-Kimment» u Cepsuce «MoOOMIBHBIN
0aHK», C TIOMOIIBIO YCHJICHHOW HEKBATM(HUIIMPOBAHHOW 3JIEKTPOHHOW MOAMHMCH Ha ocHOBe TexHomoruit PayControl mpm
oMoty MoomitbHOTO NpunoxeHnss HUKO-BAHK bu3nec-Onnaiin.

[IpenocraBnseTcst KIMEHTaM B IBYX YacTsX, oAHa 4acTh B Buae QR-koma, BTOopast yacTe HampasisieMas B Buae SMS -
KOJl aKTHBallMX HAa HOMEp Tele(oHa yka3aHHBINA KINEHTOM B 3asiBIICHUH.

VYcraHOBIEHBI  JMMUTBI HA  TPOBEJICHHWE OJHOW  pAacXOAHOW  Omepanuy, HOATBEPXKIaeMOW  YCHJICHHOH
HekBanuduupoBaHHOH 3nekTpoHHoH noamuceio (YHOII) kimenra PayControl B pasmepe ne ©omee 1000 000 (Ogun



MUJUTHOH) pyOJiel BKITIOYUTEIBHO Ha OJHO PACHOpPsDKECHUE HA MEPEBOJ M HA COBOKYITHBIM 00bEM OMepanuii 0JJHOrO KIHCHTA B
neHb B pazmepe He 6omree 3 000 000 (Tpu MumiHoHA) pyOIel BKIFOUUTENBHO.

PIN-koa — maponb nmocrymna k HocutensiM KitoueBoit napopmamuu - USB-kmouy eToken PRO/Pyroken JIIIT 2.0,
KOTOPBIH CIYXKHT JJIS TOTIOTHUTENIFHOHN 3amuTHL. [1apois MoXkeT coepkaTh 3HAKH (IH(PEI, OYKBBI, CHMBOJIBI) Ha aHTTTHHCKON
packiajike Ha KIaBUaType, ¥ ObITh HE MeHee 8§ 3HAKOB.

Push-yBenomienue - cooOmeHue, ormpaBiseMoe baHKOM C HUCHOIb30BaHWEM ceTH MHTepHeTr Ha MoOWIbHOE
YCTPOWCTBO C YCTAHOBICHHBIM Ha HeM MoOWIBHBEIM TpmiokeHHeM. Hactpoiika momydennss Push- yBemommenwmit
OCYIIECTBIISICTCS Y MOMTHOMOYCHHBIM JuiioM Kimenta B MoOwmwisHOM npuinokenuu. [lomyuenwe Push- yBemomnenwmit
BO3MOJKHO TOJIBKO MPH HAIMYHMK y Y TIOJTHOMOYCHHOTO JIUIIA MOKIF0YEHUS K ceT HTepHeT Ha MOOMIEHOM YCTPOHCTBE, TIPU
OTCYTCTBHUU MOJKITIOYCHUS K ceTH MHTEepHET, HalpaBJICHUE YBEIOMIICHHH OCYIIECTBIAETCS ¢ TOMOIIBI0 SMS-cooOmieHuit.

1.2. IIpaBuna pabotsl Cuctemsl «MHTepHeT-KineHT» pa3paboTaHbl B COOTBETCTBHU C JICHCTBYIOIINM 3aKOHO/ATEIbCTBOM
Poccuiickoit denepanuu, B ToM unciie ¢ nojoxeHusMu HopMmaTuBHBIX akToB ®CTOK Poccum, denepanbHoON ciaykObI
6e3omacHoctr, Penepanbaoro 3akoHa ot 06.04.2011 Ne63-D3 «O06 31eKTpOHHOM MOAUCH» U APYTUX PeaepaTbHBIX 3aKOHOB.
1.3. Hacrosmme IlpaBuma, Brimoudas Bce [IpwiokeHHs K HHM, YTBepKJaroTcs baHkoM U pa3MeniaroTcss Ha
nHPOPMALMOHHBIX CTCHAAX B CTPYKTYPHBIX NOJApa3feneHusXx baHka, B KOTOPBIX OCYIIECTBISETCS OOCTYXHBaHUE
IOPUINYECKAX JIUI W MHINBUAYATBHBIX NpeanpuHUMaTenel, Ha odunnansHoM caiite banka B cetm MHTepHeT mo ampecy
WWww.nico-bank.ru.
1.4. Bce w3MeHeHHWs W JIONOMHEHWS B Hactosmue [IpaBuia W ¢GopMbl MPWIOKEHHH K HHUM BHOCITCS baHkoM B
OJTHOCTOpOHHEM Topsiake. MHpopmaius 06 u3MeHeHUH/ NonoiHeHHH HacTosuwx [IpaBun u [IpunoxeHuid K HUM JTOBOAUTCS
bankom no cBepenus KnmeHtoB mocpeacTBoM yBeaomieHHs He meHee ueM 3a 10 ([ecsiTh) xaneHmapHBIX IHEH A0 aThl
BCTYIUICHUS! B CHJIy TaKUX M3MEHEHMI/IONOMHEHUH. YBEJOMIICHHE OCYIIECTBISICTCS IyTEM pa3MELICHUs] COOTBETCTBYOLIECH
nHdopmannu Ha opunnansHoM caiite banka B cetn iHTEpHET 1O aspecy www.nico-bank.ru, Ha ”HPOPMaIMOHHBIX CTEH/AX B
CTPYKTYPHBIX TO/pa3felieHnssX baHka, B KOTOPBIX OCYIIECTBILSIETCS OOCITY>KMBaHHE FOPUIMYECKHUX JIUI, WHIUBHIYAIbHBIX
MpeanpuHIMaTeiell 1 (QU3MYECKUX JHUI, 3aHUMAIONINXCS B YCTAHOBJIEHHOM 3aKOHOAATeNbCTBOM P® mopsiake yacTHOU
MIPaKTUKOHM, a Takke mMyTeM HampaBieHus bankom KiueHTy cooTBeTcTByromero coodbmenus mno Cucreme «MHTEpHET-
Kinenty.
1.5. Osnakominenne Kimenra ¢ nHactosmumu IlpaBmmamm ocymectBisercs no mnonkmoueHmss Kimenta k Cucreme
«uTepuet-Knuen.
1.6. Kument npucoeamsseTcs K HactosmuM llpaBunam mytem mofgadu B bank 3asBieHUs O MPHCOSIWHEHWH K IOTOBOPY
KOMIUIEKCHOTO OaHkoBckoro obciyxuBaHusi B [IAO «HMKO-BAHK myrem 3amomHeHMS COOTBETCTBYIOIIMX IIOJICH WiH
3adBIICHUS O IPUCOEIUHEHNH, NpeacTaBieHHoM B [Tpunoxenun Nel x mHacrosmum IIpaBunam. C 3TOro MOMEHTa BO3HUKAIOT
npaBa u oos3anHoctu Kimenra n banka no pabore B Cucreme «Murepuer-KineHr.
1.7. Ilpucoegunenue x HactosmuM IIpaBunam Knuentos, ¢ kotopsmmu mo 01.12.2019 bankom 3akmtouens! CornameHus
«O06 oOMeHe AIIEeKTPOHHBIMU JOKYMEHTaMH NP OCYIIECTBICHUH PACYETOB C MCIIOIb30BaHueM cucteMsl «HTepHeT-KineHTy,
ocymiecTBisieTcss myTteM noimnucanus KiueHtom 3asiBieHMs O INIPUCOSAMHEHMH, (OpMa KOTOpOro TIpeJCTaBieHa B
IMpunoxxennu Ne 1 x HacTosmuM [IpaBumnam.
1.8. TpebOoBaHms, HpeayCMOTpeHHBIE HacToAmMMH [IpaBHiaaMu, OTHOCATCS K TEXHOJIOTHSAM, CHCTEMaM M CpEACTBaM
00paboTku, nepenadn U xpanenus D)1 u npenHasHadeHsl s KimentoB banka, mpuHuMaromux ydactue B oomene D1 1o
Cucreme «MuatepHeT-KimeHT».
1.9. besonacHocTh TexHOJOTHH 00paboTkm D]l oOecrieymBaeTCs CO3JaHUEM CHUCTEMBI, BKIIOYAIOIICH B ce0s KOMILIEKC
TEXHOJIOTUYECKHMX, OPraHM3allMOHHBIX, allapaTHBIX M HPOTPaMMHBIX MEp W CPEICTB 3allUThl HA JTarax IOJIrOTOBKH,
00paboTku, nepepaun u xpanenus /.
1.10. Knmentr o6s3yercst cobOmonath Pekomenpanum 1o oOecnedeHnio WHQOPMANMOHHOM 0€30macHOCTH  IpH
ucnonb3oBanuu Cucremsl «uTepHeT-Kiuenty», npeacrapnenusie B [Ipunoskenun Ne3 k nHactosuum [paBunam.
1.11. OO6s3aHHOCTH 110 aAMUHUCTPUPOBAHUIO IPOTPAMMHO-TEXHUYECKUX CPEJICTB 3aIIUThI D] peKOMEHIyeTCsl BO3JIOKHUTh Ha
OIHOTO W3 Pa0OTHHKOB, SKCIUTyaTHPYIOIIMX JAaHHYIO IOACHUCTEMY, C BHECEHHEM COOTBETCTBYIOUIMX H3MEHEHHH B €ro
JIOJDKHOCTHBIE 00s13aHHOCTH (OTBETCTBEHHBIH padoTHUK KitneHTa).

Wndopmanus, cogepramniasics B KIFOUEBHIX JOKYMEHTaX Ha OyMa)XHBIX, MATHUTHBIX M IPYTHX HOCHUTEISX [UISL CPE/ICTB
KpUnTorpadguyecKoi 3amnTsl, OTHOCHTCS K MH(POPMAITUH OTPaHUIEHHOT0 JOCTYIIA.
1.12. OOMeH »JIEKTPOHHBIMH JOKyMEeHTaMH mpoBomutcs uepe3d Cucremy «HTepHET-KnmeHT», KOTOpas COCTOMT W3
enTpansHoro aboHEHTCKOr0 TMyHKTa - banka W AOOHEHTCKMX TMyHKTOB — KimmeHTOB, mH(pOpMaIrmoHHas 0e30MacHOCTb
JIOKYMEHTOO00POTa OCYIIECTBIIIETCS] B COOTBETCTBUH ¢ HacTosmumu [IpaBumamu.
1.13. AOGoneHTckuii nyHKT baHka nepemaer um npuHMMaeT JOKyMeHTHI ¢ mnomouipo Cucremsl «HTepHer-KimenTy,
paboraromieil o KaHajlam CBSI3U ceTH MHTepHeT.
Hcnonb3oBaHue pyTrux KaHAIOB CBSI3U JUIA EepeAadyy NEKTPOHHBIX JOKYMEHTOB cornacyercss CTOpoHaMH OTJENBHO.
WunnuatopoM coeauHeHUs Ul IpUeMa U Iepeauu JOKyMEHTOB Beerja siBisercst Kiuenr.
1.15. JIna obcmyxuBanus Cuctemsl «MHTepHeT-KnuenT» baHk Ha3HauaeT OTBETCTBEHHOE JHMLO (AIMHHUCTPATOP CHCTEMBI
«nTepuer-Kinuenr» banka).
1.16. ®ynkmm AgmuHucTpaTopa banka:

* oTBeuaet 3a pabory LlenTpansHoro aboneHTcKoro myHkTa B Cucreme «MHTepHET-KineHT», B TOM 4YHCIIe BBITOJTHSICT
CBOECBPEMEHHOE OOHOBJIEHHE TMPOTPAaMMHOTO OOECTeYeHHsT M TOAJNEpKaHWS CHCTEMBl B AaKTYaJlbHOM COCTOSHHH,
KOHTPOJHMPYET paboTy HHTETPAITMOHHBIX PEIMISHUH, UCITONBb3yeMbIX 1t ooMeHa wHopmarmu mexay JIbO u ABC banka;

- BXOJWT B COCTaB KOMUCCHH baHKa MpH pemeHny KOH(GIUKTHBIX CUTYaIHi:

* 110 3anpocy Kimenra obecrieunBaeT KOHCYIIbTalIMOHHYIO ITOIEPKKY nepconana Kimenra.

1.17. B paMKax ycTaHOBOYHBIX paboT baHK Ha OCHOBaHMH NPEAOCTaBICHHBIX JOKYMEHTOB:

e nnpousBoauT peructpanuo Kiuenra B Cucreme «MaTepHer-KnuenT»;




e MepeacT KIMCHTY MaKeT JOKYMEHTOB B OIEYaTaHHBIX KOHBEPTaX: JIOTUH M Mapoib s Bxoaa B Cuctemy «HTepHET-
Kmuenty, Hocutenn KimoueBoit mapopmaimu eToken PRO/Rutoken m 31eKTpoHHBI aBTOHOMHBIN T€HEPaTOpP OJHOPA30BBIX
naponeit eToken PASS (ecnu He mpexycMOTpeH HHON TTOPSIOK).

1.18.  KimeHT B CBOIO OuYepenh CAMOCTOSTEIBHO MPOM3BOIUT HACTPOHKY aBTOMAaTH3WPOBAHHOTO pabodero mecra M
ocymecTBisieT Bxox B Cucremy «HTepHET-KimeHT» ¢ moOMOmIpio JIOTHHA W Tapois, KoTopble KimeHT momydaer mnn Ha
OyMaXHOM HOCHTEJIE.

1.19. Brmagenen DI mpon3BOAMT MpH MEPBOM BXOJE NMPHUHYAWUTENBHYIO CMEHY mapons mis Bxona B Cucremy «MHTEpHET-
KinuenT» Ha HOBBIH, U3BECTHBIN TONBKO Braanensiy D11 naposs.

1.20 BBoxm B skcruryatamuio Cuctemsl «MHTepHEeT-KnmueHT» odopmiseTcss AKTOM O BBOJAE B OIKCIUTyaTalUI0 CUCTEMBI

ANEKTPOHHOTO TOKyMeHTooOopoTa, moamucanHsii Kimnenrom u barkom (Ilpmnoxenne2).
2. Tlopsinok npuema u nepenauun 10kymeHToB no Cucreme «urepuer-Kinenr».

2.1. KJMeHT rOTOBHT 3JICKTPOHHOE COOOIICHUE IS IIepeIayn.

2.2. KimmeHT moanuceiBaeT deKTpoHHOe coobmenne cBoeir DI1. DI1 monTeepkaaeT aBTOPCTBO OTHpaBiieHHOro mo Cucreme
«aTepHeT-KnueHT» MOKyMeHTa M TapaHTHUPYEeT €ro IeIOCTHOCTh, T.K. JII00OE H3MEHEHHEe B JOKYMEHTE IIOCE ero
noanucauus cuenaet DIl HenelHcTBUTEILHOM.

2.3. KilneHT HHUTIMUpYET COeTMHEHUE ¢ cepBepoM baHka [l mepenaun U mpreMa dJIeKTPOHHBIX cooOmeHuni. Bpems ooMena
COOOIICHUSMH OTIPEJICNISIETCS CISTYIOIINM 00pa3oM:

2.2.1. CTopoHBI IPU3HAIOT B KaYECTBE €IMHON LIKalbl BpeMeHH npu pabote B Cucreme «urepHer-Kiment» OpeHOyprekoe
MOSICHOE BpeMsi (MOCKOBCKOE BpeMsI TUTIOC JIBa Yaca). KOHTPOJIEHBIM SBISETCS BPEeMs CUCTEMHBIX YacOB allapaTHBIX CPEACTB
banka.

2.3.2. KmueHT OCyIIeCTBISCT PACXOAHBIC ONEpalii [0 CBOEMY CHYETy B Ipejeiax OINEpalMOHHOIO BpeMeHu baHka.
OmneparnonHoe BpeMsi banka ycraHaBmumBaeTcs OONMMH TpPaBWIAMH KOMIDIEKCHOTO OaHKOBCKOTO —OOCTYXHBaHUS
kopnopatuBHbIX KineHToB B [TAO «HUKO-BAHK». Pabora nunun «MHTepHeT-KiueHT» Mo mpueMy NOKYMEHTOB M MX
pacchlTKa OCYIIECTBISAETCA B KPYTIOCYTOYHOM PEKUME, 332 HCKIIOUEHHEM BPEMEHH TEXHOJIOTHUECKUX MIEPEPHIBOB, O KOTOPBIX
Bbank 3a6maroBpeMeHHO 0053aH JIOOBIM CITOCOOOM TpenynpeanTsh Kimenra.

2.3.3. CTOpOHBI CUWTAIOT, HYTO MOMEHTOM IOCTyIUIeHUs wHpopmarmu npuHuMaromeid Ctopone B cucteme «MHTEpHET-
Knment» sBiseTcs Tekymiee BpeMs II0 CHCTEMHBIM dacaMm mnpuHHMaromeld CTOpOHBI B MOMEHT ITOJTHOTO MOMEMICHHUS
nHPOPMALINU Ha CepBepe MPUHUMAIONIEH CTOPOHBI.

2.3.4. Ilnatexxusle OKyMeHTHI, moctynuBmme B bank mo Cucreme «VHTepHEeT-KiHeHT» B TeUeHHE ONEpaIiOHHOTO
BpeMeHHM baHka, NTPUHHMAIOTCS K WCIOJNHCHHWIO TEKYIIMM JHEM, MOCTYNHUBIINE B IOCIEONEPAaMOHHOE BpeMs baHka -
CJIEYIOUINM PabOYUM JTHEM.

2.4. OcHoBanueM Jia npunatus bankom nepenannoro Kinuenrom no Cucreme «uTepHeT-KiineHT» MaaTe:XHOro JOKYMEHTa
SIBIIICTCS HAIMYHE ¥ KOPPEKTHOCTH D11, a Takke COOTBETCTBUE TPEOOBAHUSAM K O(OPMIICHHIO IIATCKHBIX JOKYMEHTOB.

2.5. bank Qopmupyer KiHMeHTY 3ICKTPOHHOE CIIy:)KEOHOE COOOIICHHWE O MOJYYCHUHW, MPOYTECHHUH M UCIIOJHCHHH JIMOO
HEHCTIOJIHEHUH TUTATEKHOTO JOKYMEHTa, KoTopoe KIMeHT moy4daer B TOM ke HITH IIPH 0OYEPEeHOM ceaHce cBs3U ¢ bankowm.
2.6. Tlo moxymeHTaMm, O(GOPMIICHHBIM C HapylleHHeM TpeOoBaHWid, B ToM umcie ¢ HeBepHou OII, Kimuenty mo Cucreme
«UaTepHeT-KnumeHT» HampapisieTcsl AEKTPOHHOE CIIy)KeOHOEe COOOIeHre ¢ yKa3aHHWeM IMPWYHHBI, 0 KOTOPOW IIIaTEXHBII
JIOKYMEHT HE TIPHHSIT.

B cimyuae HemomydeHHs CITy>)kKeOHOTO COOOIICHHS O NpHeMe/HEeTpreMe OTIPABICHHOTO B BaHK 3JEKTPOHHOTO JTOKYMEHTa B
TeYeHHe OJTHOTO pabodero Jaca 1mocie OTIPaBKh (¢ ydeToM pexuma pabotel banka), KmueHT MokeT 3anpocuTh pa3bsCHEHUS
Y OTBETCTBEHHOTO paboTHHKa baHka.

[lo OTHENBHBIM IJIATEXKHBIM JOKyMEHTaM BaHK MOXET 3alpOoCUTh JOMOJHUTEIBHOC MOATBEPKICHHE WIH Pa3bICHCHHE.
[Monteepxkaenue 3ampamuBactcs mo Cucreme «HTepHeT-KimeHT» MO0 MHBIM 00pa3oM B JICHb IONYYCHUS ILIATCKHOTO
JIOKYMEHTa. B 93TOoM ciydae IIaTeXHBIH JOKYMEHT MPHHUMAETCS K KCIONHCHHIO IOCIE MONYYCHHS TpeOdyeMoro
MTOJITBEPKICHHUSL.

3. Hocurenn ki104eBoii ”HGOPpMALUM U NOPSIOK 00paIlleHUsI ¢ HUMH.
Ha cropone Banka:

3.1. B pamkax pa6otsl Cucremsl «MHTepHer-Kimuent» s 3amucu KirtoueBod mHGOpManyuy HCHONIB3YIOTCSl THIT HOCHTEIS
Kirouesoit nndopmannu USB-ximou eToken PRO/ Rutoken DIIIT 2.0/ PayControl.

3.2. Hocurenn KitoueBoll wuH(pOpManMu MapKHUPYIOTCS M YYHUTHIBAIOTCS B COOTBETCTBYIOIIEM JKypHaje, B KOTOPOM
ykasbiBaercsi @.M.0. pabornuka, cdopmuposasmero KiroueByro mHpopmanuio (B TOM 4YuCiIe B ciiydae (OPMHUPOBAHUS
KiroueBoit mHpopmanmu Kiumentom), nara ¢GpopMUpoBaHMs, BUJA coJlep)Kalleiics Ha HeM HH(OpMalWH, CPOK ICHUCTBHS
Hocurens KiroueBoil nHpoOpManuy, repedeHs JML, JONYLIIEHHbIX K paboTe ¢ JaHHBIM HOCHTEJNEM, JlaTa U IPUYMHY BBIBOJA
HOCHUTEIIS U3 IEHCTBHS.

3.3. Coznmanue KiroueBoii mHGOpMAITUU TPOBOAUTCS HA BBIICICHHOM DJIEKTPOHHOM YCTPOHCTBE, TIPOTpaMMHOE oOecTieueHre
KOTOpPOTO JOJKHO BBINOJNHATE TONBKO (YHKIMH, PETIaMEHTHPOBAHHBIE TEXHOIOTHYECKMM IIpoueccoM (opMupoBaHHS
KpHUIITOrpauuecKux Kiodeld MpH OTCYTCTBUH INOCTOPOHHMX HHI. [Ipn 3TOM 3JIEKTpOHHOE yCTPOWCTBO pa3MeniaeTcs B
OTIETHHOM, BBIICIICHHOM TOJIBKO ISl 3TOH LIEJIN MIOMEIIEHHH, C OTPAHUYEHHBIM I0CTYIIOM JIHII.

3.4. DIeKTpOHHOE yCTPOUCTBO, BhIpadaThiBatomiee KiroueByo nHGOpMAaINUIO, JOHKHO OBITh OCHAICHO CPEICTBAMH 3allUThI
nHpopMannu 0T HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

Ha cropone Knnenra:



3.5. JlocTyn nOoCTOPOHHUX (HEYMOJIHOMOYEHHBIX) JUI K HocuTelsiM ¢ KittoueBoit nHpopMarueit JomKeH ObITh HCKITIOYEH.

He nonyckaercs:

- CHIMAaTh HECAaHKIIMOHUPOBAHHbIE KOTIHH ¢ HocuTener KirroueBoit madopmarym,

- 3HAKOMUTH ¢ cojiepkaHreM HocuTenel Kimoueroit mHGopMariy uiu nepeaaBaTh Hocutenu KirroueBoit mHGpopMaIuy Jimnam,
B 00s13aHHOCTH KOTOpPHIX He BXoauT pabora B Cucreme «MuTepHeT-Knment» (B ToMm 4ucie He nepenaBats Hocutenw IT-
crieruanuctam, oociyxusaromum APM UK);

- BEIBOJUTD KITFOUHN 3JIEKTPOHHOM IMOAMICH /3aKPBITHIE KIIOUN IN(GPOBAHHS HA TUCIUICH (MOHHUTOP) WK IIPHHTED;

- ycCTaHaBIMBaTh HocuTenb KiroueBoil wHQopMmManmu B cuuthiBatomee ycrpoiictBo APM UMK B pexunmax, He
NIPEAYCMOTPEHHBIX (YHKIIMOHUPOBAHUEM CHCTEMBI 00paboTku 1 oOMeHa D1, a Takke B Apyrue DIeKTPOHHbIE YCTPOUCTBA;

- 3aIKChIBaTh Ha HocuTelb KirroueBoi nH(opManuy NocTOpOHHIOW HHPOPMALIHIO.

3.6. Ilpu ucnons3oBanuu USB-xirou eToken PRO/ Rutoken DIII 2.0 KnueHt 00s3aH mpucoequHITh HocuTenb KirroueBoit
ndopmannn k APM MK HenocpenctBenHo nepen HauasioM pabotsl B Cucteme «MHrepHeT-KimeHT», a 10 OKOHYaHHH
paboTsl n3BiekaTh Hocutenb KioueBoit muHpopmammm n3 APM UK. Bo Bpemst paGoTbl ¢ KIIOYEBBIMH JOKyMEHTAMH
HEOOXOIUMO WCKIIIOYUTH NPUCYTCTBHE IUI, B (YHKIHOHANBHBIX OOS3aHHOCTAX KOTOPBIX HE TPEAYCMOTPEH IOCTYN K
KITIOYEBBIM JOKYMEHTaM.

KiroueBass mH(OpMaIus, NpuHAAIEKaAIIas OTBETCTBeHHOMY ucnoiHuTemo OIl, xpamsrcs BuamemsueM OII B Mecre,
HEJIOCTYIHOM JUTS IIOCTOPOHHUX JIHI (METAJUIMYECKOM SIMHKe WK ceiide). Metammdeckuii smuk (ceid) MomKeH HaZeKHO
3aupaThCsl M ONEYaTHIBAThCA (OIIOMOMPOBATHCS) IIEYATHIO OTBETCTBEHHOTO HCIIONHUTENSA. VICmonmp30BaTh  3TOT
METAJUIMYECKUH ATiK (ceti(), ormedaTsiBaTh €ro W BCKPBIBATH MMEET MPABO TOJBKO JIUIO, YIIOJHOMOYEHHOE U paboTHI C
JIAaHHBIMH KJIIOYEBBIMU HOCHUTEJISIMH. JlOmycKaeTcs XpaHEeHHE KIIIOYEBBIX JIOKYMEHTOB B OJHOM METaJUIMYECKOM HIKady
(ceiide) ¢ apyruMu TOKyMEHTaMH OTBETCTBEHHOTO MCHONHUTEN KilMeHTa, HO NpU 3TOM OTAENBHO OT HUX U B yNaKOBKE, Ha
KOTOPOH YKa3aHO, TJ€ 3TH KIIIOYEBbIE JOKYMEHThI UCIOIb3YIOTCS.

[Tomemienne, B KOTOPOM pa3MeEIIAeTcsl 3JIEKTPOHHBIH HIEHTU(PHUKATOP, JOJDKHO OBITH 00OpPYIOBAHO JIBEPHIO C HAJEKHBIM
3aMKOM, OXPaHHOM CUTHaJIM3alUeH, UM PEIIeTKaMy Ha OKHaX, WIIM CTaBHSIMH, WIN IPYTUMH CPEICTBAMH, MPEISITCTBYIOIINMHA
HEKOHTPOJIMPYEMOMY ITPOHHUKHOBEHHIO B TOMEIICHNUE.

3.7. B ciyyae mpekparmeHust o TeM WM WHBIM IPUYHHAM IOHOMOYNi paborHnka KimenTa, mmeBmero goctym k Cucreme
«UnuTepueT-Knnent», Kimenty nHeoOXxomnmMo He3aMeUTMTENHFHO HM3BECTUTH 00 3TOM baHK, a Tarxke NPOW3BECTH CMEHY
MapoJiei, mepereHepanuio 3aKphIThIX KIIOYed MU(POBAHUS W KIIOYEH JJICKTPOHHOW TMOAMNKCH, OBIBIIUX B PACTIOPSHKCHHUU
JTAHHOTO COTPYIHHKA.

3.8. Cpoxk netictust KiroueBoit uapopmarmu — 1 roxa. Tlocne BBoga B neiicTBre HOBBIX Kiroueld DI / 3aKphITHIX Kitouei
mupoBaHus HeleHcTBUTENbHBIE (cTapble) Kimoun DIl / 3akpbIThle KIIOYM IMUGPOBaHUS yHUUYTOXatoTca Kimentom
CaMOCTOSATENIFHO C cocTaBieHneM akta. Kimounm mpoBepkn DI / oTKpeITBIE KitouW mmgpoBaHust Xpausartcs Kimentom B
TEUYEeHHE BCEro cpoka xpaHeHuss OJI, Ui NOATBEPXKAEHHMS HOJIUHHOCTH KOTOPBIX OHM MOTYT OBITh HCIIOJIb30BAaHBI.
YHuuroxXeHne Kimoded mpoBepkd DIl / OTKPHITBIX KIIIOYEH INUQPOBaHMS TIOCIE€ HCTCYCHUS CpPOKa MX XPaHCHHUS
ocymecTBiseTcst KITMeHToM caMOCTOATENBHO ¢ COCTABIEHUEM aKTa.

3.9. B ciydae eciu baHk npou3BOAMT reHepanuio (IepereHepariio) Kiova(ei) 3J1eKTpOHHON NOANMCH Ha HOCUTENAX KITIoUei
nnpopmanuu - USB-kmou eToken PRO/ Rutoken, moaroroBky HocuTens miis nepenadn Knuenty u 1.1., bank ycranaBimBaer
mo ymomgyanuio PIN-xkonm ma USB-xmoue eToken PRO/Rutoken. Kiment oGs3an mpoBectn cmeny PIN-koma Brmamensiia
ANIEKTPOHHOH IMOANNCH HE TT03Hee padodero qH, CIEAYIOMIEro 3a JHeM nomydeHus Ceprudukara.

I[Ipu HempaBwibHOM BBOoAe PIN-koma ompenenennoe kommdectBo pa3 moapsn USB-kmou eToken PRO/ Rutoken
6mokupyercs. B aTom cirygae KimeHT M0>keT BOCIIONB30BaTHCS BBIIAHHBIM MTApOJIEeM aJMHHUCTPATOPa KITFOYEBOTO HOCHTEII,
KOTOpBIN BBIAETCS KIMEHTY B Olle4aTaHHOM KOHBepTe npu nepenade Hocutens eToken PRO/ Rutoken. JIn6o Kinent mosxer
oOpatuthest B baHk 1y1s1 mpoBeieHust poleyphl neperenepanuu kirodei OI1.

4. IlpaBWia napoJibHOM 3a1UTHI.

4.1. Knnenr 06s3aH yCTaHOBUTB IIAPOJIM HA YUETHbIE 3aIKcH nojb3oBaTeneid APM UK.

4.2. KimmeHT 0053aH MPOBOJIUTH MOJHYIO TUIAHOBYIO CMEHY Taposiel monb3oBateneii APM UK perynspro, He peke OTHOTO
pa3a B 30 (Tpuamars) nHEH.

4.3. KimeHT 00s3aH MPOBECTH BHEIUIAHOBYIO TOJHYIO CMeHY mapojielt monb3oBareneit APM UK B ciydae mpekpamieHus
MTOJTHOMOYHH (YBOJBHEHHUE, IEPEX0]] Ha IPYTYIO paboTy BHYTPH OpPTaHU3AINH U JPYTHE 00CTOSTENHCTBA) Moap30BaTens APM
UK.

4.4. B cnmyyae KOMIPOMETAIMH JJUTHOTO TaposIs oHoro u3 moik3oBateneir APM MK KinueHT 00s3aH MpoBeCTH BHEIIIIAHOBYIO
MOJIHYIO CMEHY TapoJeil Bcex noib3zoBatenei qannoro APM UK.

4.5. KimueHT He JO0JDKEH HCIOIh30BaTh (DYHKIUIO 3aTIOMUHAHUS JIOTHHA U TIApOJIs B Opay3epax.

4.6. KitueHT He JOJDKEH UCIOIh30BATh OJJMHAKOBBIC JIOTHH M APOITh IS JOCTYIIA K PA3IMYHBIM CHCTEMAaM.

4.7. KnueHT HeceT MepCOHAIBHYI0 OTBETCTBEHHOCTh 33 COXPAHHOCTh Mapois Biagenbiia cepTudukara Kitoya HpPOBEPKU
9JIEKTPOHHOM MOAMUCH.

5. O6ecneuenne nHGOPMANMOHHOI 0€30MACHOCTH NPU MOATOTOBKE,
o0paboTke u nepenayve /1.

5.1. Ha APM WK pekomeHayeTcs yCTaHaBIMBATh TOJBKO JMIEH3WOHHOE TporpaMMHoe obOecreuenne. APM UK B
00s13aTENbHOM  TOPSIKE  JOJDKHO OBITh  OCHAIIGHO CPEACTBAMH aHTHBHUPYCHOW 3alUThl, a TAKKe IKEeIaTelbHO
cepruduimpoBanusie ®CTIK mporpaMMHO-anmapaTHEIME CHCTEMAaMH 3allUTHl OT HECAHKIIHOHHUPOBAHHOTO JOCTYIIA.

5.2. Koudunenumansnocts 3] obecneunBaeTcss Ha OCHOBE HCIIOJB30BAHMS CPEICTB KPUNTOTpadHuecKoil 3aIinThl
nHpopmanum.



5.3. Ipm skcrunyaranun CK3W Heobxoanmo cobionaTh TpeOOBaHUS U PEKOMEHIAIMY KCIITYaTalMOHHOW JJOKyMEHTAIlMK Ha
CK3HU.

5.4. KiumeHT IOJDKEeH 4YeTKO periaMeHTHpOBaTh IMOpSAoK ucnoib3oBaHuss APM WK, ¢ KOTOpOro ocCyIecTBISETCS
B3anmo/ieiicTBue ¢ Cucremoit «MHTepHET-KITHEeHT», B TOM YHCIIe CIIMCOK JIUI] U TTOPSIOK JgocTyna k APM UK.

5.5. He pexomenayetcst ucnons3zoBath Ha APM UK cpencrBa ymaneHHOTO (AMCTaHIIMOHHOTO) JOCTYyMa, B TOoM umcie [T-
CIIeNMAIUCTaMU J1J1s1 YAAJIEHHOU MOAAEPKKH.

5.6. He pexomenayetcs uctons3oBath APM UK mis nocTymna K MOCTOPOHHNM caliTaM COMHUTENBFHOTO COIEep KaHusl.

5.7. He pexomennayercst ycranasnuBate Ha APM MK mocroponHee mporpamMmHoe obOecredeHue, HamlpuMep, MpOorpaMMbl
aBTOMAaTHUYECKOT'0 MEPEKITIOYCHNUS PACKIIa/IKU KJIABUATYPbI, pa3iMuHbIe JOIOJIHEHHs K Opay3epam u T.11. IIporpammsl 1aHHOTO
BHU/Ia MOTYT IIepeaaBaTh HHPOPMAIHIO O COAEPKUMOM IIPOCMATPUBAEMBIX CTPAHUI] TOCTOPOHHUM JIMIAM.

5.8. He pexomenayetcs 3anyckats Ha APM UK nporpamMMsl, MOIy4deHHBIE U3 HE 3aCILy’KHBAIOLIUX JOBEPUS HCTOUHHKOB.

5.9. KimeHT noykeH nepej BBOJOM CBOETO JIOTHHA U MapoJIst yOeAUThCS, YTO YCTAHOBIICHO COEIMHEHHE C JIErajlbHbIM CaiTOM
Cuctemsl «aTepHeT-KitmenT». Heo6xoaumMo npoBepuTh MpaBUIIBHOCTE YKa3aHHs ajapeca caita «https://d2g.nico-bank.ruy.
5.10. KnmeHT noikeH Bcerja MpaBWIBHO 3aBepinath ceanc padoTel B Cucreme «MHTepHeT-KnmueHT», B 00s3aTEIHHOM
TOPSAKE UCTIOIB3YS MYHKT MEHIO «BBIxom.

5.11. KimueHT He g0mkeH coBepmaTh nocTym k Cucreme «MHTEepHET-KitneHT» ¢ ncnonbs3oBanneM nocroponnero APM UK.
5.12. KnmenT nipu mogade 3asiBinenns Ha noakiaouenne Cepsruca «MHTepHET-KIHEHT) 110 sKeTaHuo MOXKeT ykaszath [P-angpeca
n MAC-anpeca APM UK Ha ycranoBky B banke ¢mistpa mist APM MK KinuenTta. 9T0 MO3BOJIUT UCKIIOYUTH BO3MOXKHOCTh
BXOJIa ITOJT BaIllUM JIOTHHOM/TIapojieM ¢ APM  3710yMBIIUIEHHUKOB.

5.13. B ciiyuae oOHapy»keHHs OJ03PUTEIBHBIX CAHTOB, JOMEHHbIE HIMEHA U CTHIIb O(OPMIICHUSI KOTOPBIX CXO/HBI C UIMEHAMH
n opopmnenneM odurmanbHeix caiitoB [TAO «HUKO-BAHK» (mampumep «nlko-bank.ru», «nico-bane.ru»), HeoOxonumo
co00muTh 00 3T0M B baHK JIF0OBIM U3 JOCTYIHBIX CIIOCOOOB CBSI3H.

6. TpeGoBaHus U peKOMeHAANNHU MO o0ecneyeHuI0 HHPOPMANMOHHOT 0€30MaCHOCTH MPH UCIOJIb30BAHUH
MoOUJILHOT0 NPUJIOKEHHUS.

6.1. YcranoBky MobOunpHOTO TpmioxkeHHs Ha MoOwmipHOE ycTpoiicTBo KimeHTy HeoOXoauMo MPOM3BOAWTH TOJBKO IIO
CChUTKaM, pa3MeIeHHbIM Ha oQUIMaTbHOM caiiTe baHka WM B aBTOPHM30BAHHBIX MarasWHax TNpwiokeHuid (App Store u
Google Play). O6s3atensHo yoemutecs, uto aBTopoM MobmisHoro npunoxenns ykazan [IAO «<HUKO-BAHK».

6.2. Kitmenty Heo0X0IMMO YCTaHOBUTH HA MOOMIBHOE YCTPOWCTBO aHTHBUPYC U CBOEBPEMEHHO €0 OOHOBIISIT.

6.3. KitmeHTy He00X0TMMO CBOCBPEMEHHO YCTAHABIUBATH OOHOBIICHHSI OC30MMACHOCTH OIICPAIIMOHHON CUCTEMBIL.

6.4. KnueHty HEoOX0/MMO YCTaHOBHUTH NMapOJIbHYIO 3allUTy Ha MOOWJIBHOM YCTPOWCTBE, MCIIOJBL30BATh HAJEKHBIE MapoId
(KaK MMHUMYM 8 CUMBOJIOB). baHK He peKOMEHyeT HCIOIb30BaTh JIETKO IMO0NpaeMble TTaposn, Hanpumep: 123456, 111111
U T

6.5. Tlpu mnomydenun cooOmennii Ha MoOWIBHOE YCTPOMCTBO, COJEpXKAIUMX CCBUIKM MJIM YyKa3aHUs Ha YCTaHOBKY
npritokeHnit uepe3 SMS/E-mail u rip., bank He pexomenmyeT KiimeHTy MpoX0nTh IO YKa3aHHBIM B COOOIICHUH CCHLUTKAM.
6.6. bank He pexomennyetr KiameHTy BXoauTs B MOOMIIBHOE MPUIOKEHNE W OCYIIECTBIATH IIATEKHBIE OIEPallii B MECTaXx,
rae yciryru HTepHeTa SBISIOTCS 00IIeI0CTYITHBIMHY, W/ WU C UCITOJIb30BAHUEM ITyOJIUIHBIX OSCTIPOBOIHBIX CETeH (HampumMep:
nHTepHeT-Kade, 00IIeCTBEHHBIN TPAHCTIOPT | . ).

6.7. Knrenty HeoOXomuMo 3aBepmiaTh ceaHc paboTel ¢ MOOWIBHBIM HPUIOKEHHEM, B 00SM3aTEIBFHOM IOPSAIKE HCIIONB3YS
ITyHKT MCHIO «BBIX0m».

6.8. Tlpn ycraHoBKe Kakoro-mu00 HOBOIO NPHJIOXKEHUs Ha MoOWIbHOEe ycrpoiictBo KimeHTy HeoOxomumo obpamarh
BHUMaHHE Ha pa3pelleHHs, KOTOpble TpeOyeT NpUIIoKeHne Uit cBoel paboThl, 0COOEHHO Ha BO3MOXKHOCTH AocTyna K SMS-
cooOmmennssM. Eciu paspeiieHnst BBI3BIBAIOT ITOJO3PCHMSI WM SIBHO HE COOTBETCTBYIOT (DYHKIMOHAy HpHIIOXKeHUs, baHk
PEKOMEH/IyeT OTKa3aThCs OT €ro MCIIOIb30BaHMSI.

6.9. bank He pexomenayer Kimenrty nomyuars mgoctyn K ¢aitioBoi cucteme cBoero MoOHIBHOIO yCTpoicTBa (Harpumep, ¢
ITOMOIIBIO TIOTYYEHHUs TpaB root s Android), Tak Kak 3TO OTKIIOYAET 3alIUTHBIC MEXaHU3MBI, 3AJI0’KEHHBIC TIPOU3BOAUTEIEM
MOOWMIILHOM TIaT()OPMEL.

6.10. bank pexomenayer KimeHTYy OTKIIOYUTh B HACTpoWKax MOOWIBHOTO YCTPOWCTBA BO3MOXHOCTH HCIOJIB30BaHUS
TOJIOCOBOTO ITOMOIIHMKA Ha 3a0JIOKHUPOBAHHOM SKpaHe.

6.11 bank He peKOMEHIyeT ycTaHaBIMBaTh Ha MOOMIBHOE YCTPOHCTBO HEMOIIHMCAHHBIC MPHUIIOKCHUS M3 HEM3BECTHBIX
HCTOYHUKOB.

7. IlpaBuna anTuBHpycHoii 3amuTel APM UK.

7.1. OOs13aTeIbHOMY aHTHBHPYCHOMY KOHTPOJIIO IOJUICXKHT Jitobas MHQopMmanms (TeKCToBble (aidiabl Jro0bIX (opMaTos,
(aiiipl JTaHHBIX, UCHIONHsAEMbIE (aiibl), HHPOpPMaIHs Ha CbEMHBIX HOCUTEISIX (MarHUTHBIX TUCKax, jeHTax, CD-ROM u T.11.).
7.2. KIIMEeHT NOJDKEeH IPON3BOIUTE PETYIISIPHYIO aHTHBUPYCHYIO POBEPKY M PEryJIsipHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3.

7.3. Tlpy BO3HWUKHOBEHWH TIIOJO3PEHUS Ha HAIWYHE BPEJOHOCHOTO KOIa/KOMIBIOTEPHOTO BHUpyca (HETHIUYHas pabora
IIpOrpamM, MOSABIEHHE IpadUUECKUX M 3BYKOBBIX 3((eKToB, HCKaKECHUH NaHHBIX, Mpomaganue (aiios, 4acToe MOSBICHHUE
COOOIIEHNH O CHUCTEMHBIX OMIMOKax W T.N.) WIM OOHAPYXEHHHM KOMIBIOTEPHBIX BUPYCOB aHTHBHpycoM Kimentom
HE3aMEAINTENFHO TOJDKHBI OBITh IPUHATHI BCE MEPHI 10 uX yaaneHuto. [locne yaaneHust BpeIOHOCHOTO KOa/KOMITBIOTEPHOTO
Bupyca Kimenty nHeob6xogmmo cmeHuth maposs B Cucremy «MHTepHEeT-KiMeHT» W HPOKOHTPOIUPOBATH COCTOSTHHE
0aHKOBCKOTO CcuéTa.

7.4. B cimydae oOHapyKeHHs BPEJOHOCHOTO KOZa/KOMIIBIOTEPHOro BHpyca KIIMEHT moipkeH NpeanpuHsTh BCE MEpHI Ui
NIPEKpalieHus JI00BIX OIepaluidi ¢ AJIEKTPOHHBIMHM JOKYMEHTAMHM C HCHOJb30BaHWeM Kiroued OI1 / 3akphIThIX Kitouyen



mmdpoBaHus U mpou3BecTH UX cMeHy. Karteropuuecku 3amperiaercst padotate Ha APM UK ¢ miaTexHbBIMH TOKYMEHTaMU
MIPY HAJTMYIUU KOMITBIOTEPHBIX BHPYCOB.

7.5. KnueHT noimkeH He3aMeUIUTENbHO oOpaTuThes B baHk B cirydae:

- mogo3puTenbHoit akTuBHOCTH Ha APM UK (camompon3BoisHOE CBOpauMBaHUE MIIM OTKPHIBAaHWE OKOH, IBHKEHHE Kypcopa,
3aITyCK Pa3lWYHBIX IPOTPaMM H IIpoUee) B MEPHOT HEAKTUBHOCTH II0JIb30BATENS;

- TIOSABJICHUS KAKUX-JIMOO IOTOJHHUTENBHBIX OKOH HMIIM COOOIICHWH mpu mombITke gocTyna B Cucremy «aTeprer-Kiment»
60 B miporiecce padboTel B Cucteme «MHTepHET-KimeHTY;

- HEBO3MOXXHOCTH ToayueHus aoctymna k Cucreme «urepuer-Kiuent» u T. 1.

7.6. BaHK He HECeT OTBETCTBEHHOCTh B ciiyyac (DMHAHCOBBIX YOBITKOB, MOHECEHHBIX KIIMEHTOM, B CBSI3U C HapyUICHHEM U
(WTM) HeHaUIeKANUM HCIIOTHCHHEM UM TPEOOBaHHH IO 3aIUTE OT BPESAOHOCHOTO KOAa/KOMITBIOTEPHOTO BUPYCa KIIMEHTCKUX
APM UK.

8. Puckm, cBsi3aHHBIE ¢ HcnmoJb3oBanueM OII.

8.1 KitneHT HOKEH MOHUMATh, 4TO:

- CYIIECTBYET BEpPOSTHOCTh HECAHKIMOHHPOBAHHOTO JOCTyIa, IOTEPH M HCKAXCHHWA HWH(POpPMAlWH, IeperaBaeMon
ocpeAcTBOM ceTH MHTepHeT;

- CYIIECTBYET BEPOATHOCTH aTaK! 3JIOYMBIIIICHHUKOB Ha 000pyIOBaHME, MIPOTPaAMMHOE oOecriedeHrne U WH(OpMAIMOHHEIC
pecypcsl KireHTa, moakiIroueHHbIe/ T0CTYIHEIE B ceTn MHTepHeT;

- TapaHTHM 10 oOOecle4YeHn0o HHGPOPMAIIMOHHOW O0€301acHOCTH TIPH  KCIHOJNB30BaHUM CETH VIHTEpHET HHKaKuM
OpraHoM/ydpexIeHHEM/OpraHu3anreil He PeI0CTaBIIsTIOTCS;

- MOJIHOCTBIO MCKJIFOYUTH PUCK TOTEPH KOH(UACHIMAILHOCTH, JOCTYIMHOCTH M LEJIOCTHOCTH MH(POPMAIMK IeperaBaeMon
4yepe3 BBIYMCIHMTENbHbIE CETH (B T.4. Yepe3 CeTh VIHTEpHET, JIOKaJbHO-BBIYHMCIUTEIbHBIE CETH) HEBO3MOXKHO, JaXKe IpH
BBITTOJTHEHUH BCEX TPEOOBaHUI U peKOMEHIALNH 110 MHYOPMALMOHHOH 6€3011acHOCTH.

8.2. baHk (ukcupyer Bce JEHCTBHS, COBEpIICHHBbIE OT WMeHU KimeHTa B 3JeKTpoHHOM ypHane Cuctemsl «HHTepHET-
Kmment». Conepxkumoe xypHana Cucrtemsl «/HTepHET-KIHEHT» HCHOIB3yeTCsl NMPH pa3pelieHHH CIOPHBIX CUTYallmid U
MPEJOCTABIICTCS TI0 3alpocy IPaBOOXPAHMUTENBHBIX OPTaHOB B IIENAX IPOBEOCHHUS pacCIelOBaHHSA JEHCTBHI
3TIOYMBIIIJICHHUKOB.

8.3. Ilpu HecobOmoaennu Hactosmux [IpaBun KnueHT HeceT pucku motepu HocuTens KirtoueBoit mHGOpMAIK, pacKpBITHS,
HCKaKeHUS ¥ HECAHKIIMOHUPOBAHHOTO MCTIONIb30BaHM Kitoder DI1.

8.4. BcnencTBue HECAaHKIIMOHHPOBAHHOTO HWCIOJIB30BAHUS 3JIO0yMBIIUICHHUKaMH KirtoueBod WHQOpPMAUU BO3MOXKHO
HaHECeHUE MaTepHalIbHOTO yiepba KimeHTty uinm HaHeceHue yuiep0a ero J1eJI0BOi penyTanunm.

8.5. B cmyyae yrtparsl Kinmenrom Hocurens KiroueBoit mHpopmanum bank He BoccranaBnmBaerT Kimrouw 35eKTpOHHOU
nonnucu/mmdpopanns. Muadopmanus Kimenra, 3ammdpoBaHHas Tpd MOMOINM yTEpsSHHOro Hocutens KirroueBoi
nH}popMannm, BOCCTAHOBJICHHUIO HE MOJJICKUT.

8.6. Ilpu moBropHOM mnonydeHuu Ceprudukara uHPOpManus, 3amUpPOBAHHAS C HCIOIH30BAHHEM CTApOr0 HOCUTENSI
KiroueBoit napopmammy, B caydae ero yHHYTOXKCHNS BOCCTAHOBICHUIO HE TTOUICKHT.

8.7. Hacrosimue [paBmiia onpenessioT 3aluTHBIC MEPhI TI0 CHIDKEHUIO PUCKOB HApYyIICHUS WHPOPMAIMOHHON 0€301acHOCTH
nipu ucriosib3oBannu Kimentom Cucremsr « MaTepHET-KomreHTy.

9. TpebGoBaHusi K MPOrPaMMHO-TEXHHYECKHM CPeACTBAM JJIsl 3JIEKTPOHHOT0 JOKYMEHT0000pOoTA.

9.1. bank npenocrasisier Kitnenry cnenyromnme nporpaMMHbIE CpECTBa:
- IInarus nist pabotsl B cucreme "UHrepner - Kinent"
- Juctpubyrus «eToken PKI Client»
- Juctpubyrus «Ilanens ynpasnenus Pyroken»
- OnexTpoHHas JoKyMeHTanus 1o cucteMme "Murteprer - Knnent".
9.2. TpeboBaHus K MPOrPaMMHO-TEXHHUECKHM cpeicTBaM (prodpeTaroTcst KimeHToM 3a COOCTBEHHBIN CUET Y TPETHUX JIHI):
- [lepconanbHBII KOMIIBIOTED, TOANCPKUBAIONIIN paboTy TeKymei Bepcun MK uimm HOyTOyK/MOOMIIEHOE YCTPOICTBO;
- AHTHBHpYCHAS MMPOTPaMMa;
- [TonnepxuBaembie OC 115 CTAITMOHAPHBIX KOMITBIOTEPOB M HOYTOYKOB:
e  Windows 7; Windows 8; Windows 10, moanep>xuBaeMble MOCTABIIMKOM MPOTPaMMHOTO 00eCTICUSHUS
e  Windows Server 2008 x86, x64; 2008 R2; 2012; 2012 R2, 2016; 2019

- Bpay3sepst:
e  Chrome
e  Firefox
e  Unrepuer Explorer (IE 11)
e  Opera
e Edge (PaGory monmepxuBaeT B OTpaHHYCHHOM OOBEeMe (HEJOCTYITHA IIOANUCH TOKYMEHTOB BBIJAaHHBIMH

KITFOYaMH, TOJIBKO TPOCMOTP) TI0 IPUYNHE HEBO3MOKHOCTH MCTIOIB30BAaHUS KPHUIITOIUIArHHA

- Hannuawue MOJKJIFOUEHHOTO USB-unrepdetica B MepCOHAIIBHOM KOMIIbIOTEpE Knuenra;

- loctyn B cets UHTEpHET;
9.3. JInst paboTsl MOOMIBHOTO TIPHIIOKEHUS HEOOXOAUMBI CMapT(OHBI WM IUIAHIICTH ¢ TOCIEAHEH aKTyaJbHON Bepcuei
oneparnnonaoi cucteMbl Android wmu i0S.
9.4 Knmenr o0s3yercss He ucmoiab3oBaTh B pabore ¢ Cucremoit «MHTepHeT-KineHT» HEIMIEH3MOHHOE IPOrpaMMHOE
oOecrieueHne, ¥ MPUHUMAET Ha ceds Bce HEOIaronpusTHBIE MOCIEACTBHS HEHCIONHEHNS WIIM HEHaJUIe)KaIlero MCIOIHCHUS
1M 00513aHHOCTH 110 COOJIFOICHHIO IaHHBIX TPeOOBaHUH.



9.5 KimeHT 00s3yeTcs MOIICPKUBATH HCIONB3YEeMOE MPOTrPaMMHOE OOCCIICUCHHE B AKTYaJIbHOM COCTOSIHHU, BBIMTOJHSIS
CBOECBPEMEHHYIO YCTAHOBKY PEKOMEHAYEMBIX IOCTABIIMKOM IIPOIPAMMHOTO OO€cledeHNss OOHOBIIEHMH W KPUTHYHBIX
HCTIPaBIICHUM.

10. ITopsinox pa3peuienusi pasHorJjacuii npu oomere I/ B Cucreme «UuTepHeT-KitneHnT».
10.1. O01mme MoJI0KeHUS.

10.1.1. B nanHOM pazfene omnucaH HOPSIOK Pa3pelleHus] CIOPHBIX CUTyalui Mexnay ydacTHukamu Cuctemsl «MHTepHET-

KrnmeHt», cBsI3aHHBIX € MOUIMHHOCTBIO D/1.

10.1.2. D3/I cumraercs MOUIMHHBIM, €CJIM OH OBUI C OTHON CTOPOHBI HaUISKAIIUM 00pa3oM oQopMIIeH, MOANNCAH U OTOCIAH,
a ¢ JpYroil - mojy4eH, NpOBepeH M NPHUHAT K ucrnojHeHuro no Cucreme «HTepHer-KimenT» (B TOM umcie ¢
UCTIONB30BaHNEM MOOHIBHOTO IPUIIOKEHUS).

PaccmarpuBaroTcss KOH(QIMKTHBIE CUTYAIlUH TPEX THUIIOB:

1) Otka3 Knuenra ot moanucu J/1;

2) Otka3 banka ot (akta momyuaenus D/1;

3) IIpoBepka moamuHHOCTH DI,

10.1.3. B xone paspemieHns KOHQIMKTHOW CUTYyaIlldd MOXET BO3HUKATH CIOpP 00 aKTyaJlbHOCTH HCIOJIb3yeMol KirroueBoit

nHpopmanuu Mexay Kimentom n bankom. Kirou nposepku D11 cunTaercst akTyalbHBIM M TIPUHAISKAIMM KineHTy, ecin

OH ObLI 3apeructpupoBaH B banke u B coorBercTBHM ¢ [loroBopom u IIpaBunamu, 1 JeHcTBOBaS B MOMEHT, KOT/ia ITPOM30IILIA

KOH(JIMKTHast cuTyauus. B manHHOM paszene ommcaH Takke HOPSIOK paspenieHus crnopa o0 akryansHocTH Kirou mpoBepkn

OII Knuenra.

10.1.4. Insg paccMOTpeHHs CIOPHBIX CHUTyallMil MO MHCbMEHHOMY 3asiBICHHUIO OJHOW M3 CTOPOH CO3JAeTCs JKCIepTHas

KOMHCCHS. B 3asBiieHMN JOJDKHBI OBITH yKa3aHbl: Ha3BaHME OpPTaHM3aIlMM U ee OAaHKOBCKHE PEKBHM3HTHI; naTa U Homep D1,

MTOJUTMHHOCTh KOTOPOTO BBI3BIBAET COMHEHUS, WJIH JOPYTHe PEKBU3UTHI, OJHO3HAYHO OMpEHEIAIOMNEe JOKYMEHT; IpeaMeT

npeTeH3un. B komuccuto co croponsl banka o0s3arenbHo BXxoasit: Aamuauctparop b u Anmunanctparop banka. Komuccns

COCTOHWT M3 6 YENIOBEK, €€ YWICHAMH SIBIITIOTCS B paBHOM uduncie npeacrasurenn banka n Kimenra.

3ameuanune: 10 TIOAAYH 3asBICHUS CTOPOHAM PEKOMEHIYETCSI IPOBEPUTH, YTO MPUIMHOW BOSHUKHOBEHISI KOH(PIUKTHON
CUTYaIlNH He ABISETCA HapyIIECHHUE [IEIOCTHOCTH MMPOTPaMMHOTO 00eCIIeUeHUs.

10.1.5. DkcrnepTHass KOMHCCHS OCYIIECTBJISIET CBOIO paboTy B momermieHnrd baHka ¢ ucmosnbp3oBaHueM dTanoHHOW [[9BM

(TIepcOHANIBHBIA KOMITBIOTEP, CBOOOIHBIH OT BUPYCOB U IMPOIPAaMMHBIX 3aKJIaJJ0K), TaJIOHHOT'O MPOTPaMMHOT0 o0ecTieueHHs 1

KJIFOUEBBIX HOCHTEJICH, YIaCTBYIOIIUX B KOH(DIMKTHON CUTYallMH CTOPOH.

10.1.6. DramonHoe 000pPYI0BaHUE U IIPOTPAMMHOE 00CECIIEUCHUE MPETOCTaBIsIeTCs: baHkoM.

10.1.7. Anmunnctparop banka npenocrasiser:

- KOMIUICKT IpOTrpaMMHOro oOecredeHusi (OlepallMOHHAs CHCTeMa, NpPOrpaMMHOE obecredeHue obecreuuBaroniee
paboty C31) Ha MalIuHHOM HOCHTENE HHPOPMAIUHY;

10.1.8. Anpmunuctpatop Mb bBanmka  mpemocraBnser:- Kimou mpoepku OII monb3oBarenei, y4JacTBYIOIIUX B
KOH(IIUKTHOW CHTyallMd, Ha MAIIMHHOM HOCHTEJe, IS TPOBEPKH TOANHCEH TOA DIIEKTPOHHBIMH COOOIICHHUSIMH,
3apETUCTPHUPOBAHHBIMU B YCTAHOBICHHOM TTOPSIKE.

10.1.8. KireHT npeocTaBiseT CBOM JJICKTPOHHBIE KITFOYM Ha MAITHHHOM HOCHTEJIE.

B mpucyTcTBHM UIIEHOB SKCIEPTHOM KOMHCCHH AJIMHHHCTpAaTOp baHKa WHCTANTUPYET STAJIOHHOE IIPOrpaMMHOE
oOecrieuenne Ha sTanonHylo [I9BM, ncnonb3yst 11 7TOr0 KOMIUIEKTHI HHCTALISIIMOHHBIX HOCUTENIEH HH(OPMALIIH.

10.1.9. DkcnepTHas komuccus yoex1aeTcsi B paboTOCIIOCOOHOCTH KOMITBIOTEPA M NPOTrPaMMHOT0 00eCIIeYeHUs.

10.1.10. DkcnepTHast KOMHUCCHS TPOM3BOAMT JIEHCTBHUS 10 Pa3pelIeHHI0 KOH(GIMKTHOW CUTYallMd B COOTBETCTBHHU C ITyHKTOM

10.2 nacrosimux IlpaBun u npuHUMAET pelleHue M0 BOIPOCy NOMIMHHOCTH D1,

10.1.11. DxcneprHas koMuccusi 0opOpMISIET CBOE PELIEHHE B BUJIE aKTa, OPOPMIIEHHOrO Ha Oymare W IOJANHCAHHOTO BCEMHU

YJICHAMH DKCIIEPTHON KOMHCCHH.

10.1.12. AKT KOMHCCHU SIBJISICTCSI OKOHYATENBHBIM U TIEPECMOTPY HE TMOJIEKUT. J[eCTBHS, BBITEKAIOIINE U3 HETO, SBJISIOTCS

0053aTeIbHBIMU 7151 YIaCTHUKOB KOH(DIMKTHOHN CUTYaITHH.

10.1.13. AKT KOMHCCHH SBIISCTCS OCHOBAaHHEM /IS NPEIbABICHHUSA TNPETCH3WH K JIMIaM, BHHOBHBIM B BO3HHUKHOBEHUHU

KOH(IINKTHON CUTyalny.

10.1.14. AKT KOMHCCHH MOET SIBIISTHCS TOKA3aTEILCTBOM IMPH JNAIbHEUIIEM pa3OupaTenbcTBe KOHMIUKTHOW CHUTyalld B

CcyneOHBIX OpTaHax.

10.2. Iopsmox paspemieHUs] KOH(PIMKTHBIX CUTY AU

10.2.1. Orka3 Knmenra ot mognucu /1. KnmeHt yrBepiknaer, uro npunsaTeii bankom DJ] He ObL1 OTmHpaBieH win ObUI
OTIIPaBJIEH, HO MO3/{HEE 0TO3BaH, baHk oTpumaer 3to.

10.2.1.1. Y6enurscs, uro DJ1 neiictBuTensHO ObUT MPUHAT B 00padboTKy. Eciin D/1 He Ol NpHHAT B 00pabOTKY, NPEKPATHTh
paccMOTpeHHe KOH(GINKTHONW CUTYaIlui BBHY OTCYTCTBHS IIPEAMETA CIIOpa.

10.2.1.2. Tonyunts ot banka komuio cropuHoro JJI, 3aBepeHHylo bankom. B cimydae oTkaza baHka mpencTaBUTh KOITHIO
cropHoro /] KOH(IUKTHAs CUTyanus pa3pemaercs B nons3y Knnenra.

10.2.1.3. TIpoBeputs nomnmucu Knmenta OJ] B coorBerctBuu ¢ pasgenoMm 10.2.4: macrosmux [IpaBun. Ecnm monmuick
MIPU3HAETCS HaJUIeXKaIel, KOH(INKTHAs CUTyalys pa3peliaeTcs B Moiab3y banka.

10.2.1.4. Ecnu noamuce Hamnexamast, a KnneHt ytBepkaaer, uro crnopHbeiii 3/] Ob1 uM oTo3BaH, KimeHT npenbsBiser
cropuberii DJ1, a Taxxke DJ], cBumeTenbCTByrOImMA 0 (akTe oT3biBa cropHoro /1. Ilpu 3tom mpoepsercs mommuch D1,
CBUJIETENILCTBYIOIIETO O (pakTe 0T3bIBa copHOro DI, ero mpuHaUIekKHOCTh K criopHoMy D)1 (a MIMEHHO HOMep JTOKYMEHTa,



PEKBH3MTHI TIOJIydaTellsi, CyMMa JOKyMEHTa) W CpaBHUBAaeTCs BpeMs BblpaboTkum moxnucu cnopHoro O u 3/,
CBUAETENBCTBYIOMET0 O (hakTe oT3hBa criopHoro DJ[. Ecmu moammcek mon mMpOTOKOJIIOM MPH3HAETCS HaajeKalled, BpeMs
oOpaboTku moamucu, 3adurcupoBanHoe B DI, cBUAeTeNbCTBYIOMEM O (pakTe 0T3bIBa criopHoro ]I, To3maHEe BpPEeMEHH
06paboTtku noamucu criopHoro /1, Ho He mo3aHee 17.00 acoB, KOHGIIMKTHAS CUTYAIHs pa3penaercs B mons3y Kimenra.
10.2.1.5. B ocTanpHBIX ciTydasx KOHQJIUKTHAS CUTYyallHs pa3peniaeTcs B moias3y banka.
10.2.2. Otka3 banka ot ¢dakra mosydenus JJI. KimmeHT yTBepkmaeT, uyTo mociaHHbld uM DJ1 Obu1 mpuHAT bankom, bank
OTPHIIAET 3TO WM YTBEPKIAET, YTO AaHHBIN D/ ObLT BOCIencTBIM 0TO3BaH KimeHtoMm.
10.2.2.1. Tlomyunts or Knmenta cmnopueni 3OJ[. B cmyuae otkasa Knmenta mnpenbsButh cropHbli OJ], mpekpaTUTh
paccMOTpeHHe KOH(IMKTHOW CUTYaIlMU BBUJY OTCYTCTBHS IPEAMETa CIIopa.
10.2.2.2. IIposeputs moamnuck banka Ha O] B coorBercTBuM ¢ paszgenom 10.2.4. IlpaBun. Ecnu moamuch mpusHaeTcs
HeHa JIeKanel, KOHQIUKTHAS CUTyalus pa3pemaercs B ojib3y banka.
10.2.2.3. Ecnu noanucs npusHaercs Haanexxamei, bank npeassasnser nonyueHHsldl or Knuenta 31, cBUAETENbCTBYIOMUN O
¢axte or3piBa crioproro /1. Kimentom mposepsieTcs cooTBeTcTBHE D/, CBUIETEIBCTBYIOMETO O (haKkTe OT3bIBA CIIOPHOTO
31, ciopuomy 3J1. B ciydae HecooTBercTBUs DJI, CBHUACTENLCTBYIOMEro 0 (hakTe oT3hIBa criopHoro DJI, cmopHomy D]]
KOH(IINKTHAs CUTyarws paspemaercs B mossly Kmumenra. Ecim D]], cBuaerenscTByromuii o ¢akte oT3biBa criopHOro O/1,
cooTBeTCTBYeT criopHomMy D] mpoepsitorcst moanucu Kinenta storo 3] B cooTBeTcTBUM ¢ pasaenoM 10.2.4 Tlpasun u
CpaBHUBAETCS BpeMs BbIpaOoTkKH moamwcu ]I, mpembsBieHHoro bankom, W BpeMsl BBIpaOOTKH MOANHCH criopHOTO /I,
npenbsiaeHHoro Kmmentom. Ecnmm moxmuce 3JI, BpeMs o0pabotku monmucu ]I, 3apUKCHpOBaHHOE B JIOKYMEHTE,
MpeabsBIeHHOM baHkoM, mo3nHee BpeMeHH oTpaboTku moamucu cropHoro JDJI, Ho He mo3zmuee 17.00 gyacoB, KOH(IUKTHAS
cUTyalus pa3peraercs B noss3y banka.
10.2.2.4. B ocranbHBIX CiTydasix KOHQIUKTHAS CUTyanus pa3peiaercs B nonb3y Kiuenra.
10.2.3. Ilposepka mommuHHOCTH OJ[. B nanHoM pasnene omucaHa mpouexypa paspelieHus KOH(IMKTa, CBSI3aHHOTO C
JIOCTOBEPHOCTBIO MPUHATOTO B MPOBOAKY D/, T. e. ero cooTBercTBUE nepeganHomy Knuentom D/,
10.2.3.1. [TomyunTs oT banka kormio npunsaToro B 00padorky J/I, 3aBepennyto bankom. B ciydqae otkaza banka npeabsBuTh
Konwio criopHoro J/1, KOH(INKTHAS CHTyaus pa3pemaeTcs B noib3y KimenTa.
10.2.3.2. TIpoBepuTh COOTBETCTBHE cojepxaHus mpuHAToro JJ] mepemanHomy 3JI. B ciydae wX MOJIHOTO COBIAIEHUS
KOH(IINKTHAS CUTYAIs pa3pemnraercs B mons3y banka.
10.2.3.3. B ciydae BO3HMKHOBEHHUS MEXIy CTOPOHAMHU KOH(IMKTHOW cUTyanuu 1o ¢axty npreMa bankom D]I, momy4dnuTts oT
KinenTta 3aBepeHHYI0 UM KOMHIO CIOPHOTO DJ] M COOTBETCTBYIOIMH €My MPOTOKOJI. B ciydae ero oTkaza NpeabsBHTH
criopHbIit D/] i poToKOII, KOH(GIUKTHAS CUTYAIUs pa3perraeTcs B moias3y banka.
10.2.3.4. TIlpoBeputs noamnuck banka Ha nporokoiie o npueme /I, npeawsiieHHOro KiueHTOM, B COOTBETCTBUU C Pa3JIEIoM
10.2.4 nacrostmmx [Ipaswi. Ecnu noanmcs HeHaanesxamas, KOHGJIMKTHAS CUTYallMs pa3periaeTcs B mojin3y banka.
10.2.3.5. TIpoBepuTh cOOTBETCTBUE mpoTOoKoja camomy OJ[. B ciyuae HecoOTBETCTBUS MPOTOKOJA cropHoMy /I,
KOH(JIMKTHAsI CUTYals pa3peniaeTcs B Moyb3y baHka.
10.2.3.6. B ocranbHbIX citydasix KOHQIJIUKTHAS CUTyanus pa3peiaercs B nons3y Kimenra.
10.2.4. TTopsinok mpoBepkH KoppekTHOCTH noanucy D/]. B naHHOM paszzerne onucana npoueaypa npoBepku KoppektHocT O
Ha /1. JlaHHas mporeaypa UCIOIAB3YETCs IPH Pa3peIIeHnH BOIPOCca O MOTMHHOCTH /] MM MPOTOKOJIOB.
10.2.4.1. TIpou3sBecT MPOBEPKY COOTBETCTBUS (aiiinoB kirouel nmpoepku DI (ceprudukaroB) Kimenrta, KOTopble HAXOIATCS
y Knuenra u B banke B qupexropun nannoro Knuenra.
10.2.4.2. TIpoBepuTh MOANUCH Ha cIOpHOM D/I, yKazaHHBIM CTOPOHOM (C UCTIOIB30BaHUEM Kitoua nmpoepku DI1 banka). Eciu
MTOJIIHCH HEHAUIeXKAaIasi, TO IPUHAMAETCS pelIeHNe 0 HEKOPPEKTHOCTH ToamrcH D/
10.2.4.3. Ecnmu y omHOW M3 CTOPOH BO3HHKAIOT COMHEHHS B NPUHAJICKHOCTH (AKTyaJbHOCTH) COAEPIKALIErocs KIoda
nposepku OIl, mpousBecTn npouenypy paspeuieHuss KOHQIUKTHOW CUTYyallMH O NPHHAIEKHOCTH (AKTYaJIbHOCTH) KIIIOYa
npoBepku OI1 B coorBercTBUH ¢ pazgenoM 10.2.5 nactoammx IIpasui.

B cnyuae, ecnu xirou npoBepku OIl mpusHaeTcss He NMpUHAMIEKAIIUM JaHHOM cTopoHe, moamuch D]l mpusHaeTcs
HEeHaJJIexalleu.
10.2.4.4. B ocTanbHBIX CIy4asx NPUHUMAETCS PELIeHne 0 Hauiexamei nogmucu S/,
10.2.5. TTopsaok MpOBEepKH aKTYaIbHOCTH OTKPBITOTO Kifoua KinenTa npuseneH B Tabmmie Nel.

Tabmmma Nel
Oran paboTe Pemenne mnpu mnonoxurtensHOM | Pemienme — mpm  OTpHIaTeNbHOM
pe3yJbTaTe pe3yJbTaTe

IlpoBepka geiicTBUA  KitOoue Kirou MIPOBEPKHU 61! Kimou mposepkn D11 Kiuenta
MIPOBEPKU oIl (ceprudukaroB) | Knuenra neiictBoBam Ha MOMEHT | He JIeHCTBOBAIT Ha MOMEHT
Kimenra, mpemocraBieHHbIX bankom | moammcanus criopHoro D/1. noAnucanus cnopHoro /1.
Ha MOMEHT HOJIIcaHus criopHoro /1.
IIpoBepsiercss 1o gaTe  OTHNpaBKU
COOOIICHNUS, PACIIOPSHKEHUIO 10 baHKy Jlanee BoImosHsIeTCS 2 ATaIl. Pewienne BHIHOCUTCS B MOJIB3Y
0 JlaTe BBOJIA KIII0Ya B IEHCTBUE. Krnuenra.

IIpousBoaUTCS BBIBOA Ha JKpaH CoBnazeHre nHGOPMALIAU O HecoBnagenue wHpOpManuu o

undopmanmn o kmoue OIl wu | kmoue nposepku OIl u xonoB | kimoue mnposepkun Ol u  Komos
cepruukar kimoua mnposepku Ol | ceprudukara wioya TnpoBepku | ceprudukarta kiaroya nposepku Ol B

Kruenra. OI1 B KapTOYKE PETUCTPAIIMY U HAa | KAPTOUKE PETHCTPALMU M HAa KpaHE
9KpaHe KOMITbIOTEpA. KOMIIbIOTEpa (HE 3aperucTpupoBaH
WM UCKaXKeH (ailil KiIro4ya IMpOBEpKU

OIl Kimuenta y banka).

Pemenne BBIHOCHTCS B Pemenne BEIHOCHTCS B T10JIB3Y




| noas3y banka. | Knuenra. |

10.3. Ilopsnok npoBeaeHus padoT MO YCTPAHEHUIO PUYUH BO3SHUKHOBCHUS KOH()INMKTHOM CUTYyallUH.

10.3.1. Ecim B pe3ynbTaTe BBIOJHEHHS pabOT Mo pa30opy KOH(MIMKTHON CHUTyallMd BO3HUKIIHM HMOJO3PEHHS O BO3MOXKHBIX
HECAHKIIMOHUPOBAHHBIX TEHCTBHUAX TPETHUX JIMIL, B T.4. HEKOPPEKTHBIX MM YMBIIUICHHBIX IEHCTBHUAX MEPCOHANA, HMEIOIIEro
JIOCTYTI K IPOTPAMMHOMY H alllIapaTHOMY OO€CIIEYeHHIO0, Ha paboyeM MecTe OJTHOU U3 CTOPOH, a TAKXKE B IEJISX yCTAaHOBJICHUS
MIPUYHH BO3HWKHOBEHHS KOH(MIMKTHOM CHTyalld W WX YCTPaHEHHs, NAaHHOH CTOPOHOW IPOBOIUTCS COOTBETCTBYIOIIEE
CITykeOHOe paccieoBaHue.

10.3.2. B aTom ciy4ae co3gaercs BHyTpeHHss komuccus. OCHOBHBIMH LIEJISIMU €€ PA0OTHI SIBIISIFOTCS

- YCTaHOBJICHUE MTPUYHMH BO3HHUKHOBEHUS KOH(DIMKTHBIX CUTYaIHH;

- TpoBEepKa Ha OTCYTCTBHE CIICLHMANbHBIX INPOrPAMMHBIX  3aKJIaJ0K, BHUPYCHBIX IIpOrpaMM M  JPYTHX
HECaHKIIMOHUPOBAHHBIX M3MEHEHUI MTPOrpaMMHOI0 ¥ alNapaTHOro 00ecHeyeHns! KIMEHTCKOT0 MEeCTa, a UMEHHO BBISIBIICHHE
BO3MOXKHBIX HECAHKLIIMOHHPOBAHHBIX AEHCTBUI Ha KIMEHTCKOM MECTE M YCTAHOBJIEHHE NMPHYHH, IPUBEIIINX K BO3MOKHOCTH
HECaHKIIMOHUPOBAHHOT'O JOCTYIIa!

- IPOBEpKa Ha OTCYTCTBHE KOMIIPOMETAIINH KITIOUEH;

- YCTaHOBJICHHE JINIl, COBEPIIHUBIINX HECAHKITNOHUPOBAHHEIC JCHCTBUSI.

10.3.3. Komuccus mpoBepsieT:

- HaJW4YMe, HENPEePhIBHOCThP W MEJIOCTHOCTH IIPOTOKOJOB PETUCTPAIlMM COOBITHH CHCTEM TEIEeKOMMYHHKAILIUH,
KpUnTorpadgpuyecKoi 3amnTHl U 3aIIUTH OT HECAHKITMOHUPOBAHHOTO JTOCTYIIA M MIPOBOIUT MX aHAIN3 U COITOCTaBICHUE MEXKIY
co00i,

- YCIIOBHS AKCILTyaTalliy IIPOrpaMMHOT0 0OecIiedeH s U KIIMEHTCKOTO MecTa,

- HaJIMYMe TOAJICP)KUBAIOIINX OPraHM3aAIMOHHBIX MEPONPHITUI (OTBETCTBEHHBIX JIOJDKHOCTHBIX JIMI, HEOOXOIUMBIX
WHCTPYKIMH M TpaBWiI, 00ECHEYNBAIOIINX BBHIITOJHEHHE TPEOOBAHMH AKCILTyaTallMOHHOW NOKYMEHTAIlMM Ha HMPOTPaMMHOE
obecrieueHre 1 HOPMATHBHBIX JOKYMEHTOB I10 3allUTE) ¥ UX BBIIOJIHEHHE.

10.3.4. Ilo pesynbraram pabOTBl KOMHCCHHM COCTaBJISETCS HNPOTOKOJI, OTPaXKAIOUIMH BBHINOJIIHEHUE TpeboBaHuii JloroBopa n
[IpaBun, mo oOecredeHHIO OE30MIACHOCTH Ha KIHMEHTCKOM MECTe, pe3yJIbTaThl pPAacCMOTPEHHS M aHaln3a IMPOTOKOJIOB
perucTpanuy COOBITHH C BBEIBOJAMH O BO3MOXKHBIX HECAHKIIMOHHUPOBAHHBIX NEHCTBHAX W IYTAX YIYYIICHUS CHCTEMBI
obecrnieueHns 6€30MaCHOCTH PadOT. BEIBOIBI JAHHOTO MPOTOKOJIA TOBOISTCS 0 3aHHTEPECOBAHHBIX CTOPOH.

10.3.5. Ilpu BIsABICHUN (haKTa WIM MOJO3PEHHH B BO3MOXHOH KOMIIPOMETAITMHM CEKPETHBIX KIFOYCH MMOMITUCH, IPOBOIMTCS
UX SKCTpEHHAst CMEHa.

10.3.6. Tlpu BBISBICHUM HECAHKIMOHWPOBAHHBIX NEHCTBHH KOMHCCHEH COCTAaBIACTCS IUIAH IO YCTPAHEHUIO BBIIBICHHBIX
HEJIOCTAaTKOB B CHCTeMe OE30MaCHOCTH, a TAKXKe MOJrOTAaBINBAIOTCS IIPEUIOKEHNUS 110 YCUIICHHUIO MEP U CPEJICTB 3aILUTHI.

11. Buabl /1 u TpedoBanus o ux 0opMIIEHUIO.

11.1. Bunet O], Hanpasngemsix Knuentom banky:

- ITaTeXKHOE MOpyUYECHHUE.

- cry)xeOHast nHpOPMAaIKs - 3aIPOCH], COOOIIEHNS U T.1. (coobmenue B cBOOOIHON dopme).

- JDOKYyMEHTBHI IO BaJIIOTHOMY KOHTPOIIO (3asIBJICHHE HA BATIOTHBIN IEPEBOJ, MOPYUYCHHS HA IOKYIKY/TIPOAAXY
BaJIIOTHI, TOPYYEHUS] HA KOHBEPCHIO BAJIOTHI, PACIOPSDKEHHS Ha CIMCAHHE CPEACTB C TPAH3UTHOTO BAJIOTHOTO CYETa,
o0s3aTenbHast POjaka BAIOTHI, MTACHIOPTa CAETOK 110 KOHTPAKTaM, MaclopTa CACIOK MO KPEAUTHOMY JIOTOBOPY, CIIPaBKa O
BaIIOTHBIX OIEPAIMsX, CIPaBKa O MOATBEPXKIAIOIINX JOKyMEHTaX, 3asBICHHE Ha Iepeo(OopMIICHHE Macmopra CHENKH,
3asiBJICHHE O 3aKPHITUH W/TIEPEBOJIE MACTIOPTA CIEIIKH).

- IOKYMEHTBI 110 KpeInTaM (3asiBJIeHHE Ha TOJTy4eHNe/BO3BPAT KPEIUTa/TPaHIIEH).

- IOKYMEHTBI 110 JIeII03UTaM (3asiBKa Ha pa3MelleHHe/IONOIHEHHE/BO3BPAT/IPOJIOHTAIMIO AEO3UTa).

11.2. Bunet O]1, nanpasngemsix bankom Knuenty:

- BBIMKCKA MO CUETY 3a JEHb.

- IUIATEXHBIH JIOKYMEHT (IUIaTeXXHOE Nopy4YeHne, 0aHKOBCKUH Opzep, MHKaCCOBOE ITOpYUEHHeE).

- cimy>keOHast mH(OpMaIHS - 3aIIPOChl, COOOIICHHS U T.1I. (cooOmIeHre B CBOOOHON (hopme).
11.3. Bunsl OyMakHBIX JOKYMEHTOB, HCIIOJIb3YEMbIX B JOMOJHEHHE K JIEKTPOHHOMY JOKYMEHTOO00pOTY Mex1y bankom n
Knnenrom:

- mmatexnsle OJ1 Knmenrta, HameuaTanHele B baHke, 1O KOTOPBIM BBINOJHEHBI oOmepanuu (OyMaxXHbIE KOIHHU
noxydeHHBIX O/, IPUHATHIX K UCIIOTHEHUIO baHKOM);

- OymMaX<HbIE TIIATEXKHBIE JOKYMEHTHI, HCTIOJMHEHHbIE 0e3 ucnonb3oBanusa Cucremsl «HTepHET-KineHT».
11.4. TpeGoBaHwus 10 OPOPMIICHHIO TIIATEKHBIX D/1:
11.4.1. Bce 3/l nomkHbl coiepkarb HEOOXOJMMble OaHKOBCKME PEKBH3HMTBHI COIVIACHO TpPEOOBAaHWSIM JICHCTBYIOLIETO
3akoHOnarenbeTBa Poccuiickoit denepary, ctanaapTaM, NPUHATHIM B 0aHKOBCKOH MPaKTHKE.
11.4.2. Bee D/ nosmxHbl 0TBe4aTh TpeboBanusM CucreMsl «MHTepHET-KiueHT», NOIKHBI OBITh ITOANKCAHBI U 3211 (POBAHEI
Knuentom - nons3oBateneM cucteMsl «HTepHeT-KiueHT», 0T KOTOPOro NocTynaeT JaHHBIN JOKYMEHT.

12. IOPAJTOK TH®OPMHUPOBAHUSA BAHKA KIMEHTOM O KOMITPOMETAIIMA KJIFOYEBO
NHOPOPMAIIMUA CUCTEMBI «<MHTEPHET-KJIMEHT».



12.1. B cinyyae komnpomerarmu KirodeBoit mHpopmanuu 6o ecnu KiueHT mojo3peBacT BO3MOXKHOCTh BO3HUKHOBEHUS
MOoTOOHBIX cuTyanuii, KnmeHT 00s13aH He3aMeINTENNFHO YBeZOMHUTE 00 3ToM bank no tenedony. Ilpn obpamennn B bank mo
tenedony KiueHT nomker cooOmuThy HanMeHoBaHue Kimenrta, Homep cdera.

12.2. YnonaoMo4eHHBIN coTpyaHUK banka nepe3BanmBaer Kimenty Ha HoMep TenedoHa, yKa3aHHBIN B XpaHsmeMcs B banke
nocwe Knmenra.

12.3. YcrHoe coobmenne KimeHta MODKHO OBITH B 00S3aTENLHOM IMOPSJIKE TOATBEPKICHO TMHCHMEHHBIM 3asBICHHEM B
TeUEHHUE OHOTO Pabodero JHS MOCIEe YCTHOTO COOOIICHHUS.

13. OCOBBIE YCJIOBUSI.

13.1. bank umeer npaBo HanpasiaTh Kinuenty no Cucreme «MuTepHeT-KnuenT», Ha HoMepa MOOWIBHBIX TelIe(OHOB U agpeca
9JIEKTPOHHOM TOuTHI, IpencTaBieHHble Knnentom banky B pamkax Hacrosmux [IpaBui, cooOmeHus MHGOPMAIMOHHOTO U
PEKJIaMHOTO XapakTepa.

13.2. bank uMeeT HpaBO NPOBOIUTH 3aIHCH TENE(POHHBIX IEPETOBOPOB MEXKAY YIOTHOMOUYEHHBIM COTPYIHHKOM banka
Kinentom.

13.3. bank mMeeT mpaBO MPHOCTAHOBHUTH M MPEKPaTUTh Hcmois3oBanne Kmmentom Cuctemsr «/uTepHeT-Kimuent» mpu
Hapymenun Kimmentom Hactosimux [Tpasui u/unmu J{orosopa.

13.4. Bo Bcem, 49ro mpsMO He TpeaycMoTpeHo HactosmuMmu IlpaBunamu wu Ilpwiokenusmu k HuM, CTOpPOHBI
pyKoBoACTBYIOTCSL JloroBOopoM, 3akimroueHHBIM Mexny bankom m KnmenTtom, a Takke ASHCTBYIONIMM 3aKOHONATEIHECTBOM
Poccuiickoit ®enepanuu.

Ipunoxenne Nel

K IlpaBuiam paboThl CHCTEMEI
«UnTepuer-Knuenr»

B [TAO «HMKO-BAHK»

Tloonescum xpanenuro 6 1op. dene Ne

B ITAO «<HMKO-BAHK»

3AABJIEHUE O IPUCOEUHEHHNU
K OBIIIUM NPABUJIAM KOMIIVIEKCHOT'O BAHKOBCKOI'O OBCJIYKUBAHUSA
KOPIIOPATUBHBIX KJIMEHTOB B ITAO «HUKO-BAHK»

_V_nopaercs B esiX NOAKJII0YEHHS/OTKIYEHNS YCIYTH K PaHee OTKPLITOMY CYETY
nojaeTcs B LeJsIX KOPPeKTHPOBKH, H3MEHEeHMs1, 100 THEeHUsl paHee MOJAHHOI0 3asBJICHUSI

Kauent

/na wpuouueckux nuy:
MOJIHOE U COKpallleHHOe
HAUMeHOBaHUE OPraHU3aluu

Jna gpusuueckux nuy:
craryc, paMuIus, UMsl, OTYECTBO

HNHH Kaunenra

OI'PH / OI'PHHUII Kiauenra

Ilo 3akononarenbcTBy Poceniickoit | — PE3HICHTOM
____ HEepe3uICHTOM

Degepanum ABJIASETCS

Kinuent B coorBercTBUU co craTheil 428 I'paxkganckoro konekca Poccuiickoit denepanuu mpucoeauHsIeTCS K
neiictByromei peaakiuu OOIMX MPaBUI KOMIUIEKCHOTO OAaHKOBCKOTO OOCTYKHBAaHUS KOPIIOPATHBHBIX KIHEHTOB B [TAO
«HUKO-BAHK» (nmanee, coorBercTBeHHO - [IpaBmia, bank), myrem nogaun banky 3asBieHus o NpHCOSTUHEHHH K
[IpaBunam (manee - 3asBnenue). Kimment nmpocut bank paccMmarpuBath 3asBieHHe Kak odepTy o 3akitodeHuun JloroBopa
KOMILIEKCHOTO OaHKOBCKOTo oOcmyxuBanus (anee-/loroBop) u COBEpPIINTH €€ akIenT MyTeM IpocTaBieHns bankoMm Ha
3asiBICHIM OTMETKH 00 aKIenTe, M MIPOCHT:

1. V__ Buectn n3meHenus B cucremy «MurepHer-Kimmenr»

Kiuent IPOCUT pPAaCTOPIrHYThb Cornamenne o6 obMeHe OJICKTPOHHBIMU JOKYMCHTAMH NpHU OCYHICCTBIICHUN




pacueToB C HCIONBb30BaHUEM cucTeMbl «HTepHeT-KinenTy, 3akmoucHroe Mexy Kimmenrom u bankom panee.

C garel mommucanuss KimeHTOM HacTosmiero 3asBICHHS O MPUCOCAWHCHUM U 3akiroueHust Jlorosopa
KOMITJIEKCHOTO O0aHKOBCKOTO oOcyxuBanust Cornamnienne 06 oOMeHe 3JIeKTPOHHBIMH JIOKYMEHTAMH TIPU OCYIIECTBICHIH
pacueToB ¢ wucnosib3oBaHueMm cucrembl «UHTepHEeT-KinenTy, 3akmouenHoe Mexay Kimentom u bankom panee,
MpeKpaIaeT CBoe JAeHCTBUE.

JanpHeiiee wucnosib3oBanue  cucteMbl «uTepHeT-Knuent» ocymectsnsercs Kinunentom u bankom Ha
OoCHOBaHMM JloroBopa KOMIUIEKCHOTO OaHKOBCKOTO OOCITY)KMBAaHHS B COOTBETCTBHH ¢ OOIMMMH MpaBUIaAMH
KOMITJIEKCHOTO 0aHKOBCKOTO OOCITyXKUBaHUS KOPITOpaTUBHBIX KiueHTOB B [TAO «HUKO-BAHK.

2. _V_Toaxawuuts yeayry «CepBuc npoBepkn komnanuii «Cserogop» B Cucreme IO
He moaxiogars

OTKJII0YNTH
YcraHoBUTH  BepcHI0  CcepBHCA _V_ PexuM noJiHoM Bepcuu cepBuca
«Csetodop» PexxuMm orpaHnyeHHOi Bepcuu cepBUca

KimeHTt noaTBepkaer, 4To:

- ozHakommics ¢ IlpaBumamu, [lopsinkamu u Tapudpamu banka, pasmemennasiMu Ha Caitte banka www.nico-
bank.ru, HOHIMaeT MX TEKCT, BEIPAXKAET CBOE COTIIACHE C HUMH U 00S3yeTCs X BBIOTIHSITH;

- akenToBaHHOe bankom 3asBieHne SBIETCS JOKYMEHTOM, MOATBEP)KAAIOMNM (GakT 3aKiodeHus JJorosopa;

- 00s13yetcs 3Hakomuthes ¢ [IpaBunamu, [opsakamu k IIpaBunam u Tapudamu banka He pexe, yem OluH pa3 B
KaJICHIAPHBINA MECHII.

- YBEZIOMJICH O TOM, uTO BaHK BIpaBe B OJIHOCTOPOHHEM IOPSIIKE BHOCUTh U3MEHEHUs U JonoiaHeHus B [IpaBuia,
Iopsaku k [pasunam u Tapudsr banka B cy4yasx U B MOpSIKE, YCTAHOBICHHBIX 3aKOHOJATEIbcTBOM 1 [IpaBrinamu, mpu
ycroBuH yBegomiieHus KimeHToB JF0OBIM W3 CHOCOOOB, ykazaHHBIX B [IpaBumax, He mo3mnee, dyeM 3a 10 ([ecsTs)
KaJICHIAPHBIX THEH JI0 BCTYIUICHUS TAKUX U3MEHCHHI/TOTTOTHCHUHN B CHITY.

- yBEIOMJIEH OTHOCHUTEIHHO HENPHUEMJIEMOCTH OCYIICCTBICHHS OIEpanuii, o00IaJalommx MpHU3HAKaMHU
COMHHUTEIFHOCTH, B COOTBETCTBHH C TPEOOBAHMAMH IEHCTBYIOMIETO 3aKOHOAATENHCTBA B OOJACTH MPOTHBOACHCTBUS
Jierann3anui (OTMBIBAHMIO) TOXO/IOB, TOTYYCHHBIX MPECTYITHBIM ITyTeM M (PHHAHCHPOBAHHUIO TEPPOpPU3MA.

Hacrosimum KineHT noarsepakaaer, 4To 03HAKOMJIEH U corsiaced ¢ Tapupamu Banka.

Jlonsicnocmov pykogooumens, noonuch (pamunus, unuyuanst)
npedcmagumersi N0 008EPEHHOCU
aubo cmamyc guzuueckozo auya

M.II. « » 20 T

Otmerku banka:

__ 3assnenue npunamo. Jluunocms noonucaguiezo Hacmoswee 3aséienue yoocnmosepena no OOKyMeHny, yoocmosepsioujemy ausHocms. Iloonucs,
NPOCMABIEHHAS 8 HACMOAWEM 3AABNEHUU, COOMBEMCMBYIOM NOONUCU, YKA3AHHOU 6 KapmoyKe ¢ 06pazyamu noonuceii u ommucka nevamu Kiuenma.
_ 3assnenue nonyyeno no Cucmeme « Mnmepnem-Knuenmy. 3aaenenue noonucano anexmponHoil noonucwio, npunaonesxcawei Knuenmy.

Cortpynnuk Banka:

(OomicHocms)

(Damunus, unuyuansl) (noonucs) (0Oama)

IIpunoxenue 2
K IlpaBuiam paGoThl CUCTEMBI



«UnTepuer-Knuenr»
B ITAO «<HMKO-BAHK»

AKT
0 BBO/1€ B IKCILTyaTalluI0 CUCTEMBbI 3JIECKTPOHHOI'0 I[OKyMeHTOOﬁOpOTa

IIYBJIMYHOE  AKLIMOHEPHOE OBIIECTBO «HOBBII MHBECTULIMOHHO-KOMMEPYECKHWI
OPEHBYPI'CKMI1 BAHK PA3BUTUS TIPOMBIIIIEHHOCTWy, UMeHyeMblli B nanpHeiimem «bBaHk», B JmIe
s JIEACTBYIOIIETO Ha OCHOBAaHUH
s C OJTHOM CTOPOHBI, u

(HammeHoBaHMe OpraHU3annm)
“MeHyeMbld B ganpHeieM «KiaueHTy, B muue , NEHCTBYIOIIErO Ha
OCHOBaHUHU
(Jomxrocth, @.1.0., yIOIHOMOYCHHOTO MPEICTABUTEIS OPraHU3aIIHH )

, C JPYroi CTOPOHBI M BMecTe UMeHyeMble CTOPOHBI, COCTAaBMJIM HACTOAIIUN AKT O

HIDKECIICYIOIIEM:
1. bank npepocrasisier KireHty cieayrolye nporpaMMHbIe CPE/ICTBA:
2. - ITnarun ans pabotel B cucteme "MuTepHeT - Knmuent"

- Huctpnbytus «eToken PKI Client»
- Huctpubyrus «Ilanens ynpasnenus Pyroken»
- DIEeKTPOHHYIO JOKyMEHTaIuIo 1o cucteMe "MurtepHer - Kiuent".
Bbank u Knment npoBenn renepariiio KiIro4eBoii nHPopManuu.
4. Knuent nepenan banky B anmexkTpoHHOM Buje Kirouu mnposepku OII u 3amoHEHHbIE M 3aBEpPEHHBbIE MOJINCHIO U
MeyaThio MpeanpusThs AKT(bI) IpU3HaHKU OTKpbiToro Kimova (Ceprudukara) n/umum AKT(bI) 00 OKa3aHHM YCIYT T10
peTHCTpanyy Kilto4ya IpoBEPKH 3eKTpoHHOH moamnucu PayControl (B 371€KTpOHHOM BHJIE).

W

5. bank n KimeHnt nposenu mpoOHbIE CEaHCH MOMyIeHNUs U nepeaadn napopmarmn o Cucreme.

6. baHk rmpoBen 03HaKOMHUTENBHOE 00ydIeHUE MpeAcTaBuTeNs KiMeHTa 3KCIuTyaTaluy CHCTEMBI.

7. Bce mmaTtexHble NOKyMEHTHI, mepenaHHble Mo Cucreme, B COOTBETCTBHM C YCIOBUSIMH IIpaBun mpuoOperaroT
IOPUIUYECKYIO CUITY C JaThl TOAMUCAHUS HACTOSIIET0 AKTA.

8. Knuent B coorBercTBUHM co cTaTheil 428 I'paxkmaHckoro koxaexca Poccuiickoit @eneparuu, yBemomusieT bank o

MPUCOCIMHEHUN K JeHCTByromed pemakiuu OOIMMX MpaBHI KOMIDIGKCHOTO OaHKOBCKOTO —OOCITY:KUBaHUS
kopriopaTuBHbIX KiueHTOB B [TAO «HUKO-BAHK» (manee — IlpaBuna), [TonTBepmaeT, 4To IO MOIITHCAHUSI
Hacrosero Akra oznakommuics ¢ IIpasunamu, [Topsakamu k [IpaBunam u Tapudamu Banka, 00s3yeTcs BBITIONHATH
WX yCIIOBHSA, TPEOOBaHUS W CIEIUTH 32 BCEMH MX M3MEHEHUSIMH W JonoiHeHusMH. [lonTBepmaeT cBo€ coriacue ¢
ycinoBusiMu [TpaBuit 1 0053yeTCs BBITOJHATD WX YCIOBUS.

Hacrosmuii AKT cocTaBiieH B 2-X 9K3eMIUIApax Mo OJHOMY ISl KaXKIOM M3 CTOPOH U SBJIETCS HEOThEMIIEMON
4acThIO IOTOBOPa KOMIUIEKCHOTO OaHKOBCKOTO obciyxkuBanus B [IAO «HUKO-BAHK».

Ot banka Ot Knuenra

/ / / /
M.II. M.IT
« » 20 1 « » 20 1.

ITpunoxenne 3

K IlpaBunam paboThl CHCTEMBI
«HuTeprer-Kiuent»

B ITAO «HMKO-BAHK»

PexomMeHnaanuu no odecnevyeHn 0 HHHOPMAIUOHHOM 0€30MACHOCTH MPU UCMOJIb30BaHHU cucTeMbl « UHTepHeT-
Kauenr».

Jnst obecrieuenuss MHPOPMAITMOHHON O€30MacCHOCTH TIPH HCIOJB30BAHUM CHUCTEMBI JHCTAHIIMOHHOTO OaHKOBCKOTO
00CITyXHBaHHS U CBEICHHUIO PUCKOB MOIIEHHNYECTBA H, KaK CICACTBUE, PMHAHCOBBIE MOTEPH K MUHUMYMY, HEOOXOAUMO OBITh
IIpe/IeIbHO BHUMATEIBHBIMU U CIIEZI0BATh PEKOMEH IAIMSAM ITPHUBEICHHBIM HIKE.

OcobeHHOEe BHIMaHHE 0€30MacCHOCTH HEOOXOIUMO YIEIUTh TEM KIHEHTaM C TaK Ha3bIBAEMBIM «IOMAIIHHM) KOMIBIOTEPOM,
rze BbIxoJ B MIHTepHeT Hanbosiee yacTo OCyIECTBIsIETCs O3 MEXCEeTeBOro IKpaHa 3alliuThl M aHTHBUPYCHOI'O IPOIPaMMHOTO
obecrieueHwsl.

e Pexomennyercs ocymecTBsTh paboTy B cucreme JlucraHumoHHoro 6ankoBckoro obcmyxuBanus ([BO) c



UCIIOJIb30BAHMEM OTIEIbHOW YYETHOH 3allMCH B ONIEPAlMOHHOMN CHCTEME KOMIIBIOTEPa, 3alUIIEHHOM CIIOXKHBIM
mapoJieM, W3BECTHBIM TONbKO Bam. IIpm BO3MOXXHOCTH pEeKOMEHIyeTcsl ocymecTBIATh noctyn B JBO ¢
BBIJICJICHHOTO KOMIMBIOTEPA, MCIONB3YeMOro HCKIIouuTensHo mius pabotsl ¢ JBO. IlpaBa monm3oBarens B
OTIEPAIIMOHHON CHCTeME KOMIBIOTEPa MOJKHBI OBITh MUHIUMAJIHHO HEOOXOTMUMBIMH, NOJDKHA OBITH 3ampernieHa
YCTaHOBKA MPUKIIATHOTO MPOTPAMMHOT0 00ecIIeueH sl 3a UCKITIoUeHIeM Heooxoaumoro 1t pabots! B JIBO. [To
BO3MO’KHOCTH HCKJIIOUUTE IOCEUICHHE C JAaHHOTO KOMITBIOTEpa CAWTOB COMHHTEIFHOTO COMCPKAHUS M JIIOOBIX
IPYTHX MOTEHIIHATBHO OMacHbIX VIHTepHeT-pecypcoB (CoruansHble ceTH, popyMbl, 4aThl, Telne(OHHBIE CEPBHUCHI
U T.J.), a TaKKe YTCHHWE IOYTHl M OTKPBITHE MOYTOBHIX JOKYMEHTOB IOJYYEHHBIX W3 HEJOCTOBEPHBIX
NCTOYHHKOB;
e ColumoznaiiTe npaBuiia 6€30MaCHOCTH IIPH PabOTE C KIIOUEBBIMH HOCHTEIISIMH:

- HeoOxommumo coxpaHsTh B TalHE 3aKPBITBIA (CEKPETHBINH) KIIOY AJICKTPOHHOM moamucu. He ocraBisTh Kirouu B
KOMITBIOTEpE WIJIM Ha CTOJIe, eciid Brl mokunaere cBoe pabouee Mecto. [lo okoH9aHNM pabOTHI KIIFOUN yOUpaTh B ceild, 1160 B
mkad, 3anupaeMblii Ha 3aMOK. He ocrasisiiite 6e3 npricMoTpa KoMibiotep ¢ akTuBHON JIBO;

- Yenure Borpocy xpaHeHus kiaouer [IbO momkHoe BHuManue. [ToMHATE, 9TO HANHYWE KITFOYa TIO3BOJISET 3aBEPUTH OT
Bamiero nmeHn JOKyMEHT | IIepeaTh ero Ha HCIIOHeHnE B baHk;

- [opximrogaiiTe KITFOUEBOW HOCHTENh K KOMIIBIOTEPY TOJIBKO Ha BpeMs IOAIMCH ITOKYMEHTOB. He mepure KIrodeBbIC
HOCHTENIM TIOCTOSHHO NOAKIIOYCHHBIMH K KOMIBIOTepYy. Hu B KoeMm ciy4ae HEe XpaHUTE KIIOYM Ha JKECTKOM JHCKE
KOMIBIOTEPA;

- ITocTapaiiTech BHEAPUTH UCTIOIB30BAHHUE JIJIS OTIIPABKH JOKYMEHTOB JIBYX MOMANHUCEH (2-X KITIOUei);

- Ilpn xoMmpomeranuu WM TOAO3PEHHS Ha KOMIIPOMETALMIO CEKPETHBIX KIIIOUCH WM KOMIIBIOTEpPA, YBOJBHEHHMS
OTBETCTBEHHOro coTpynHuka wian WT crnenuanucra Bamel koMmaHuu, KOTOPBIM HMMeN JOCTYI K KOMIBIOTEPY HWIM K
CEKPETHBIM KII0YaM, a TakXe IPH MCTEYCHHUHW CPOKa JICHCTBHS KIIOYA C MEPUOJUYHOCTHIO, YCTAHOBJICHHOH IOTOBOPOM Ha
JI5O n npaBuiamu paboThl B CUCTEME HE3aMeUIUTENbHO coo01uTe B baHk Juts GJIOKMPOBKH KIIIOYEH M FeHepallii HOBBIX.

e Pexomennyercs uzberatp pabotsl B JIBO ¢ «HemoBepeHHBIX» KOMIbIOTepoB (B MHTepHer-kade mmu npyrue
00IIeIOCTYTIHBIE KOMITBIOTEPHI, a TaK XKe «Jy)XKHe)» KOMIBIOTEPHl BPEMEHHO HCIONb3yeMble BaMH H T.IL.).
Kpaiine He kenaTenbHO HCIONb30BaHWE s pa0doTel B JIBO myOauMYHBIX OECIpOBOAHBIX ceTel (Hampumep,
oecruatabt Wi-Fi u T.11.);

o CoOmonaiiTe nmpaBuia 6€30MaCHOCTH MPHU UCTIOIB30BAHUH TTAPOJICH:

- Hna paborsr B JIBO HEOOXOOMMO HCIIONB30BATH TOJBKO CIIOKHBIE MApOJH, YIOBICTBOPSIONINE CIETYIOITIM
TpeOOBaHUAM:

napojib JOJDKEH MMeTh AauHy oT 8 1o 20 cuMBOJIOB, B HEM JOJDKHO OBITh HE MEHee IBYX LU(p M ABYX OYKB,
JIOIYCKAeTCs HCTOIb30BaHKEe OYKB MTaTHHCKOTO andasurta, qudp, 3HakoB ! #$ % & () *+-./:;<=>7?[\.

1apojb HE JOJDKEH COZAEpKaTh MOCIIE0BATENLHOCTH OJJMHAKOBBIX CHMBOJIOB W TPYIII CHMBOJIOB, JIETKO Yra/ibIBacMble
komOuHarmu cumBoioB (dddddd, 333444555, qwerty, 12345, abc123 u 1.11.)

1apoJjib He JIOJDKEH COJIep)KaTh CBA3aHHBIX ¢ BaMu aHHBIX (MMEHa M JaThl POXKACHHS WICHOB CEMBH, ajipeca, Tele(oHbl,
4acTh HOMEpA Balieil 0aHKOBCKON KapThl H T.I1.)

TapoJIb He TOJDKEH colepKaTh cioBapHBIX coB (passwOrd, football, shadow, sergey, natalia, pycckue cioBa, HaOpaHHEBIE
B aHTJIMHCKOHN KoaupoBke, Hanpumep, Cepreii — Cthutq).

TIapoJIb He JOJDKEH COBMAAaTh C MPEABIAYIINMHE ITApOJISIMU B HE TOJDKEH COBIIAIAaTh C UMEHEM BXOA.

IapoJib He JOJDKEH OBITh KOMWel nim KoMOWHAIMK Tapojie NCIonb3yeMbIx BaMu B mpyrux cuctemax (oreparoHHas
cucTeMa KOMITBIOTEPA, SJIEKTPOHHAS 110YTa, Pa3BIeKaTEILHBINA pecypchl B IHTEpHET U T.11.);

- Hukorna He cooOmaiite cBOi Mapoiib TPETHUM JIMLAM, B TOM YHCIIC KOJUIETaM, POJICTBEHHHKaM M paboTHHMKaM banka,
BBOJIUTE IapoJib TONbKO npu padore B JIBO. PadorHnk banka He mmeer mpaBa 3ampammBark y Bac mapous, naxke eciu Bbl
CaMOCTOATENILHO oOpatwiuch B bank. BBomute mapouns tonsko B JIBO, baHk HUKOTIa HE OTIPABIISET COOOIICHUH ¢ MPOCEOOH
YTOYHUTH WM MPEJIOCTABUTH MAPOJIb;

- He 3anuceIBaiiTe cBoii mapoib Tam, Iie JOCTYI K HEMY MOTYT HOJIYYUTh TPEThHU JIMIA. 3alpeIaeTcsl COXpaHsITh apoJib
Ha KOMITbIOTEpE, MOOMJILHOM YCTPOWCTBE, a TaK K€ Ha MHBIX JIEKTPOHHBIX HOCHTEISX, TOCTYI K KOTOPBHIM MOTYT HOJIYyYHTh
TpeThH Juna. Heo6xoanMo meproandeckoe N3MEHEHHE Maposrs BXoJia B cucTeMy. Bo m30exanne pacKphITHS Mapoiisi BXoJa B
CHCTEMY TPETHUMH JIHIIaMH, PEKOMEHAYETCS U3MEHITh IapOoJIb OAWH Pa3 B TPU MeCALa.

e  PexoMeHIyeTCsl TOCTOSTHHOE HCIIOJIb30BAHME CHCTEMBI aHTHUBHPYCHOTO MporpaMMHoro obecredenus (NOD32,
AVP Kaspersky, Symantec AntiVirus m T.m.) Ha Bamumx kommnbioTepax. HeoOXomaumMo HCIIOIB30BaTh
JUIEH3UOHHbBIE MPOTPaMMHBIE MPOAYKTH MOCIEIHUX BEPCHHA WM TOCTOSHHO OOHOBISATH aHTUBUPYCHBIE 0a3bl
MAHHBIX TIPOTPaMMHBIX TNPOAYKTOB. OOHOBIIEHNE AaHTHBHUPYCHBIX 0a3 pEKOMEHAyeTcsS NPOBOIWTH B
aBTOMAaTHYECKOM DPEXHME II0 Mepe MX BBIIYyCKa opraHu3aiueii-paspaborunkoM. Heobxomumo obecneunTsb
peryJsipHble NEpUOAMYECKHE IPOBEPKH IO IIOMCKY BHPYCOB HA aBTOMATH3MPOBAHHBIX pPaboYMX MecTax
ucnons3yemsix g BO.

e [lpu nonoMke KOMIbIOTEpPA, C KOTOPOTO OCYILECTBISIETCST paboTa MO CUCTEME IUCTAaHIMOHHOTO OaHKOBCKOTO
o0ciryXuBaHMs, HEMEJUIEHHO 3BOHUTE B baHK 1 mpocuTe GIOKMPOBATH ONEPAIMH 110 CUCTEME;

e  OcteperaiiTech MOIIICHHUIECTBA!

- bank HuKoOTA HE CBA3BIBaETCS MO Tese(hOHY U HE OCYIIECTBISAET pacchliok coodmenuit mo CMC minu email ¢ mpock0oii
MIPEeJOCTaBUTh, MOATBEPANTh WM YTOYHHTH Bamry muunyro mH(popMarmio (maponw, goruasl, @.1.0., nmacmopTHeIe HaHHEBIE,
HOMEp MOOMIBHOTO TeneoHa, Ha KOTOPHIA MPHUXOASAT OJHOPA30BBIC MMApONX W Opyrue JUYHble naHHble). He oTBewaiite Ha
TaKkve COOOIIEHN;

- ITpu moxyd4eHnH MOIO3PUTENHFHOTO COOOMIEHUS AKOOBI OT MMeHH baHka He OoTBe4alTe Ha HEro, HE IEePEXOTUTE IO
CCBUIKAaM YKa3aHHBIM B TI0/I03PUTEIBHOM COOOIIECHNH (JjaXke eCJIn aJpec IMOoX0X Ha ajapec caiita banka). B coobmenusax banka
HHUKOTJa He OyzaeT npockOsl 3aiiTi B JIBO 1o yka3aHHOH B COOOIIEHUHN CCBLIKE;



- IIpu padore ¢ IBO oOpaTuTe BHUMaHHWE Ha CTPAHUILY BXOJa M MHTEp(]EWC, €ClIu BbI 3aMETUTE JIFOOBIC OTIMYUS, HE
3asBIICHHBIE paHee baHKOM, MM BO3HUKHYT MHBIC TIPUYHHBI JJIs1 BOSHUKHOBEHUS ITOJO3PEHUH B TOM, UTO CAT MOAIEIBHBIMN,
HEOOXOMMO HE3aMEeITUTEeILHO IPEKPaTHTh PaboTy W o0paTtuThcs B baHk Mo TenedoHy TEXMOMICPKKH (HUKOTIA HE
CBSI3BIBAiTECH 1O TeIeOoHy yKa3aHHOMY Ha MOJO3PUTEIHHOMN CTPAHUIIE);

- Ecnm BBI caMOCTOSATENBHO CBSI3INCH ¢ BaHKOM, COTpYIHUKH MOTYT YyTOUYHHUTH Y Bac mepcoHanpHyI0 HH(OPMAILHIO, HO
HE UMEIOT TpaBa 3anpamuBarh y Bac maposs Ha Bxoz B JIBO;

- bank HEKOT]a HE HaMpaBIIET COOOIIEHNH 0 OIIOKUPOBKe/pazomokupoBke Bameii yuetnoit 3ammcu B JI6O. Cotpynauku
BaHka HUKOT/Ia HE CBA3BIBAIOTCS IO TeneoHY, YTOOBI cOOOIIUTE 0 HemocTymHocTH JJBO BenencTBre mpoBeIeHNs KaKUX-TH00
periaaMeHTHBIX paboT. Ecmu BBl MONydmiM MOAO3pPHUTENBHOEC COOOMICHHE OT mMeHM banka, nmubo ¢ Bamu cBszamuchk 1o
TeneoHy ¢ OJHOW W3 MPOCHD, IEPEUHCIICHHBIX B JAHHOM pa3Jielie, TO PEKOMEHAYETCs COOOIIUTh O TaHHOM (akTe B baHk 1o
TeneoHy TeXIOIIEPKKU (HUKOTIa He CBs3bIBaiiTech ¢ baHkoM 1o TenedoHy yka3aHHOMY B ITOJIO3PUTEIIEHOM COOOIICHUN);

- OOpamaiiTe BHUMaHWE Ha TMOSBJICHUEC MOJO3PUTEIBHON aKTUBHOCTH Ha Bamem KoMIbHOTEpe, HampuMep,
CaMOITPOU3BOJIFHBIC BIKEHUE Kypcopa Ha dKpaHe, Habop Tekcra u T.1. OOpamiaiite BHUMaHUE HA HEBO3MOXKHOCTh 3aiTH Ha
caiit JIBO, mpu Tom, uto mpyrme MHTepHEeT-caliThl y Bac 3arpyxarorcs, a Tak ke Ha HEBO3MOXHOCTh BouTH B J[BO 1o
MIPUYHHE HECOBIAACHUS JIOTHHA U MAPOJIA, TIPH TOM, YTO OHHM KOppeKTHBL. OOpammalite BHUMaHue Ha «3aBucanmws» b0, npu
HOpMaJbHOU paboTe npyrux MHTepHeT caiiToB. JlaHHBIe (DaKThl MOTYT CBUIETEIHCTBOBATH O 3apakKeHUH Barero koMmproTepa
BpPEIOHOCHBIMHU TIporpamMmamu. M3oeraiite padotsl B JIBO ¢ 3apakeHHBIX KOMITBIOTEPOB, €CITM Ha 3apaKCHHOM KOMIIBIOTEpPE
yxe ocymecTBisuiach padbora B JIBO, To HesamemmuTensHO 3a0iokupyiite Bamry ydetHyro 3ammch B JIBO. Bel Moxerte
CHeTaTh 3TO, CBA3ABIINCH ¢ baHKOM 10 TenegoHy TEeXITOIIEePIKKH.

e [lpu 3KcmTyaTali CPEJCTB 3aIMUTHI HHPOPMALUN HEOOXOIMMO COONIIOAATh PEKOMEHAAIUMH 10 00CCIICYCHUIO

0€30MaCHOCTH CPECTB 3aIIUTHI HHPOPMALIUH.

e Hapymenne mpaBun Oe3omacHOCTH Tpu padore ¢ cucremort «MHTepHeT-KimeHT» — 30Ha OTBETCTBEHHOCTH
Kiuenra. [Ipu HapymieHuH npaBmil 0€30TTACHOCTH U HECOOIOJCHUN pekoMeHaanuii ot banka, Kimuent Oeper Ha
ceOsi PUCKH, CBSI3aHHBIE C OE30MMACHOCTHIO OCYINECTBISIEMBIX (PHHAHCOBBIX omepanuii B cucteme «MHTepHET-
Kinent».

e B ciydae momospenus wnn oOHapyKeHHs HECAHKIIMOHMPOBAHHOTO jgocTyma B cuctemy JIBO Heobxommmo
HEe3aMeJUTHTENEHO MMO3BOHUTH B BaHK, 9TOORI MPHOCTAaHOBHTE paboTy Baireit cHCTeMEbI 1o caeyomuM TenedhoHam:

- ¢ 9:00-18:00 mH.-ut., ¢ 09:00-17:00 nT., 3a HCKIIOYCHWEM BBIXOAHBIX M TPA3THUYHBIX JTHEH COTJIACHO
3akoHoAarenscTBa PO mo Tenedony 8 (3532) 34-90-90 — Conyx0a TeXHHIECKOH MOIECPIKKH;

- ¢ 9:00-18:00 mH.-ut., ¢ 09:00-17:00 nT., 3a HCKIIOYECHWEM BBIXOAHBIX M TPA3THUYHBIX JHEH COTJIACHO
3akoHogareabcTBa PO mo tenedony 8 (3532) 34-90-89 - Otaen mo padore ¢ ropuanueckumu unamu Y Kb.




